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Abstract - The rapid digital transformation of academic record and student attendance systems
demands security mechanisms that simultaneously provide confidentiality, integrity, privacy-
preserving data analytics, and long-term resilience against emerging quantum threats. While
conventional cryptographic algorithms such as RSA, ECC, and AES remain computationally
efficient, public-key schemes based on RSA and ECC are vulnerable to quantum attacks, limiting
their suitability for protecting sensitive educational information in the long term. Existing studies
generally focus either on post-quantum secure communication or on privacy-preserving
computation, resulting in fragmented security architectures that increase implementation
complexity in resource-constrained academic environments. To address this challenge, this paper
proposes a Lightweight Hybrid Post-Quantum Cryptographic Algorithm (LHPQCA) that
integrates the CRYSTALS-Kyber Key Encapsulation Mechanism (KEM) for quantum-resistant
session key establishment, AES-GCM for authenticated encryption of attendance records, and the
Paillier additive homomorphic cryptosystem for privacy-preserving aggregation of attendance
statistics over encrypted data. By assigning each cryptographic primitive according to its intended
function, the proposed architecture achieves quantum-secure key establishment, efficient
symmetric data protection, and secure encrypted computation without relying on post-quantum
algorithms for bulk data encryption. Experimental evaluation demonstrates that incorporating the
Paillier cryptosystem introduces only modest computational overhead while preserving practical
encryption latency, reducing key establishment latency by 28-35%, decreasing CPU utilization
by 22%, and maintaining bandwidth overhead below 12% compared with conventional hybrid
deployment architectures that perform secure communication without privacy-preserving
aggregation. These results demonstrate that the proposed integration of CRYSTALS-Kyber,
AES-GCM, and the Paillier cryptosystem provides an effective balance between quantum
resilience, computational efficiency, and privacy-preserving analytics, making LHPQCA suitable
for next-generation academic attendance systems and other resource-constrained educational
applications.

Keywords - Post-Quantum Cryptography, Hybrid Cryptographic Algorithm, CRYSTALS-
Kyber, Key Encapsulation Mechanism (KEM), AES-GCM, Paillier Cryptosystem, Privacy-
Preserving Analytics.

1. INTRODUCTION

The rapid digital transformation of higher education has significantly accelerated the
adoption of electronic student attendance systems to improve administrative efficiency, minimize
manual errors, and provide real-time academic monitoring. Modern attendance platforms
increasingly utilize technologies such as Radio Frequency Identification (RFID), Quick Response
(QR) codes, biometric authentication, Near Field Communication (NFC), and cloud-based
information systems to automate attendance recording and support institutional decision-making
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[1], [2]. Besides improving operational efficiency, digital attendance data have become valuable
institutional assets for evaluating student participation, learning engagement, accreditation, and
educational analytics [3]. Despite these advantages, the increasing reliance on cloud computing
and network-based infrastructures introduces substantial security and privacy challenges. Student
attendance records contain personally identifiable information (PII), including student identities,
timestamps, course enrollment, and attendance history. Unauthorized disclosure or modification
of these records may violate privacy regulations, compromise academic integrity, and reduce
institutional trust [4], [5]. Consequently, confidentiality, integrity, authenticity, and secure data
sharing have become fundamental requirements for next-generation academic attendance
systems. Most existing attendance security frameworks employ conventional cryptographic
algorithms such as Advanced Encryption Standard (AES), Rivest—Shamir—Adleman (RSA), and
Elliptic Curve Cryptography (ECC) to protect stored and transmitted attendance records [6], [7].
AES continues to provide highly efficient symmetric encryption for bulk data, whereas RSA and
ECC are widely adopted for public-key cryptography and secure key exchange. However, the
rapid development of large-scale quantum computing presents a significant challenge to these
public-key cryptographic systems. Shor's algorithm theoretically enables polynomial-time
factorization and discrete logarithm computation, rendering RSA and ECC vulnerable once
practical quantum computers become available [8], [9]. Consequently, although AES remains
relatively resistant to quantum attacks with increased key sizes, the public-key infrastructure
supporting secure communication requires migration toward quantum-resistant cryptographic
mechanisms. To address this emerging threat, the National Institute of Standards and Technology
(NIST) has standardized several Post-Quantum Cryptography (PQC) algorithms, including the
CRYSTALS-Kyber Key Encapsulation Mechanism (KEM), which provides quantum-resistant
session key establishment based on lattice cryptography [10], [11]. Unlike traditional public-key
encryption schemes, Kyber is specifically designed for secure key encapsulation rather than bulk
data encryption. Therefore, practical post-quantum architectures generally combine Kyber for
session key establishment with efficient symmetric algorithms such as AES-GCM to encrypt large
datasets. This hybrid cryptographic architecture achieves quantum-resistant communication while
preserving computational efficiency suitable for real-world applications [12]. In parallel with the
emergence of post-quantum cryptography, educational institutions increasingly require secure
data analytics without exposing sensitive student information. Attendance statistics are frequently
aggregated to evaluate student participation, classroom performance, and institutional quality
assurance. Conventional encryption protects data confidentiality but requires complete decryption
before statistical processing, exposing sensitive information during computation [13]. Privacy-
Preserving Data Analytics (PPDA) addresses this limitation through homomorphic encryption,
enabling mathematical operations to be performed directly on encrypted data. Among various
homomorphic encryption schemes, the Paillier cryptosystem provides additive homomorphic
properties with relatively low computational complexity, making it suitable for secure
aggregation of attendance statistics without revealing individual attendance records [14], [15].
Although previous studies have investigated post-quantum cryptography for secure
communication [16], [17] and homomorphic encryption for privacy-preserving analytics [18],
these approaches are generally developed independently. Existing research primarily focuses on
quantum-resistant key exchange or encrypted computation separately, resulting in fragmented
architectures that increase implementation complexity and computational overhead. Furthermore,
several studies incorrectly evaluate lattice-based post-quantum algorithms as mechanisms for
encrypting bulk datasets, despite the fact that standardized algorithms such as CRYSTALS-Kyber
function exclusively as Key Encapsulation Mechanisms (KEMs) rather than data encryption
algorithms [19]. Consequently, there remains limited research investigating an integrated security
architecture that simultaneously provides quantum-resistant communication, efficient
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authenticated encryption, and privacy-preserving computation within a unified framework
suitable for resource-constrained academic environments.[20]

To overcome these limitations, this paper proposes a Lightweight Hybrid Post-Quantum
Cryptographic Algorithm (LHPQCA) for secure student attendance systems. The proposed
framework integrates CRYSTALS-Kyber for quantum-resistant session key establishment, AES-
GCM for authenticated encryption of attendance records, and the Paillier additive homomorphic
cryptosystem for secure aggregation of attendance statistics over encrypted data. [21] Instead of
replacing symmetric encryption with computationally expensive post-quantum algorithms, each
cryptographic primitive is assigned according to its intended functionality, thereby achieving
efficient security while minimizing computational overhead [22]. The primary contribution of
this research is the design and evaluation of an integrated cryptographic architecture that
simultaneously supports quantum-resilient communication and privacy-preserving attendance
analytics within a single framework. Unlike previous studies that independently address post-
quantum security or encrypted analytics, the proposed LHPQCA combines standardized post-
quantum key establishment with authenticated symmetric encryption and additive homomorphic
computation. Experimental evaluations demonstrate that this integration maintains practical
encryption latency and computational efficiency while enabling secure encrypted aggregation
without exposing sensitive attendance information. Therefore, the proposed architecture provides
a scalable and practical security framework for next-generation academic attendance systems and
other resource-constrained educational applications.

2. RESEARCH METHOD

This research proposes a Lightweight Hybrid Post-Quantum Cryptographic Algorithm
(LHPQCA) to provide quantum-resilient communication and privacy-preserving analytics for
cloud-based student attendance systems. Rather than replacing all existing cryptographic
mechanisms with post-quantum algorithms, the proposed framework adopts a functional hybrid
architecture, where each cryptographic primitive is assigned according to its intended purpose.
This design minimizes computational overhead while maintaining compatibility with existing
academic information systems.As illustrated in Fig. 1, the proposed framework consists of three
cryptographic layers. The first layer employs the CRYSTALS-Kyber Key Encapsulation
Mechanism (KEM) to establish a quantum-resistant symmetric session key between the
attendance terminal and the application server. Since Kyber is standardized by the National
Institute of Standards and Technology (NIST) as a post-quantum key establishment algorithm, it
is utilized exclusively for secure session key exchange rather than bulk data encryption.
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Figure 1 The overall workflow of the proposed research

The second layer applies AES-256 in Galois/Counter Mode (AES-GCM) to encrypt
attendance records using the session key generated through the Kyber encapsulation process.
AES-GCM provides authenticated encryption by simultaneously ensuring confidentiality,
integrity, and authenticity of attendance data while maintaining low computational latency
suitable for real-time academic applications.

The third layer integrates the Paillier additive homomorphic cryptosystem to enable
privacy-preserving computation over encrypted attendance statistics. Instead of encrypting the
entire attendance database with homomorphic encryption, only numerical attributes required for
statistical analysis are processed using the Paillier scheme. This selective encryption strategy
significantly reduces computational complexity while allowing aggregate operations, such as
attendance counting and participation analysis, to be performed directly on ciphertexts without
exposing individual attendance records.

Consequently, the proposed LHPQCA architecture combines three complementary
security objectives within a unified framework:

e Quantum-resistant key establishment using CRYSTALS-Kyber KEM;
e Efficient authenticated encryption using AES-GCM; and
e Privacy-preserving statistical computation using the Paillier cryptosystem.

Unlike conventional attendance security frameworks that primarily focus on secure
communication, the proposed architecture simultaneously supports encrypted analytics without
compromising communication efficiency. This separation of cryptographic responsibilities
enables each algorithm to operate according to its design objective, thereby reducing unnecessary
computational overhead while improving the scalability of the overall system.

The complete research workflow is presented in Figure 1 and consists of the following
sequential stages:

1. Student attendance acquisition.
Attendance data preprocessing.
Quantum-resistant session key establishment using CRYSTALS-Kyber KEM.
Authenticated encryption of attendance records using AES-GCM.
Paillier encryption of numerical attendance attributes.
Secure storage of encrypted data in the cloud server.
Homomorphic aggregation of encrypted attendance statistics.
Decryption by authorized administrators.
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9. Generation of attendance reports and statistical analytics.

The proposed framework is subsequently evaluated through experimental analysis to
measure encryption latency, computational overhead, CPU utilization, memory consumption,
bandwidth overhead, and the correctness of homomorphic aggregation under varying attendance
dataset sizes.

2.1. Research Design

This study adopts a Design Science Research (DSR) methodology to develop and
experimentally evaluate a hybrid cryptographic framework for securing cloud-based student
attendance systems. The Design Science Research approach is selected because the primary
objective of this study is not merely to evaluate existing cryptographic algorithms, but to design,
implement, and validate a new security artifact that addresses both quantum-resilient
communication and privacy-preserving data analytics. The overall research process consists of
five interconnected phases, as illustrated in Figure 2.
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Figure 2 Research Design of the Proposed LHPQCA Framework

2.1.1. Requirement Analysis

The first phase identifies the functional and security requirements of next-generation
student attendance systems through an extensive review of recent literature on attendance
management, post-quantum cryptography, authenticated encryption, and homomorphic
encryption. In addition, the threat model is analyzed to identify security risks associated with
cloud-based attendance management, including unauthorized data disclosure, ciphertext
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manipulation, insecure key distribution, and future quantum attacks against conventional public-
key cryptography.
Based on this analysis, the proposed framework is designed to satisfy four primary
security objectives:
e confidentiality of attendance records;
e integrity and authenticity of transmitted data;
e quantum-resistant key establishment; and
e privacy-preserving statistical computation over encrypted attendance data.
These requirements serve as the design criteria for selecting appropriate cryptographic
primitives in the subsequent phase.

2.1.2 Hybrid Cryptographic Framework Design

The second phase focuses on constructing the proposed Lightweight Hybrid Post-
Quantum Cryptographic Algorithm (LHPQCA). Rather than replacing all conventional
cryptographic algorithms with post-quantum alternatives, the framework adopts a functional
hybrid architecture, in which each cryptographic primitive is assigned according to its intended
operational role.

Specifically,
e CRYSTALS-Kyber KEM is employed exclusively for quantum-resistant session key
establishment.

e AES-256-GCM is utilized for authenticated encryption of attendance records because of
its high throughput and low computational overhead.

e The Paillier cryptosystem is applied only to numerical attendance attributes that require
encrypted statistical computation.

This separation of cryptographic responsibilities minimizes computational complexity
while preserving the security properties required for cloud-based attendance systems.
Furthermore, the architecture conforms to current NIST recommendations by utilizing Kyber
solely as a Key Encapsulation Mechanism (KEM) rather than as a bulk data encryption algorithm.

2.1.3 Prototype Development

Following the architectural design, the proposed framework is implemented as a
functional prototype using Python. The implementation consists of three independent but
interconnected cryptographic modules:

1. quantum-resistant key establishment,
2. authenticated symmetric encryption, and
3. privacy-preserving homomorphic aggregation.

The modular implementation facilitates independent verification of each cryptographic
component while enabling their integration into a complete attendance management workflow.
The prototype simulates a typical cloud-based attendance system in which attendance records are
generated at the client terminal, securely transmitted to the application server, stored in encrypted
form within cloud storage, and subsequently analyzed without exposing sensitive attendance
information.

2.1.4 Experimental Evaluation

To evaluate both computational efficiency and practical applicability, experimental
testing is conducted using attendance datasets ranging from 100 to 10,000 attendance records.
The experiments are performed under identical hardware and software configurations to ensure
measurement consistency and reproducibility.

Unlike previous studies that compare lattice-based post-quantum algorithms as
mechanisms for encrypting bulk datasets, this research evaluates the proposed framework
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according to the intended functionality of each cryptographic primitive. Consequently, the
evaluation compares four representative security architectures:
e AES-GCM,
Kyber + AES-GCM,
AES-GCM + Paillier, and
the proposed LHPQCA.
This comparison allows the computational overhead introduced by integrating
homomorphic encryption into a standardized post-quantum communication architecture to be
quantified without introducing unrealistic performance baselines.
The evaluation focuses on the following performance indicators:
e quantum-resistant key establishment latency;
authenticated encryption latency;
homomorphic encryption latency;
total execution time;
CPU utilization;
memory consumption;
bandwidth overhead; and
correctness of encrypted aggregation.

2.1.5 Result Validation and Analysis

The final phase analyzes the experimental results to assess whether the proposed
framework successfully balances security and computational efficiency. Validation is performed
from three complementary perspectives. First, security validation verifies that the proposed
architecture satisfies confidentiality, integrity, authentication, and quantum-resistant key
establishment while enabling encrypted statistical computation through the additive
homomorphic property of the Paillier cryptosystem.

Second, performance validation evaluates the computational cost introduced by
integrating three cryptographic algorithms within a single framework. Rather than emphasizing
raw execution speed alone, the analysis measures whether the additional privacy-preserving
functionality can be achieved while maintaining practical latency and acceptable resource
utilization for real-world academic deployments.

Finally, functional validation confirms that attendance statistics produced through
homomorphic aggregation are identical to those obtained from plaintext computation after
authorized decryption. This verification demonstrates the correctness of encrypted analytics
without exposing individual attendance records throughout the computation process. The
outcomes of these validation procedures provide comprehensive evidence regarding the
practicality, scalability, and security of the proposed LHPQCA framework for next-generation
student attendance systems operating in resource-constrained educational environments.

2.2. Proposed LHPQCA framework

The proposed Lightweight Hybrid Post-Quantum Cryptographic Algorithm (LHPQCA)
is designed to provide an integrated security framework for cloud-based student attendance
systems by simultaneously addressing quantum-resistant communication and privacy-preserving
data analytics. Unlike conventional attendance security architectures that primarily focus on
secure data transmission, the proposed framework combines standardized post-quantum key
establishment, authenticated symmetric encryption, and homomorphic computation within a
unified cryptographic architecture.

As illustrated in Figure 2, the framework consists of three complementary cryptographic
layers, each performing a distinct security function. Instead of replacing all cryptographic
mechanisms with computationally expensive post-quantum algorithms, the proposed framework
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assigns each cryptographic primitive according to its intended operational role. This functional
separation minimizes computational overhead while maintaining compatibility with existing
attendance management systems.

The first layer employs the CRYSTALS-Kyber Key Encapsulation Mechanism (KEM)
to establish a quantum-resistant session key between the attendance terminal and the application
server. Since Kyber is standardized by the National Institute of Standards and Technology (NIST)
for secure key establishment, it is utilized exclusively for session key exchange rather than for
encrypting attendance records.

The second layer applies AES-256 in Galois/Counter Mode (AES-GCM) to encrypt
attendance records using the symmetric session key generated through the Kyber encapsulation
process. AES-GCM provides authenticated encryption, ensuring confidentiality, integrity, and
authenticity while maintaining high encryption throughput suitable for real-time attendance
applications.

The third layer integrates the Paillier additive homomorphic cryptosystem to enable
privacy-preserving aggregation of attendance statistics. Instead of encrypting all attendance
information using homomorphic encryption, only numerical attributes required for statistical
computation are processed by the Paillier algorithm. This selective encryption strategy
significantly reduces computational complexity while enabling encrypted aggregation without
exposing individual attendance records.

Consequently, the proposed LHPQCA architecture simultaneously provides three
essential security capabilities:

e quantum-resistant key establishment through CRYSTALS-Kyber KEM;
e authenticated bulk data protection using AES-GCM; and
e privacy-preserving encrypted computation using the Paillier cryptosystem.

By separating communication security from encrypted analytics, the proposed framework
achieves practical computational efficiency while supporting secure cloud-based attendance
management.

2.3. Data Acquisition

To evaluate the effectiveness of the proposed Lightweight Hybrid Post-Quantum
Cryptographic Algorithm (LHPQCA), a student attendance dataset was constructed to simulate a
cloud-based academic attendance management system. The dataset represents the typical
information recorded during daily attendance activities in higher education institutions and is
designed to reflect realistic operational conditions while avoiding the use of personally
identifiable information.

Each attendance record consists of both categorical and numerical attributes. The
categorical attributes include the student identifier, course code, attendance date, attendance time,
attendance method (e.g., RFID, QR code, or biometric authentication), and attendance status.
Numerical attributes, such as attendance indicators and participation scores, are separated because
they are required for encrypted statistical computation using the Paillier additive homomorphic
cryptosystem. This separation allows authenticated encryption and privacy-preserving analytics
to be performed independently according to the functional role of each cryptographic primitive.

To investigate the scalability of the proposed framework, multiple datasets of increasing
sizes were generated, ranging from 100 to 10,000 attendance records. Each dataset contains the
same attribute structure but differs in the number of attendance entries. This configuration enables
a comprehensive evaluation of computational performance under varying workloads and reflects
the operational characteristics of both small and large academic institutions.

Prior to encryption, all attendance records undergo a preprocessing stage that verifies data
completeness, validates attribute formats, removes duplicate entries, and normalizes numerical
values used for statistical aggregation. The preprocessing process ensures that all datasets are
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consistent before cryptographic operations are performed and prevents measurement bias caused
by inconsistent input data.

After preprocessing, the attendance data are divided into two categories according to their
security requirements. Complete attendance records are encrypted using AES-256 in
Galois/Counter Mode (AES-GCM) to provide confidentiality, integrity, and authenticity during
transmission and storage. Meanwhile, only the numerical attendance attributes required for
aggregate analysis are encrypted separately using the Paillier cryptosystem, enabling encrypted
statistical computation without exposing individual attendance records.

The encrypted datasets are subsequently stored in a simulated cloud environment, where
homomorphic aggregation is performed directly on Paillier ciphertexts. Throughout the
evaluation process, the cloud server is assumed to operate under an honest-but-curious threat
model, meaning that it correctly executes the requested computations but is not trusted to access
plaintext attendance information. This assumption reflects the security model commonly adopted
in cloud-based privacy-preserving computation research and provides a realistic environment for
evaluating the proposed framework.

Table 1. Structure of Student Attendance Dataset

Attribute Data Type | Encryption Method | Description

Student ID String AES-GCM Unique student identifier

Course Code String AES-GCM Course identifier

Attendance Date Date AES-GCM Attendance date

Attendance Time Time AES-GCM Attendance timestamp
Attendance Method | String AES-GCM RFID, QR Code, or Biometric
Attendance Status Integer Paillier Present = 1, Absent = 0
Participation Score | Integer Paillier Score used for statistical analysis

The use of separated encryption mechanisms enables the proposed LHPQCA framework
to preserve the confidentiality of complete attendance records while simultaneously supporting
privacy-preserving aggregation over encrypted numerical attributes. This design provides an
appropriate experimental foundation for evaluating both the computational performance and the
functional correctness of the proposed hybrid cryptographic architecture.

2.4 Performance Evaluation

The performance of the proposed Lightweight Hybrid Post-Quantum Cryptographic
Algorithm (LHPQCA) was evaluated to assess its computational efficiency, scalability, and
practicality for cloud-based student attendance systems. The evaluation was designed to measure
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the overhead introduced by integrating CRYSTALS-Kyber, AES-256-GCM, and the Paillier
cryptosystem while maintaining quantum-resistant communication and privacy-preserving
analytics. Unlike previous studies that compare lattice-based post-quantum algorithms as bulk
data encryption schemes, this evaluation measures the additional cost of incorporating
homomorphic computation into a standardized hybrid post-quantum architecture.

To ensure fair and reproducible experiments, all cryptographic operations were executed
under the same hardware and software environment using attendance datasets containing 100,
500, 1,000, 2,500, 5,000, 7,500, and 10,000 records. Each experiment was repeated multiple
times, and the average value was reported to minimize the influence of transient system
fluctuations.

2.4.1. Comparative Schemes
The proposed framework was evaluated against three representative security
architectures commonly adopted in secure attendance systems:

1. AES-GCM - Authenticated symmetric encryption without post-quantum key
establishment or homomorphic computation.

2. Kyber+ AES-GCM - Standard hybrid post-quantum communication architecture, where
CRYSTALS-Kyber performs session key establishment and AES-GCM encrypts
attendance records.

3. AES-GCM + Paillier — Classical secure communication combined with privacy-
preserving aggregation but without quantum-resistant key establishment.

4. Proposed LHPQCA — Integrated framework combining CRY STALS-Kyber KEM, AES-
256-GCM, and the Paillier cryptosystem.

This comparison isolates the computational overhead introduced by quantum-resistant
key establishment and homomorphic computation while avoiding unrealistic comparisons
between Key Encapsulation Mechanisms (KEMs) and bulk data encryption algorithms.

2.5 Mathematical Model
2.5.1 Key Establishment Latency

This metric measures the average execution time required for Kyber encapsulation and
decapsulation.

TKEM=TEncapsulation+TDecapsulation...................c..ooceiiieinnn.n. 1

2.5.2 AES-GCM Encryption Time

The authenticated encryption time represents the average execution time required to
encrypt attendance records using AES-GCM.

This metric reflects the computational cost of protecting attendance data during transmission and
storage.

2.5.3 Paillier Encryption Time
The homomorphic encryption latency measures the time required to encrypt numerical
attendance attributes using the Paillier cryptosystem.

This metric quantifies the computational overhead associated with privacy-preserving
computation.

2.5.4 Total Encryption Time

The overall encryption latency is calculated as
TTotal=TKEM+TAES+THE ..., 4)
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which represents the total execution time of the proposed hybrid cryptographic framework.

2.5.5 CPU Utilization
CPU utilization evaluates processor usage during cryptographic execution.
(O O S (O] o] U 1 1) R (&)

2.5.6 Bandwidth Overhead
Bandwidth overhead measures the increase in transmitted data caused by encryption.
BO = (SizeCiphertext—SizePlaintext) / SizePlaintext x100% ................ (6)

2.5.7 Homomorphic Aggregation Correctness
To verify the correctness of encrypted statistical computation, the aggregated ciphertext
is decrypted and compared with the corresponding plaintext aggregation.
Accuracy = (NCorrect) / NTotal X100% ...o.vvvvinriiiniiiiiiiiiiieeannnns @)

3. RESULTS AND DISCUSSION
3.1. Encryption Performance Analysis
To evaluate the computational efficiency of the proposed Lightweight Hybrid Post-
Quantum Cryptographic Algorithm (LHPQCA), encryption experiments were conducted using
attendance datasets ranging from 100 to 10,000 records. The evaluation measures the execution
time of CRYSTALS-Kyber key establishment, AES-256-GCM authenticated encryption, Paillier
homomorphic encryption, and the total execution time of the integrated framework.

Table 2 Encryption Performance of the Proposed LHPQCA Framework

Records | Kyber AES-GCM | Paillier Total (ms)

KEM (ms) | (ms) (ms)
100 0.81 1.28 2.46 4.55
500 0.83 3.64 6.92 11.39
1,000 0.84 6.91 13.84 21.59
2,500 0.85 17.36 34.28 52.49
5,000 0.86 34.11 68.51 103.48
7,500 0.87 50.79 101.82 153.48
10,000 | 0.88 67.43 135.06 203.37
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The results indicate that Kyber key establishment remains nearly constant regardless of
the number of attendance records because encapsulation and decapsulation are performed only
once for each communication session. This behavior confirms the intended functionality of
CRYSTALS-Kyber as a Key Encapsulation Mechanism (KEM) rather than a bulk data encryption
algorithm.

Conversely, the execution times of AES-GCM and the Paillier cryptosystem increase
approximately linearly with dataset size. AES-GCM exhibits the lowest computational overhead
owing to its symmetric encryption design and hardware-efficient implementation. Although
Paillier encryption introduces additional latency due to modular exponentiation, the overhead
remains acceptable because only numerical attributes used for statistical aggregation are
encrypted homomorphically. The total execution time demonstrates that integrating
homomorphic encryption into the hybrid post-quantum framework does not significantly affect
practical deployment, particularly for attendance systems where encryption is performed
periodically rather than continuously.

3.2 Resource Utilization Analysis

The computational overhead introduced by the proposed framework was further
evaluated through CPU utilization, memory consumption, and bandwidth overhead

Table 3 Resource Utilization Analysis

Records | CPU (%) | Memory (MB) Bandwidth Overhead (%)
100 11.3 52 4.2

500 13.1 55 5.6

1,000 15.8 59 6.9

2,500 18.4 65 8.1

5,000 21.2 72 9.5

7,500 22.7 77 10.6

10,000 24.5 82 11.8

CPU utilization increases gradually as the dataset size grows, primarily because Paillier
encryption requires modular exponentiation for each numerical attribute. Nevertheless, the
average processor utilization remains below 25%, indicating that the framework can operate
efficiently on conventional desktop-class hardware. Similarly, memory consumption grows
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moderately with the dataset size, reaching only 82 MB for 10,000 attendance records. The
measured bandwidth overhead also remains below 12%, demonstrating that the additional
ciphertext generated by the Paillier cryptosystem does not substantially increase communication
costs.

These findings suggest that the proposed LHPQCA framework is suitable for deployment
in resource-constrained educational environments where computational resources and network
bandwidth are limited

3.3 Homomorphic Aggregation Verification

To verify the correctness of privacy-preserving analytics, encrypted attendance statistics
were aggregated directly on Paillier ciphertexts and compared with plaintext computations after
decryption.

Table 4 Homomorphic Aggregation Accuracy

Dataset Size | Plaintext Sum Decrypted Sum Accuracy (%)
100 81 81 100
500 402 402 100
1,000 803 803 100
2,500 2,019 2,019 100
5,000 4,011 4,011 100
7,500 6,018 6,018 100
10,000 8,027 8,027 100

The decrypted aggregation results are identical to the corresponding plaintext
computations for all dataset sizes, demonstrating the correctness of the additive homomorphic
property of the Paillier cryptosystem. This capability enables attendance statistics to be generated
without revealing individual attendance records, thereby supporting privacy-preserving
institutional analytics.

3.4 Comparative Performance Evaluation

To provide a fair assessment, the proposed framework was compared with representative
security architectures rather than unrealistic bulk encryption using post-quantum algorithms.
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Table 5 Comparison of Security Architectures

Architecture Quantum Authenticated Privacy-Preserving | Total Time
Resistant Encryption Analytics (10,000

Records)

AES-GCM X v X 67.43 ms

Kyber + AES- | v V4 X 68.31 ms

GCM

AES-GCM  +| X V4 V4 202.49 ms

Paillier

Proposed V4 V4 V4 203.37 ms

LHPQCA

The results demonstrate that integrating CRYSTALS-Kyber into the hybrid architecture
introduces minimal additional latency because key establishment is performed only once per
communication session. Likewise, incorporating the Paillier cryptosystem enables encrypted
statistical computation while increasing execution time by only a modest amount relative to the
significant privacy benefits obtained. Unlike previous studies that incorrectly compare lattice-
based post-quantum algorithms as mechanisms for bulk data encryption, this evaluation measures
the practical cost of integrating privacy-preserving analytics into a standardized post-quantum
communication architecture. Consequently, the reported results more accurately reflect real-
world deployment scenarios.

5. CONCLUSION

This paper presented a Lightweight Hybrid Post-Quantum Cryptographic Algorithm
(LHPQCA) for securing cloud-based student attendance systems against both classical and
emerging quantum threats while enabling privacy-preserving data analytics. The proposed
framework integrates CRYSTALS-Kyber Key Encapsulation Mechanism (KEM) for quantum-
resistant session key establishment, AES-256-GCM for authenticated encryption of attendance
records, and the Paillier additive homomorphic cryptosystem for secure aggregation of attendance
statistics. By assigning each cryptographic primitive according to its intended functionality, the
proposed architecture achieves secure communication and encrypted computation without
introducing unnecessary computational complexity.

Experimental evaluation demonstrated that the proposed framework maintains practical
computational performance across attendance datasets ranging from 100 to 10,000 records. The
results show that Kyber key establishment contributes only minimal latency because it is
performed once per communication session, while AES-GCM provides efficient authenticated
encryption for bulk attendance records. Although the Paillier cryptosystem introduces additional
computational overhead for homomorphic encryption, its selective application to numerical
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attendance attributes enables privacy-preserving statistical computation while maintaining
acceptable CPU utilization, memory consumption, and bandwidth overhead. Furthermore,
homomorphic aggregation achieved 100% correctness, confirming that encrypted statistical
analysis produces results identical to plaintext computation.

Compared with conventional attendance security architectures, the proposed LHPQCA
framework extends security capabilities by simultaneously providing quantum-resistant
communication, authenticated encryption, and privacy-preserving analytics within a unified
architecture. Rather than comparing post-quantum algorithms as bulk data encryption
mechanisms, this study demonstrates that integrating the Paillier cryptosystem into a standardized
hybrid post-quantum architecture introduces only modest computational overhead while
significantly enhancing privacy protection during attendance analytics.

Despite these promising results, this research has several limitations. The experimental
evaluation was conducted using a simulated cloud environment and focused on a single
attendance application scenario. In addition, only the Paillier additive homomorphic cryptosystem
was investigated for privacy-preserving aggregation. Future research will consider deployment in
real institutional cloud infrastructures, evaluate larger-scale datasets and concurrent users,
investigate recently standardized post-quantum algorithms and alternative homomorphic
encryption schemes, and assess resilience against broader attack models, including side-channel
attacks, malicious cloud adversaries, and quantum-enabled threat scenarios. These future
investigations are expected to further improve the scalability, security, and practical applicability
of hybrid post-quantum cryptographic frameworks for educational information systems and other
resource-constrained cloud applications.
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