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Abstract: Fake news undermines information integrity, and the proliferation of large language models 

(LLMs) has intensified both its generation and its detection. Prior surveys catalogue methods but rarely 

verify the performance figures they synthesize, restrict comparison to same-benchmark settings, or 

assess risk of bias, so reported accuracies are often over-read. This verifiability-focused review analyzes 

an enumerated, non-exhaustive corpus of 45 content- and context-based detection studies (2018-2025; 

42 quantitative-core) in which each reported headline metric is traced to its primary source and 

confirmed against it wherever the source is accessible (36 of 45; the nine paywalled studies are flagged 

as reported-but-unconfirmed), and released with the corpus. Studies are grouped into five method 

families, Transformer/PLM (31.0%), multimodal (26.2%), LLM-based (21.4%), graph/propagation 

(16.7%), and traditional machine learning (4.8%), and interpreted through a four-axis framework of 

evidence source, detection time, data dependence, and deployment objective. Without metric 

conversion or pooling, reported accuracies are strongly heterogeneous and not comparable across 

families (Transformer 74.8-99.36%, multimodal 82.4-99.97%, graph 84.4-94.36% or 0.75-0.93 AUC, 

LLM-based 48.6-89.0%); within Weibo, seven multimodal models span 82.4-91.8%, and GPT-4 attains 

68.2% (not the ~95% often cited) on LIAR-binary. Three findings follow. First, reported performance 

appears shaped as much by data and evaluation design as by architecture, so architecture-only 

interpretations can be misleading; near-perfect results may reflect dataset-specific separability, leakage, 

or favorable evaluation designs rather than superior transferable capability. Second, the field has 

evolved cumulatively from static content cues toward multi-source evidence integration and reasoning, 

so the families are complementary evidence sources rather than exclusive choices. Third, no family is 

optimal across scenarios, and a central open problem is sustaining reliability under drift, new languages, 

attacks, and AI-generated content. We derive a dependency-ordered research agenda and, from a 

Vietnamese case study, transferable design principles for low-resource languages. 

Keywords: Fake news detection; Graph neural networks; Large language models; Misinformation; 

Multimodal learning; Risk of bias; Structured review; Transformer. 

 

1. Introduction 

In the digital age, fake news has become one of the most serious challenges to 
information integrity and social trust. The widespread adoption of social media has 
dramatically accelerated the dissemination of false information at an unprecedented scale. 
According to the Global Risks Report 2024, misinformation and disinformation rank among 
the most severe short-term global risks, particularly as large language models (LLMs) 
increasingly facilitate the automated generation of deceptive content [1]. The societal 
consequences are far-reaching. During the COVID-19 pandemic, health-related 
misinformation caused measurable public-health harm, while in the political domain fake 
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news has been weaponized to interfere in electoral processes. A landmark study by Vosoughi 
et al. [2] demonstrated that false news is retweeted roughly 70% more frequently than true 
news and reaches people about six times faster, underscoring the urgency of automated 
detection. 

Fake news is defined as information intentionally created with false or misleading 
content and disseminated in the form of news, but not adhering to professional journalistic 
standards [3]. Research on automated detection has evolved rapidly: from hand-crafted 
linguistic features and classical machine learning [4], [5], to deep neural networks, and since 
2018-2019 to pre-trained Transformer language models such as BERT [6] and RoBERTa [7]. 
In parallel, two complementary directions matured, multimodal methods that jointly analyze 
text and images [8]–[10] and context-based methods that model how news propagates 
through social graphs [11], [12]. Most recently, generative LLMs have emerged in a dual role, 
acting simultaneously as detectors and as prolific generators of fluent misinformation [13]–
[15]. 

Reported accuracies are high but are obtained on heterogeneous datasets, tasks, and 
metrics, which makes direct comparison across studies difficult. Reported values also vary 
with the evaluation setting: on the LIAR benchmark, LLM-based results in a zero-shot setting 
fall well below the values reported by fine-tuned models on easier corpora (see Section 4.2.4 
for the exact figure). This motivates a synthesis that records each reported metric from its 
primary source and compares methods only under within-benchmark (same-dataset, same-
task) conditions. 

This review focuses on methods that analyze the content of news items (text and images) 
and the context of their diffusion (news-propagation structure and social-graph signals). We 
adopt this content-and-context scope because the field has converged on hybrid models that 
combine both dimensions. We exclude methods that rely solely on non-textual signal 
processing or on unlearned, heuristic account-metadata filters (full inclusion/exclusion 
criteria in Section 3.2). The temporal emphasis is 2021-2025, with a small number of seminal 
2018-2020 works retained for architectural lineage. 

Rather than only cataloguing methods, this review asks what explains their differences 
and how the field is evolving. Six research questions guide the study. RQ1: What are the main 
content- and context-based detection methods in 2021-2025? RQ2: Which data, task, and 
evaluation-design factors explain the differences in reported performance? RQ3: How do the 
method families trade off in-domain performance, out-of-domain generalization, 
explainability, data needs, and computational cost? RQ4: How has the field evolved from 
static content analysis toward multi-source evidence integration and reasoning? RQ5: How 
are the open challenges related through shared causes, and which research directions should 
be prioritized? RQ6: Which lessons from the Vietnamese low-resource case transfer to other 
low-resource languages? The contributions fall into two groups. The first is methodological, 
concerning how the evidence is assembled and read: 

• An enumerated, source-verified evidence base of 45 studies (42 quantitative-core) in 
which each reported headline metric is traced to its primary source and confirmed 
wherever accessible (verification protocol and counts in Section 3.2), released as 
machine-readable supplementary material. 

• A conservative comparison protocol that avoids metric conversion and cross-study 
pooling and confines direct comparison to within-benchmark (same-dataset, same-task) 
settings, which revises several performance figures repeated in secondary sources. 

• A qualitative appraisal of potential sources of bias in the reported results, connecting 
near-perfect accuracies to data-design and evaluation weaknesses rather than to model 
quality. 
 

The second group is conceptual, concerning what the synthesis reveals about the field: 

• A multi-axis analytical framework (evidence source, detection time, data dependence, 
deployment objective) that positions the five method families across dimensions rather 
than on a single taxonomy, and explains why their performance differs. 

• A trade-off map across in-domain performance, generalization, explainability, data 
needs, cost, and early detection, turned into concrete method-selection guidance. 

• A five-stage account of the field's evolution, from feature-centric detection to robust 
adaptive detection, and a dependency-ordered research agenda derived from it. 
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• A set of transferable design principles, abstracted from the Vietnamese case, for fake 
news detection in other low-resource languages. 
 

The remainder of this paper is organized as follows. Section 2 presents background and 
related surveys. Section 3 describes the methodology, including the search and screening 
criteria, classification rule, and synthesis approach. Section 4 presents the results: study 
characteristics, the method families, benchmark datasets, Vietnamese research, and trends 
and challenges. Section 5 provides a comparative analysis under within-benchmark 

conditions. Section 6 concludes with findings, recommendations, and limitations. 

2. Background and Related Work 

2.1. Review Design and Reporting 

This paper is a verifiability-focused review rather than an exhaustive systematic literature 
review. It follows the reporting principles of the PRISMA statement and its 2020 update [16], 
[17] for transparency and the planning, conducting, and reporting structure of Kitchenham 
[18], but it does not claim to enumerate the entire literature. Instead, it prioritizes a source-
verified evidence base in which each included study's reported metric is confirmed against the 
primary source (Section 3.2). The quantitative component is a descriptive synthesis and not a 
statistical meta-analysis; the distinction and its rationale are detailed in Section 3.5. Section 6.4 
states the resulting limitations, chiefly that the corpus is enumerated rather than exhaustive 
and that per-database result counts and a two-reviewer screening log are therefore not 
reported. 

2.2. Conceptual Framework: Content and Context Dimensions 

Throughout, we use the following working distinctions. Misinformation is false or 
misleading content regardless of intent; disinformation is the subset spread with intent to 
deceive; and fake news denotes fabricated or manipulated news-style content and serves as 
the umbrella term for the detection task reviewed here. Rumor detection targets unverified 
claims propagating on social platforms and is often framed around propagation structure, 
while fact (or claim) verification assesses a specific claim against evidence or a knowledge 
base. These tasks overlap in data and methods but differ in their unit of analysis (article, post, 
or claim) and in label semantics; a study is included when its detection target falls within this 
content- and context-based scope, and its specific task is recorded per study. 

Fake news detection methods can be classified along four analytical dimensions [4], [5]. 
By feature source, content-based methods analyze textual and visual content, context-based 
methods model propagation and social signals, and hybrid approaches combine both. By 
model architecture, the field spans traditional machine learning (SVM, Random Forest), deep 
learning (CNN, RNN, LSTM), Transformer models (BERT [6], RoBERTa [7]), graph neural 
networks (GCN, GAT), and large language models. By modality, methods are unimodal (text-
only or image-only) or multimodal. By learning paradigm, they are supervised, semi-
supervised, unsupervised, or few-/zero-shot. 

A central methodological observation follows: these dimensions are not mutually 
exclusive. A multimodal detector built on a BERT text encoder is simultaneously 
Transformer-based and multimodal; an LLM-based detector is, by construction, 
Transformer-based; and a graph-based model whose nodes carry textual features combines 
content and context. Any single-axis tabulation must therefore adopt an explicit assignment 
rule and disclose the overlap it conceals (Sections 3.5 and 4.2.6). 

2.3. Challenges in Fake News Detection 

The field faces four interlocking challenge classes. (1) Data: scarcity of high-quality 
labeled data, class imbalance, collection difficulties under platform privacy policies, and 
annotation bias. (2) Content: increasingly sophisticated, multi-topic, multilingual, temporally 
drifting, and increasingly multimodal fake news. (3) Model: difficulty of interpreting deep-
learning decisions, overfitting, poor generalization, and high computational cost. (4) Context: 
the need to model social diffusion, the role of users, and cultural and linguistic differences. 
These challenges motivate both the content and the context dimensions of our scope. 
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2.4. Related Surveys and the Position of This Review 

Several surveys have mapped parts of this landscape. Zhou and Zafarani [3] provide a 
foundational account of theories and detection methods; Gong et al. [19] survey graph-based 
neural approaches; and Comito et al. [20] review deep-learning techniques for multimodal 
detection. These works are valuable but each concentrate on a single dimension and largely 
predates the consolidation of LLMs as both detectors and generators. The present review 
spans content and context within one protocol, records each reported metric from its primary 
source, and incorporates the 2023-2025 LLM literature together with a Vietnamese low-
resource case study. 

To make this positioning concrete, Table 1 compares the present review with nine prior 
surveys across the sub-areas of the field. Earlier surveys are strong on scope: they map 
content-based methods [3], [4], [21] graph and social context [3], [4], [19], [21] multimodality 
[20], [22], explainability [23], and, most recently, LLMs and AI-generated misinformation [24], 
[25]. Among the surveys examined in Table 1, none was found to jointly provide the 
methodological elements of this review. No prior survey verifies each reported metric against 
its primary source, confines quantitative comparison to within-benchmark (same-dataset, 
same-task) settings, or reports a risk-of-bias appraisal of the results it synthesizes; and only 
one addresses low-resource languages [25]. Those three empty columns in Table 1 are the gap 
the present review fills. The comparison was coded by the authors from each survey's abstract, 
scope statements, and section structure: a property is marked as provided only when a survey 
explicitly addresses it, and ambiguous cases are treated conservatively as not provided. The 
nine surveys were selected to span the sub-areas of the field (general, multimodal, graph, 
explainable, LLM, and low-resource), and the coding is our reading of those sources rather 
than a claim about every survey in existence. 

Table 1. Comparison with prior fake-news-detection surveys.  

Survey Period Coverage 
Low- 

resource 

Source-  

metric   

verification 

Matched-

setting  

comparison 

Risk-of-

bias 

Shu et al. [4] to 2017 C, G — — — — 

Zhou & Zafarani [3] to 2019 C, G — — — — 

Guo et al. [21] to 2020 C, M, G — — — — 

Alam et al. [22] to 2021 C, M, G — — — — 

Athira et al. [23] to 2022 C — — — — 

Comito et al. [20] to 2022 C, M — — — — 

Gong et al. [19] to 2023 C, G — — — — 

Chen & Shu [24] to 2024 C, L — — — — 

Wang et al. [25] to 2024 C, M, L ✓ — — ✓ 

This review 2018-2025 C, M, G, L ✓ ✓ ✓ ✓ 

Coverage lists the areas each survey addresses among content (C), multimodal (M), graph/context (G), 
and LLM (L). A check mark means the property is provided; a dash means it is not 

 
Source-metric verification: each reported metric checked against its primary source. 

Within-benchmark comparison: quantitative comparison confined to a common (dataset, 
task) setting; a shared dataset name and task do not guarantee identical samples, splits, or 
protocols. Risk-of-bias: an appraisal of the synthesized results. Merely adding the 2023-2025 
LLM literature to an existing taxonomy would not change how the evidence is read. The 
verifiability-focused stance does: once every number is tied to its source and comparison is 
restricted to within-benchmark settings, several widely repeated figures no longer support a 
ranking of families (Section 5), and the field's progress is better described as a change in the 
kind of evidence used than as a race for higher accuracy (Section 4.5). This reinterpretation, 
not the additional references, is the review's contribution to how the area is understood. 

2.5. A Multi-Axis Analytical Framework 

The five method families used for tabulation (Section 3.4) are convenient but 
conceptually uneven: Transformer/PLM and Traditional ML name an architecture, 
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Multimodal names a data type, Graph names a context representation, and LLM names both 
an architecture and a mode of use. A single-axis grouping therefore counts the literature well 
but explains it poorly. To interpret why methods differ and how the field is evolving, we 
organize the analysis along four complementary, though operationally interacting, dimensions 
(Figure 1). 

• Evidence source: the kind of signal a method relies on, from intrinsic text and style, 
through cross-modal (text-image) consistency and social-context/propagation signals, to 
external knowledge or retrieval and, most recently, generated reasoning from LLMs. 

• Detection time: when a decision is made, from pre-propagation (content only), through 
early propagation, to full propagation history. 

• Data dependence: how the method obtains supervision, from supervised in-domain 
training, through transfer learning and few-/zero-shot use, to retrieval- or knowledge-
grounded inference. 

• Deployment objective: the property being optimized, among accuracy, generalization, 
explainability, early detection, computational efficiency, and adversarial robustness. 
 

The five families map across these axes rather than onto any one of them. A multimodal 
detector adds cross-modal evidence but is otherwise a supervised in-domain content model; 
a graph model adds social-context evidence and shifts detection time later; an LLM method 
draws on generated-reasoning evidence and low data dependence but variable accuracy. Read 
this way, the field's trajectory (Section 4.5) is a movement toward richer evidence sources, 
later and more adaptive reasoning, and lower dependence on in-domain labels, rather than a 
succession of superior architectures. 

 

Figure 1. The four analytical dimensions and their ordered categories. The evidence axis is ordered 
by richness, not trustworthiness; Table 2 positions the five method families across the dimensions 

Table 2. Positioning of the method families across the four framework dimensions (a '+' denotes an added evidence source relative to 
intrinsic content) 

Family Evidence source Detection time Data dependence Deployment focus 

Transformer/PLM Intrinsic text Pre-propagation Supervised / transfer Accuracy 

Multimodal + Cross-modal Pre-propagation Supervised in-domain Accuracy 

Graph/context + Social context Early-to-full propagation Supervised in-domain Context, propagation monitoring 

LLM-based + Generated reasoning Pre-propagation Few-/zero-shot, retrieval Generalization, explanation 

Traditional ML Intrinsic features Pre-propagation Supervised in-domain Efficiency, explainability 

Positions are the families' typical operating regions, not exclusive assignments; individual studies may combine dimensions (Section 
4.2.6). 

The evidence sources differ in reliability, and the axis orders them by richness, not by 
trustworthiness. Intrinsic, cross-modal, and social-context signals are observed from the item 
and its diffusion; external evidence is retrieved and may be outdated; and LLM-generated 
reasoning is model-produced and, unless grounded in verified sources, may be unfaithful or 
hallucinated. It is therefore useful to distinguish external factual evidence (retrieved 
documents, knowledge graphs, fact-checks), model-generated reasoning (an intermediate 
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rationale), and verified evidence-grounded reasoning (rationale tied to checkable sources), and 
to treat the last as the goal rather than the current norm. Table 2 positions the five families 
across the four dimensions; the framework structures the per-family analysis (Section 4.2), 
the trade-off summary (Section 4.2.7), and the research agenda (Section 6.3). 

3. Research Methodology 

3.1. Search Strategy 

Relevant studies were identified in July-August 2026 using a two-pronged strategy. First, 
the titles, abstracts, and author keywords of records in the major academic databases and 
indexes for the field-IEEE Xplore, the ACM Digital Library, ScienceDirect, SpringerLink, 
arXiv, and Google Scholar-were searched with the concept query given below. Second, 
backward and forward snowballing was performed on the reference lists and citing papers of 
three recent surveys used as anchors [3], [19], [20], to recover method-family studies that 
keyword search alone can miss. Two publication windows were applied: a primary window 
of 2021-2025, which covers the Transformer-, multimodal-, graph-, and LLM-based methods 
that are the focus of this review, and a small set of seminal 2018-2020 works retained to 
establish architectural lineage. The concept query combined a topic block, a task block, and a 
method block: 

("fake news" OR "misinformation" OR "disinformation" OR "rumor detection" OR 
"rumour detection" OR "fact verification") AND ("detection" OR "classification" OR 

"identification" OR "verification") AND ("deep learning" OR "Transformer" OR "BERT" 
OR "pre-trained language model" OR "graph neural network" OR "propagation" OR 

"multimodal" OR "large language model" OR "LLM"). 
Rumour- and rumor-detection terms are included deliberately, because several graph- 

and propagation-based studies in the corpus are framed as rumour detection rather than as 
fake-news detection, and would otherwise be missed. 

Because identification deliberately combined database keyword searching with citation 
snowballing, a single per-database hit count would misrepresent how studies were actually 
located; we therefore report a transparent selection flow over the pooled candidate set (Figure 
2) instead of a per-database PRISMA funnel. To make the process fully inspectable and 
reproducible, the complete enumerated set of screened candidates and included studies is 
released as supplementary material (corpus.csv). This is a structured, verifiability-focused 
review rather than a database-exhaustive systematic review; the resulting scoping limitations 
are stated in Section 6.4. 

The 51 candidates therefore constitute a purposive sample rather than the output of an 
exhaustive harvest: they were assembled from the reference lists of the three anchor surveys, 
direct browsing of the leading venues within the review's scope, and backward and forward 
snowballing from studies already included. Accordingly, the family, country, and annual 
distributions reported in Section 4 characterize this corpus and should not be read as estimates 
of the wider field. 

3.2. Inclusion and Exclusion Criteria 

Screening was conducted in two stages. In the first (title-abstract) stage, records were 
screened against the topic, method, and evaluation criteria below. In the second (full-text) 
stage, the surviving records were read in full to confirm that the reported headline metric 
could be traced to an accessible primary source; records failing this verifiability check were 
excluded at this stage. A study was included only if it satisfied all four inclusion criteria: 

• I1 - Topic: it addresses content- and/or context-based detection of fake news, 
misinformation, disinformation, or rumours. 

• I2 - Method: it proposes or evaluates a machine-learning or deep-learning detection 
method. 

• I3 - Evaluation: it reports an empirical evaluation on real-world data, with at least one 
quantitative headline metric (Accuracy, F1, macro-F1, or AUC) on a named dataset. 

• I4 - Verifiability: the reported headline metric is confirmable against an accessible 
primary source-a peer-reviewed article, or, for well-cited preprints with complete 
evaluations, the arXiv record (flagged as a preprint). 
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• A study was excluded if any of the following applied: 

• E1 - it concerns video or audio signal processing only, or image forensics without a 
misinformation-detection task. 

• E2 - it relies on purely heuristic account- or metadata-based filters with no learned 
model. 

• E3 - it reports no empirical evaluation or no quantitative detection metric (for example, 
a qualitative analysis only). 

• E4 - its headline metric or citation could not be verified against an accessible source. 
 

Applying these criteria, and after re-examining the initially unverifiable candidates 
(below), 51 screened candidates yield 45 included studies; the 6 exclusions are itemized below 
for transparency. Of the 45 included studies, 42 are classification studies that form the core 
quantitative set, and 3 are dataset or robustness papers retained as contextual references. 
Figure 2 shows the selection flow. 

Records were deduplicated by DOI, arXiv identifier, and normalized title; where a 
preprint and a peer-reviewed version of the same work coexisted, the peer-reviewed version 
was retained. Screening and full-text verification were carried out by the authors, and 
borderline inclusion or verifiability decisions were resolved by discussion. The seven 
candidates subject to full-text verifiability review, with the reason each was retained or 
excluded, are listed below and are also released as excluded.csv in the supplementary material. 

 

Figure 2. Review protocol: identification, title-abstract screening, full-text verifiability check, 
extraction, classification, and synthesis. Counts characterize this corpus; the full study list and the 

excluded studies (excluded.csv) are provided as supplementary material. 

The corpus is enumerated rather than drawn from an exhaustive database funnel, and 
every included study is listed with its reported metric. The full list, with authors, year, venue, 
method family, modality, dataset, task, reported metric, and source, is provided as 
supplementary material (corpus.csv). The consequences of this scoping choice are discussed 
in Section 6.4. 

At initial screening, seven candidates could not be verified and were set aside. On re-
examination for this revision, one of them, Yang et al. [26] (SureFact, KDD 2022), was 
obtained in full from the camera-ready version and its headline confirmed (PolitiFact accuracy 
94.36%); it is now included as a core study. The remaining six are excluded on the following 
grounds. For three genuine, in-scope papers the authors' headline metric could not be 
obtained from any accessible source, because the abstract reports no figure, the full text is 
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gated, and third-party tabulations are re-implementations that disagree (for example, one re-
implementation lists AMFB at 0.75 accuracy, which is unsafe to record as the authors' figure): 
Kumari and Ekbal [27]; Xie et al. [28]; and Yuan et al. [29]. One purported graph-and-
Transformer paper could not be identified because its citation locator resolves to a different 
article; one (Kula et al.) could not be uniquely identified among several same-author 
candidates; and one (Pavlyshenko) reports only qualitative analysis with no detection metric. 
The three genuine but currently unverifiable papers ([27]–[29]) are retained as cited related 
work but not used as quantitative data points. The full excluded list with reasons is released 
as excluded.csv. 

3.3. Data Extraction 

From each study we extracted: (1) bibliographic information (authors, year, venue, venue 
type, peer-reviewed vs preprint, first-author country); (2) method type, model architecture, 
and modality; (3) primary dataset, task (binary vs multi-class), and whether social 
context/propagation is used; (4) the reported headline metric with its exact name (Accuracy, 
F1, macro-F1, or AUC) and value, recorded as reported with no conversion; and (5) stated 
challenges and future directions. Each metric was recorded from its primary source. 

When a study reported results for several datasets, metrics, model variants, or evaluation 
settings, a single headline figure was extracted using a predefined hierarchy, applied in order, 
to avoid best-of-the-paper selection: 

• H1 - Model: take the figure for the authors' primary proposed model as identified in the 
abstract or conclusion, not an ablation, a baseline, or an oracle/upper-bound variant. 

• H2 - Dataset: if several datasets are reported, take the one the authors feature in the 
abstract as their headline result; if none is featured, take the most widely used public 
benchmark among them (for example Weibo, LIAR, PolitiFact, ISOT, or Fakeddit) to 
maximize comparability. 

• H3 - Metric: record the metric the authors report as their main result on that dataset, 
exactly as stated and with no conversion; for class-imbalanced multi-class settings, 
macro-F1 is preferred over accuracy when both are reported. 

• H4 - Setting: prefer the standard supervised in-distribution test result over few-shot, 
zero-shot, or cross-domain variants, unless the study is specifically a zero-shot or cross-
domain study, in which case its primary setting is used and flagged as such. 

• H5 - Provenance: record where in the source the figure appears (abstract, results table, 
or leaderboard) and whether it is the best among several reported configurations; this 
flag feeds the result-selection item of the validity appraisal (Section 3.6). 
 

Each study's extracted figure, the dataset and metric it refers to, its selection under this 
hierarchy, and the location of the supporting evidence are recorded per study in the 
supplementary corpus, so that the extraction can be independently audited. 

3.4. Classification Rule 

To produce a single-assignment tabulation despite the overlapping dimensions of 
Section 2.2, each study was classified by its primary methodological contribution, the 
component the authors positioned as their central novelty and around which the evaluation 
was organized, using the following priority order when a study spanned categories: (1) joint 
text-image fusion -> Multimodal; (2) else propagation/social-graph modeling -> 
Graph/propagation-based; (3) else prompting/zero-shot/instruction-tuned use of a large 
generative model -> LLM-based; (4) else pre-trained Transformer/PLM classification -> 
Transformer/PLM; (5) otherwise, classical feature-based models -> Traditional ML. This is 
a reporting convention, not a claim of architectural disjointness; Section 4.2.6 additionally 
reports non-exclusive capability tags, and the full per-study classification is in the 
supplementary corpus. 

3.5. Synthesis Approach 

Data were synthesized qualitatively (taxonomy, trends, challenge-solution mapping) and 
through a descriptive quantitative synthesis (counts, shares, per-year and per-region 
distributions, dataset-usage frequencies, and per-family reported-accuracy ranges). We do 
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NOT perform a statistical meta-analysis and do NOT convert between metrics. A meta-
analysis requires comparable effect sizes with standard errors, a defined pooling model, and 
heterogeneity diagnostics; the primary studies report different metrics on different datasets, 
tasks, and class distributions, and rarely provide the confusion matrices or variance estimates 
such pooling would need. Likewise, Accuracy, F1, and AUC are not interchangeable and 
cannot be derived from one another without the underlying class distribution and prediction 
scores. Family-level performance is therefore reported as descriptive ranges with explicit 
caveats (Section 5), and any direct numerical comparison is confined to a common (dataset, 
task) setting. One study reporting 100% accuracy on a 30-article sample was retained in the 
corpus but excluded from the reported ranges as methodologically unreliable. 

3.6. Quality and Risk-of-Bias Considerations 

Confirming that a reported metric matches its source establishes provenance, not 
internal validity. We therefore appraised the reviewed studies against a qualitative risk-of-bias 
rubric covering the factors that most affect the credibility of fake-news-detection results. We 
report the rubric and a synthesized discussion rather than a per-study score, because many 
studies do not disclose enough detail (splits, seeds, code) to grade every item reliably. The 
rubric covers: 

• Data leakage: whether train and test are properly separated, including near-duplicate 
items or shared events across splits. 

• Split protocol: whether the train/validation/test split and ratio are reported and 
standard. 

• Class balance: whether class imbalance is reported and handled. 

• Sample size: whether the evaluation set is large enough to support the claim. 

• External validation: whether the model is tested on a dataset different from the one it 
was trained on. 

• Baseline fairness: whether baselines are tuned comparably to the proposed model. 

• Statistical treatment: whether variance across runs or any significance test is reported. 

• Result selection: whether the headline number is the best of many configurations. 

• Reproducibility: whether code, weights, and data are publicly available. 
 

Source verification also has limits worth stating precisely. Of the 45 studies, the headline 
metric of 36 was confirmed directly against an accessible primary source; for the remaining 
nine, whose full text sits behind paywalls, the metric is recorded as reported but not 
independently confirmed, and one of these (flagged in the corpus) shows a discrepancy 
between the corpus entry and the source. These nine are retained for coverage but marked in 
corpus.csv, and none is used as the sole basis for a within-benchmark claim. 

Read across the corpus, the appraisal surfaces several concerns. First, the near-perfect 
accuracies (for example 99.97% on TruthSeeker and 99.36% on a single ~20k-article balanced 
sample (the best of several configurations)) are consistent with, but not proof of, explanations 
such as leakage, duplicate contamination, or dataset-specific separability; because we did not 
re-run the original train/test splits, we treat these as possible rather than established 
explanations and read the figures with caution rather than as evidence of superior transferable 
capability. Second, external validation is rare: most studies report in-distribution test accuracy 
on a single dataset, and the few cross-dataset or cross-task results (Section 5) show large 
drops. Third, most studies report a single run without variance or significance testing, so small 
differences between models are not reliably distinguishable. Fourth, headline numbers are 
often the best configuration among several, which inflates apparent performance. Fifth, code 
and data availability are inconsistent, limiting independent reproduction, and the Vietnamese 
studies additionally rely on small, self-collected datasets. These considerations reinforce the 
review's central stance: reported numbers are treated as provenance-checked but not risk-
free, comparison is confined to within-benchmark settings, and no family is ranked by a single 
figure. 

Table 3 summarizes this appraisal: each of the 42 core studies was coded on the nine 
criteria above, and the full per-study codes with their supporting evidence are released as 
risk_of_bias.csv so that the appraisal can be independently checked. The distribution shows 
that missing external validation (high concern in 24 of 42 studies), single-run reporting 
without variance or significance testing (14 of 42), and best-of-many result selection (15 of 
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42) are the most common threats to validity, while reproducibility is comparatively good (21 
of 42 at low concern, reflecting public code or data). 

Table 3. Per-study risk-of-bias appraisal of the 42 core studies: distribution of concern levels across nine criteria. Per-study codes with 
supporting evidence are released as risk_of_bias.csv. 

Criterion 
Concern level - Low / Some / 

High / Unclear (n = 42 core) 
Predominant issue in this corpus 

Data leakage / near-duplicates 9 / 16 / 1 / 16 train/test split usually given; deduplication rarely reported 

Split protocol reported 22 / 4 / 1 / 15 split and ratio usually reported; random splits common 

Class balance handled 15 / 6 / 3 / 18 often reported; sometimes imbalanced or unstated 

Adequate evaluation sample 13 / 11 / 4 / 14 several test sets under 10k; Vietnamese sets small 

External (cross-dataset) validation 2 / 3 / 24 / 13 mostly single-dataset in-distribution testing 

Baseline fairness 11 / 18 / 1 / 12 baselines not always tuned comparably 

Variance / significance testing 4 / 11 / 14 / 13 mostly single-run; no variance or significance 

Result selection (headline = best of many) 11 / 6 / 15 / 10 headline often the best of several configurations 

Reproducibility (code / data) 22 / 7 / 5 / 8 public for many; inconsistent overall 

 

Each of the 42 core studies was coded per criterion as low, some, or high concern, or 
unclear where reporting was insufficient to judge; unclear is not treated as evidence of poor 
conduct. Counts are studies out of 42. The highest-concern items (missing external validation, 
absent variance/significance testing, best-of-many result selection) are those most able to 
inflate the reported numbers in Sections 4 and 5. 

4. Results and Discussion 

4.1. Characteristics of the Corpus 

The 45 verified studies span 2018-2025, with publications rising through the period and 
peaking in 2024 (Figure 3); the emphasis of the corpus is on 2021-2025, while a small number 
of 2018-2020 works are retained for architectural lineage. Figure 4 shows the first-author 
geographic distribution, which is led by the United States and China (nine studies each) 
followed by Vietnam (eight, reflecting the review's low-resource focus) and India (four). 
Figure 5 shows the distribution of the 42 core classification studies by primary method family: 
Transformer/PLM 13 (31.0%), multimodal 11 (26.2%), LLM-based 9 (21.4%), 
graph/propagation 7 (16.7%), and traditional machine learning 2 (4.8%). LLM-based 
methods thus already constitute nearly a quarter of the recent core corpus, ranking third after 
Transformer/PLM and multimodal methods. As Section 4.2.6 makes explicit, these shares 
reflect primary contribution, not architectural exclusivity, most multimodal and all LLM 
studies also use Transformer components.Appendix A lists all 45 analyzed studies with their 
reported metrics and sources. 

 

Figure 3. Verified studies by publication year (n = 45) 
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Figure 4. Verified studies by first-author country (top countries) 

 

Figure 5. Core classification studies by primary method family (n = 42) 

4.2. Classification and Analysis of Methods 

The following per-family analyses combine the reported results with our interpretation 
of the reviewed evidence. Interpretive claims about why performance differs are flagged as 
such and cited to a reviewed study where one directly supports them; broader mechanisms 
(shortcut learning, missing-modality effects, explanation faithfulness, transfer bias) are stated 
as syntheses of the reviewed evidence to be tested, not as established facts. 

4.2.1. Transformer- and PLM-Based Methods 

Transformer-based models, particularly BERT [6] and its task-specific variants, are the 
largest family (31.0% of core studies). The canonical pipeline is: input text -> tokenization -
> BERT encoder -> [CLS] representation -> dense layers -> softmax -> classification. Table 
4 lists verified representative results. The family draws strength from transfer learning, 
bidirectional contextual understanding, and multilingual pre-trained models. Its reported 
accuracies, however, are dataset-dependent, spanning 74.8-99.36% across the corpus. The 
highest figure occurs on a merged five-dataset corpus evaluated in-distribution (99.36% [30]), 
while a transformer classifier on a more heterogeneous content-plus-context setting reaches 
74.8% [31]. The reported accuracy of this family thus depends heavily on the evaluation 
dataset. Metrics are recorded exactly as reported by each primary source (no conversion). The 
near-perfect value (99.36%) versus 74.8% on a content-plus-context setting illustrates that a 
single accuracy figure is not a measure of transferable capability. 
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Table 4. Verified representative results for Transformer/PLM-based methods 

Model Dataset Task Reported metric Ref. 

FakeBERT (BERT+CNN) Kaggle real/fake binary 98.90% Acc [32] 

CT-BERT + BiGRU Constraint COVID-19 binary 98.54% F1 [33] 

ALBERT (best of 3 PLMs) Indonesian corpus binary 87.6% Acc [34] 

Doc-embedding + BiGRU Merged 5-dataset corpus binary 99.36% Acc [30] 

Content+context Transformer NELA-GT-19 + Fakeddit binary 74.8% Acc [31] 

 

In framework terms (Section 2.5), this family uses intrinsic textual evidence, supervised 
in-domain data, and pre-propagation timing, so its reported performance appears strongly 
influenced by how separable the training signal is, in addition to architecture. High reported 
accuracy typically arises when a dataset carries strong lexical, source, or editorial-style cues 
that correlate with the label, letting the model learn dataset shortcuts (topic, outlet name, 
writing style) rather than veracity; that such style cues can dominate is illustrated by style-
transfer attacks that flip predictions without changing meaning [35]. The same fine-tuned 
model then loses much of that accuracy when the topic, time period, or platform changes. 
Transformer/PLM methods fit settings with ample labeled text, low-latency requirements, 
and no propagation data yet, and they serve as strong content-only baselines. They are weakest 
on grammatically fluent, neutrally worded, or LLM-generated fake news, where surface cues 
are absent. 

4.2.2. Multimodal Methods 

Multimodal methods (26.2% of core studies) combine text and image analysis, motivated 
by the observation that fake news often pairs text with mismatched, out-of-context, or 
manipulated images. The direction matured from event-adversarial and variational designs 
(EANN [8], MVAE [9]) through pre-trained dual-encoder frameworks (SpotFake [10]) to 
similarity- and ambiguity-aware fusion (SAFE [36], CAFE [37]), hierarchical contextual 
attention (HMCAN [38]), and bootstrapped multi-view representations (BMR [39]); related 
designs explore dual-stream fusion [40] and attention-based factorized bilinear pooling [27]. 
A key advantage of this family for synthesis is that many studies evaluate on the same Weibo 
benchmark, enabling the more comparable within-dataset summary used in Section 5. Table 
5 lists verified results; on the shared Weibo benchmark the reported accuracies cluster in a 
comparatively narrow 82.4-91.8% band, while the highest value in Table 5 (99.97% on 
TruthSeeker [41]) reflects a dataset with strong dataset-specific separability. 

Table 5. Verified representative results for multimodal methods (Weibo unless noted) 

Method Modality Dataset Task Reported Acc. 

EANN text+image Weibo binary 82.7% 

MVAE text+image Weibo binary 82.4% 

CAFE text+image Weibo binary 84.0% 

HMCAN text+image Weibo binary 88.5% 

SpotFake text+image Weibo binary 89.2% 

LLM-enhanced fusion text+image Weibo binary 91.2% 

BMR text+image Weibo binary 91.8% 

SAFE text+image PolitiFact binary 87.4% 

BERT+OCR fusion text+image TruthSeeker binary 99.97% 

Sources: EANN [8]; MVAE [9]; CAFE [37]; HMCAN [38]; SpotFake [10]; LLM-enhanced fusion [42]; 
BMR [39]; SAFE [36]; BERT+OCR fusion [41]. 

 
The seven Weibo entries form the within-benchmark comparison in Table 14; the 

TruthSeeker value reflects a dataset with strong dataset-specific separability. Multimodal 
methods add cross-modal evidence but otherwise share the supervised, in-domain, pre-
propagation profile of content models. Fusion helps specifically when deception is signaled 
by a text-image inconsistency (out-of-context or manipulated images), which is the basis of 
similarity- and ambiguity-aware fusion [36], [37]; it adds little, and can hurt, when the image 
is merely decorative or missing, and it is sensitive to the quality of text-image alignment in the 
training pairs. The cost is higher: two encoders, paired multimodal data that is hard to collect 
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and label, and degraded behavior when a modality is absent. These methods therefore suit 
image-rich social platforms and are poorly suited when one modality is frequently missing. 

4.2.3. Graph- and Propagation-Based (Context) Methods 

Graph-based methods (16.7% of core studies) model diffusion as a graph in which nodes 
are users or posts and edges are interactions (retweet, comment, share) [19]. Because node 
features usually encode textual content, these are content-and-context hybrids rather than 
pure metadata methods, which places them within scope. Representative systems include bi-
directional propagation (BiGCN [11]), geometric deep learning [12], user-preference-aware 
detection (UPFD [43]), continually updated social-context representations [44], domain-
adversarial graph-attention networks [29], and the FANG social-graph model [45]. Table 6 
shows verified results and highlights a methodological point: this family reports a mixture of 
accuracy and AUC, so its numbers cannot be placed on a single scale. 

Graph/propagation methods move along the framework's evidence axis, adding social-
context signals, and along its time axis, deciding later. They improve detection by learning 
from diffusion structure, community patterns, and source credibility that content-only models 
cannot see. That same dependence makes them unsuitable for early detection, since they need 
accumulated interactions; it also risks learning unstable platform- or community-specific 
structure and exposes them to API changes, privacy policies, and coordinated inauthentic 
behavior. They fit post-hoc monitoring once a story has begun to spread, rather than first-
contact screening. 

Table 6. Verified representative results for graph/propagation-based methods 

Model Dataset Task Metric Value Ref. 

BiGCN Twitter15 multiclass Accuracy 88.6% [11] 

UPFD (GraphSAGE+BERT) PolitiFact binary Accuracy 84.6% [43] 

GNN-CL (continual) GossipCop binary Accuracy 84.4% [46] 

GCNFN (geometric DL) Twitter binary AUC 0.927 [12] 

Continual social-context GNN FANG data binary AUC 0.835 [44] 

SureFact PolitiFact binary Accuracy 94.36% [26] 

FANG FANG data binary AUC 0.752 [45] 

Sources as cited. The coexistence of accuracy and AUC within one family illustrates the metric 
heterogeneity that precludes cross-study pooling (Section 3.5). 

 

4.2.4. Large Language Model (LLM)-Based Methods 

LLM-based methods (21.4% of core studies) apply models such as GPT-3.5/4, Llama, 
and Mistral to detection through: (1) zero-/few-shot prompting [13]; (2) fine-tuning of smaller 
models [47]; and (3) LLM-enhanced detection, where LLMs supply rationales or comments 
to smaller models [48], [49]. Table 7 lists verified results. LLM detection accuracy is the lowest 
and most variable of all families (48.6-89.0%)[15]. GPT-4 attains 68.2% on LIAR-binary in a 
zero-shot setting [13]. LLMs do offer natural-language explanations and few-shot flexibility, 
but at high inference cost and with strong sensitivity to prompt and setting. They also create 
new challenges: humans correctly identify only about 54.8% of ChatGPT-generated fake 
news [14], and whether LLM-generated misinformation is reliably machine-detectable 
remains open [15]. 

Table 7. Verified representative results for LLM-based methods 

Model / method Setting Dataset Metric Value Ref. 

GPT-4 zero-shot LIAR-binary Accuracy 68.2% [13] 

CAPE-FND (GPT-3.5) zero-shot PolitiFact Accuracy 78.1% [50] 

ARG (LLM-as-advisor) trained GossipCop macro-F1 0.790 [48] 

SheepDog trained PolitiFact macro-F1 88.4% [35] 

DKFND few-shot PolitiFact Accuracy 89.0% [51] 

 
Values span zero-shot to trained settings and are not comparable across rows. GPT-4's 

68.2% on LIAR-binary corrects the frequently cited ~95%. One comparative study reporting 
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100% accuracy on a 30-article sample [47] is excluded from all ranges as methodologically 
unreliable. 

LLM methods occupy the framework's generated-reasoning evidence and low-data-
dependence region, but with unstable objectives. Zero-shot use is flexible yet poorly 
calibrated and highly prompt-sensitive, which is why the family's reported accuracy is both 
the lowest and the most dispersed. Their natural-language explanations are a genuine asset 
but are not guaranteed to be faithful to the actual decision process. Fine-tuning and retrieval 
grounding raise accuracy at higher cost. LLMs are most valuable where labeled data are scarce, 
coverage must be multilingual, or human analysts need assistance, and are not recommended 
as the sole basis for high-stakes decisions, given hallucination and output inconsistency. 

4.2.5. Traditional Machine Learning 

A small residual of studies (4.8%) rely on classical feature-based models (e.g., LightGBM, 
SVM) rather than deep architectures, typically in low-resource settings. In this corpus they 
appear mainly among Vietnamese studies (Section 4.4), reaching 85.0-88.2% accuracy on self-
collected data. They remain relevant where labeled data and compute are limited and where 
interpretability is valued, but they are being displaced by pre-trained models as multilingual 
weights become available, as benchmark comparisons of classical and neural detectors 
confirm [52]. 

Traditional models should not be read merely as a family being displaced. In low-data, 
low-compute, or low-latency settings they remain competitive, provide transparent feature-
level explanations, and make strong baselines; their generalization, however, is bounded by 
the quality of hand-crafted features. A practical role is as the first, inexpensive tier of a multi-
stage pipeline that escalates only uncertain cases to heavier models. 

4.2.6. Overlap Between Families and Non-Exclusive Capability Tags 

Because families are defined by primary contribution rather than by disjoint 
architectures, Table 8 makes their overlap explicit by cross-tabulating each family against four 
capabilities. Transformer components are core to both the Transformer/PLM and LLM 
families and common in multimodal systems; the image modality is core only to multimodal 
methods; and propagation/graph structure is core only to graph-based methods. Thus 
'Transformer/PLM (31.0%)' counts studies whose primary novelty is a text-only pre-trained 
classifier, whereas most multimodal and all LLM studies also use Transformers internally. 
Reporting these tags prevents the common misreading that the shares partition the field along 
a single axis. 

Table 8. Non-exclusive capability tags across the four deep-learning families 

Family (share) Primary-contribution criterion Transformer Image Graph LLM 

Transformer/PLM (31.0%) Text-only PLM fine-tuning is the central novelty Core Rare Rare No 

Multimodal (26.2%) Joint text-image fusion Common Core Occasional Occasional 

LLM-based (21.4%) Prompted/instruction-tuned generative LLM Core Occasional Occasional Core 

Graph/propagation (16.7%) Propagation/social-graph modeling Occasional Rare Core Rare 

 
Core = defining component; Common / Occasional / Rare = observed frequency 

among reviewed studies. Non-empty off-diagonal cells show the architectural and modality 
axes are not disjoint; the single-family assignment reflects each study's primary contribution 
(Section 3.4). Traditional ML (4.8%) uses none of these deep components by definition and 
is omitted. 

4.2.7. Method-Family Trade-Offs and Application Scenarios 

The framework and the per-family analyses can be summarized as a qualitative trade-off 
map (Table 9). The ratings are the authors' qualitative synthesis over the corpus, not measured 
scores; they use Low/Moderate/High/Conditional and are meant to guide method selection, 
not to rank families. No row dominates: each family trades strengths against weaknesses, so 
the right choice depends on the target task, the evidence available, the latency budget, and the 
deployment constraints. As a rough guide to best fit, traditional ML suits low-resource, low-
latency settings; Transformer/PLM suits text-only, fast-response settings; multimodal suits 
image-rich platforms; graph/context suits propagation monitoring; and LLMs suit few-shot, 
human-in-the-loop use. Ratings were assigned from the dominant operating characteristics 
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observed across each family's studies. Because primary studies rarely report standardized cost 
or cross-domain measures, the ratings are structured qualitative judgments rather than 
empirical aggregate scores. This un-derpins the recommendations of Section 6.3. A rating is 
assigned as High when the property is consistently present across the representative studies 
of that family in the corpus, Moderate when it is mixed or setting-dependent, Low when it is 
typically absent, and Conditional when it depends on the availability of a second modality, 
propagation history, or external resources. Each rating is grounded in the per-family analyses 
of Sections 4.2.1-4.2.5 and in the per-study evidence released in the supplementary corpus 
and risk_of_bias.csv. 

Table 9. Method-family trade-offs (qualitative synthesis over the corpus; Low/Moderate/High/Conditional, not measured scores) 

Family In-domain Generali-zation Explaina-bility Labeled data Compute Early detection Evidence avail 

Traditional ML Moderate Low-Mod. High Low Low High High 

Transformer/PLM High Low-Mod. Low Moderate Moderate High High 

Multimodal Conditional Low-Mod. Low High High High Conditional 

Graph/context Conditional Low Moderate High Mod.-High Low Low (early) 

LLM-based Conditional Moderate High* Low Very high High Conditional 

 

Ratings are the authors' qualitative synthesis over the corpus, not measured values. 
Conditional = depends on the availability of a second modality, propagation history, or 
external resources. 'Labeled data' and 'Compute' are separated because LLMs need few labels 
but heavy compute. 'High*' for LLM explainability denotes fluent surface rationales not 
guaranteed faithful to the decision. 'Evidence avail.' is whether the evidence a family needs is 
typically available at decision time. No family dominates across columns, which is the basis 
for combining families in a pipeline (Section 6.3). 

4.3. Benchmark Datasets 

Figure 6 shows the datasets most frequently used by the 42 core studies. Weibo is the 
single most common benchmark (seven studies, all multimodal), followed by the 
PolitiFact/FakeNewsNet family [53] (six) and self-collected Vietnamese datasets (four); 
GossipCop appears in three studies and the Vietnamese ReINTEL shared task in four. The 
concentration on Weibo among multimodal methods is what enables the within-benchmark 
comparison in Section 5. Beyond the corpus, widely used resources include LIAR [54] (fine-
grained six-way labels), Fakeddit [55] (over one million multimodal samples), ISOT, and 
health-focused or multilingual sets such as CoAID [56], WELFake [57], and the multilingual 
multimodal MuMiN [58]. Existing datasets share four limitations: (1) scale and balance, many 
contain fewer than 10,000 samples with class imbalance; (2) label quality, fact-checker or 
crowd labels carry bias; (3) temporal drift, narrow time windows reduce generalization; and 
(4) language coverage, most data are in English, and low-resource languages such as 
Vietnamese remain underrepresented. These limitations directly constrain how the 
performance numbers in Section 5 should be interpreted. 

 

Figure 6. Most frequently used datasets among the 42 core studies 
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4.4. Vietnamese Fake News Detection: A Low-Resource Case Study 

Vietnam contributes eight verified studies (RQ6), summarized in Table 10. A nuanced 
picture emerges that a single accuracy figure would obscure. On the ReINTEL 2020 shared 
task, Vietnamese systems built on PhoBERT [59] and vELECTRA achieve ROC-AUC 
around 0.95 (0.9462-0.9575); because this involves a different dataset and task, it is not directly 
comparable to English-benchmark results. On noisier, less curated self-collected tasks, 
however, the same ecosystem reaches only 85-88% accuracy, reflecting small datasets (roughly 
4,000-10,000 items), noisy user-generated text, and limited pre-trained resources. Reporting 
only the lower accuracy figure, as is common, understates the shared-task result, while 
reporting only the AUC would overstate real-world robustness; both are given here. Metrics 
recorded as reported. The ReINTEL entries report ROC-AUC on a binary shared task; the 
self-collected entries report accuracy on noisier, less curated data. 'n/r' = exact values not 
openly reported. 

Vietnamese detection faces four specific challenges. (1) Language: Vietnamese is 
isolating with no inflection, making word segmentation difficult; homophony and context-
dependence add complexity. (2) Resources: high-quality pre-trained models are limited 
(mainly PhoBERT [41] and vELECTRA), and large labeled datasets and fact-checking 
infrastructure are scarce. (3) Social-media style: teencode, slang, code-switching, and 
emoticons complicate analysis. (4) Cultural context: fake news is tied to local topics, requiring 
deep contextual understanding. Emerging directions include fine-tuning multilingual models 
(mBERT, XLM-RoBERTa [60]); developing specialized pre-trained models; data 
augmentation via back-translation; combining PhoBERT features with metadata, including 
hybrid transfer-learning with TF-IDF [40]; multimodal models such as v3MFND [61]; and 
real-time detection [62]. 

Table 10. Verified Vietnamese fake news detection studies (2020-2025) 

Study Year Method Dataset Reported metric 

Hieu/Pham et al. [63] 2020 PhoBERT + ensemble ReINTEL (10K) AUC 0.9521 (1st place) 

Trinh et al. [64] 2021 Hybrid deep NN ReINTEL (10K) AUC 0.9462 

Pham et al. [65] 2021 Transfer learning + TF-IDF ReINTEL (10K) AUC 0.9538 

Pham Dang et al. [66] 2023 vELECTRA + handcrafted ReINTEL (10K) AUC 0.9575 

Vo et al. [67] 2022 CNN + RNN Self-collected (~4K) ~85% Acc 

Nguyen Thi et al. [61] 2022 v3MFND (multimodal) Self-collected (10 domains) per-domain AUC (+~6%) 

Le et al. [68] 2024 LightGBM + NLP Self-collected FB (~5K) 88.21% Acc 

Huynh & Tran [62] 2025 PhoBERT + Word2Vec Self-collected best Acc/F1 (values n/r) 

 

4.4.1. Transferable Lessons for Low-Resource Languages 

The Vietnamese case suggests design principles that may transfer to other low-resource 
languages. Because they are drawn from a single language, we state them as transferable 
hypotheses to be tested, not as established generalizations (RQ6). 

• Shared tasks accelerate progress, but a high score on one benchmark does not imply 
robustness in the wild; low-resource work should pair shared-task results with out-of-
distribution evaluation. 

• Language-specific pre-trained models (here PhoBERT and vELECTRA) help 
substantially, yet still require multi-domain and multi-time benchmarks to demonstrate 
durability. 

• Code-switching, slang, and spelling variation are not Vietnamese-specific; they recur 
across low-resource social-media languages and should be treated as first-class modeling 
problems. 

• Self-collected datasets are typically small and noisy, so event-based and temporal splits 
are essential to avoid over-optimistic estimates. 

• Multilingual transfer (mBERT, XLM-R) is useful but can import biases from high-
resource languages, so its outputs need language- and culture-specific validation. 

• Small models with hand-crafted features retain value under compute constraints and as 
first-tier filters, echoing Section 4.2.7. 
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• The scarcity of local fact-checking infrastructure and knowledge resources is a bottleneck 
that larger models alone cannot remove; it is a data- and systems-design problem as 
much as a modeling one. 
 

Two clarifications bound these principles. First, 'low-resource' here refers specifically to 
labeled fake-news datasets, domain-specific fact-checking resources, and benchmark 
diversity, not to Vietnamese NLP resources in general, which are relatively mature (for 
example PhoBERT [59]). More broadly, the resource-constrained setting also includes limited 
annotation budgets, restricted compute, limited fact-checking infrastructure, and weak access 
to platform-level propagation data. Second, the principles are supported by, but not 
established beyond, the Vietnamese case: comparable data-scarcity and language-variation 
issues appear in other settings, such as Indonesian fake-news detection [34], but confirming 
the transfer to Arabic, Hindi, or code-switched corpora requires evidence outside this review's 
scope. 

4.5. Trends and Open Challenges 

4.5.1. The Evolution of the Field 

Read through the framework of Section 2.5, the corpus shows the field evolving through 
five overlapping stages rather than a sequence of superior architectures. The stages are 
analytical and overlapping rather than a strict chronological periodization: graph and 
multimodal work predates mature pre-trained language models, and robustness research 
predates AI-generated content. The 2024 publication peak (Figure 3) coincides with increased 
attention to LLM- and reasoning-oriented methods. 
1. Stage 1, Feature-centric detection: hand-crafted linguistic and stylistic features with 

classical machine learning [4], [5]; now a small residual (4.8% of core studies) but still 
useful in low-resource settings (Section 4.2.5). 

2. Stage 2, Representation-centric detection: deep representation learning and pre-trained 
language models [6], [7], which dominate the corpus (Transformer/PLM, 31.0%) and 
shift the emphasis from feature engineering to transfer learning. 

3. Stage 3, Evidence-integration detection: joint use of text, images, users, and propagation 
(multimodal 26.2% and graph/context 16.7%), moving along the evidence and time axes 
of the framework and building on a lineage from EANN [8] to ambiguity-aware fusion 
[37] and social-graph hybrids [26], [28], [69]. 

4. Stage 4, Knowledge- and reasoning-centric detection: LLMs, retrieval, fact verification, 
and generated rationales (LLM-based, 21.4%, since 2023), adding external-knowledge 
and generated-reasoning evidence at low data dependence. Within this corpus, retrieval 
and fact verification appear mainly through the LLM studies rather than as a large 
independent body, and we distinguish LLM-generated reasoning from evidence-
grounded verification (Section 2.5); the reasoning-centric direction is emerging rather 
than yet dominant. 

5. Stage 5, Robust adaptive detection: an emerging stage concerned with domain and 
temporal adaptation, adversarial robustness, and AI-generated content, driven by the 
dual role of LLMs as both generators and detectors [15], [35]. 

Table 11. The five stages of the field's evolution and how each persists in later stages 

Stage Dominant evidence Enabling technology Unresolved limitation Integration with later stages 

Feature-centric Intrinsic lexical/stylistic Classical ML Weak generalization 
Features feed later models; first-

tier filter 

Representation-centric Intrinsic semantic 
Pre-trained language  

models 

Dataset shortcuts, low  

explainability 

Backbone for multimodal and 

LLM methods 

Evidence- 

integration 

Cross-modal, social 

context 

Multimodal fusion, 

GNNs 

Cost, late detection,  

missing modalities 
Adds evidence to content models 

Knowledge/ 

reasoning 

External knowledge, 

generated reasoning 
LLMs, retrieval 

Unstable accuracy,  

unverified faithfulness 

Supplies rationales and low-data 

coverage 

Robust adaptive 
All of the above,  

over time 

Adaptation, adversarial 

training 

Drift, AI-generated 

content 
Wraps earlier stages for reliability 
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These stages are cumulative rather than substitutive: newer stages add evidence sources 
and adaptivity without retiring earlier ones, which is why every family remains present in the 
corpus. The central observation is that the field is moving from classifying content that looks 
fake toward assessing veracity from multiple, complementary sources of evidence and under 
changing conditions (drift, new languages, attacks, and AI-generated content). This reframing, 
not the counts themselves, is the contribution of the trend analysis, and it motivates the 
dependency-based reading of open challenges in Section 4.5.2. The stages are analytical and 
overlapping (Section 4.5.1); the last column indicates how each stage's contribution persists 
in the ones that follow, consistent with their cumulative nature. 

4.5.2. Unresolved Challenges 

Six challenges remain inadequately addressed: 

• Challenge 1: Explainability. Deep models are black boxes whose decisions are hard to 
justify to users or regulators. Partial solutions include attention visualization, LIME, 
SHAP [70], explainable architectures such as dEFEND [71], LLM-generated rationales 
[48], and feature-importance analysis [72]. A performance-interpretability trade-off 
persists. 

• Challenge 2: Cross-domain and cross-lingual generalization. Models often degrade 
markedly when transferred across domains or languages, and, as Section 5 shows, high 
in-dataset accuracy does not survive a change of task or corpus. Multi-task learning, 
domain adaptation, and multilingual models (XLM-R [60]) help, but domain-invariant 
representation remains open. 

• Challenge 3: Early detection. Most methods need mature articles and propagation history 
before reliable classification, introducing latency. Source-credibility assessment, 
stylometry, early-burst modeling, and reinforcement learning [26] are being explored 
against a fundamental speed-accuracy trade-off. 

• Challenge 4: Adversarial robustness. Small perturbations (synonym substitution, 
paraphrasing, style transfer) and injected malicious comments [73] fool classifiers 
without changing meaning. Adversarial training and ensembles help, but the arms race 
intensifies with LLM-empowered style attacks [35]. 

• Challenge 5: Scalability and real-time processing. Large models require heavy 
infrastructure. Mitigations include compression and distillation (DistilBERT, ALBERT 
[34]), hierarchical pipelines, and distributed processing. 

• Challenge 6: AI-generated fake news. LLMs generate fluent misinformation at scale; 
humans identify only about 54.8% of ChatGPT-generated fake news [14], and machine 
detectability is not guaranteed [15]. Countermeasures include training detectors on AI-
generated samples, statistical fingerprinting, hallucination detection, and content 
watermarking. 
 

These six challenges are not independent. Table 12 traces them to a small number of 
root causes in data and evaluation design and to their practical consequences, links each to a 
research priority (Section 6.3), and shows why they resist simultaneous solution. 

Table 12. Root causes, challenges, consequences, and the corresponding research priority 

Root cause Direct challenge Deployment consequence Priority 

Small, domain-skewed labeled data Poor generalization Fails on new topics/languages P1, P2 

Static datasets, random splits Over-optimistic results Numbers miss temporal drift P1 

Large, complex models Low explainability, high cost Hard to justify and deploy P3, P5 

Dependence on propagation Late detection Early spread not prevented P3 

LLM-generated, shifting content Adversarial attack and drift Detectors outdated quickly P4 

No unified benchmark protocol Incomparable results Progress hard to establish P1 

 

The challenges share root causes in data and evaluation design; addressing the root 
causes (left column) is likely more effective than treating each challenge in isolation. P1-P5 
are the research priorities of Section 6.3. The challenges also stand in tension, so no single 
design optimizes all at once: early detection trades against evidence completeness; accuracy 
trades against explainability; multimodal and graph enrichment trade against cost and latency; 
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large models trade against low-resource deployability; in-domain specialization trades against 
generalization; and using an LLM to explain a decision trades against the faithfulness of that 
explanation. A realistic agenda must therefore choose an order of priorities rather than pursue 
all objectives at once; Section 6.3 proposes one. 

5. Comparative Performance Analysis 

5.1. Why Family-Level Accuracy Pooling Is Not Valid 

Family-level accuracy is not pooled into a single average, for three reasons. First, metric 
heterogeneity: studies report Accuracy, F1, macro-F1, or AUC, and these are not 
interchangeable: none can be derived from another without the confusion matrix, class 
distribution, or prediction scores, which primary studies rarely provide. Our corpus makes 
this concrete: the graph family reports both accuracy (84-89%) and AUC (0.75-0.93), 
quantities that cannot share a scale. Second, dataset and task heterogeneity: even among 
accuracy-reporting studies, tasks differ (binary vs multi-class), as do dataset size, domain, class 
balance, and splits. Third, pooling validity: a mean over such studies has no clear estimand, 
and a between-study standard deviation is not a confidence interval. We therefore report 
descriptive ranges (Section 5.2) and confine direct comparison to within-benchmark (same-
dataset, same-task) settings (Section 5.3). 

5.2. Descriptive Summary by Family 

Table 13 summarizes, per family, the number of core studies and the reported-accuracy 
range of the studies that report accuracy; Figure 7 plots the individual values.  

Table 13. Descriptive summary of reported accuracy by family (42 core studies) 

Family #Studies (share) #Reporting accuracy Reported accuracy range Other metrics reported 

Transformer/PLM 13 (31.0%) 7 74.8-99.36% F1 

Multimodal 11 (26.2%) 10 82.4-99.97% F1 

LLM-based 9 (21.4%) 4 48.6-89.0% macro-F1 

Graph/propagation 7 (16.7%) 4 84.4-94.36% AUC 0.75-0.93 

Traditional ML 2 (4.8%) 2 85.0-88.21% F1 

DESCRIPTIVE ONLY; not a ranking of intrinsic quality. Studies use different datasets, tasks, class distributions, and metrics; no con-
version or pooling was performed. The graph family also reports AUC on a different scale. One 30-article study reporting 100% is 
excluded from the LLM range as unreliable. Per-study values are in the supplementary corpus. 

 

Figure 7. Reported accuracy of individual core studies by family; each point is one study and the 
short horizontal bar marks the median as a visual reference only, not a ranking. The wide, 

overlapping spreads, especially for LLM-based methods, show why a single pooled figure per family 
would be misleading 
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The reported accuracies overlap across families, and no family separates clearly once 
dataset heterogeneity is taken into account. The Transformer/PLM range is wide (74.8-
99.36%), with its highest values coming from a few benchmark corpora with strong dataset-
specific separability. The LLM-based family has the lowest and most dispersed accuracy (48.6-
89.0%). Figure 7 shows these spreads; a single pooled figure per family would not represent 
them. 

5.3. Within-Dataset and Within-Task Comparison 

Comparison is meaningful only when dataset and task are fixed. Table 14 gathers the 
within-benchmark groups present in the corpus. Three observations follow. (1) On Weibo 
(binary), seven multimodal models span 82.4-91.8%, a more comparable within-dataset 
summary, although differences in data splits and evaluation protocols may remain; the spread 
across MVAE/EANN (2019) to BMR (2023) does not by itself establish architectural 
progress, because their splits, preprocessing, and protocols are not verified to be identical. (2) 
On PolitiFact (binary), trained detectors report higher scores (DKFND 89.0% accuracy; 
SheepDog 88.4% macro-F1) than a zero-shot GPT-3.5 pipeline (CAPE-FND, 78.1% 
accuracy); because these entries mix accuracy and macro-F1, only rows sharing the same 
metric and, ideally, the same split are strictly comparable. (3) On the Vietnamese ReINTEL 
task, four systems cluster at AUC 0.946-0.958. On LIAR, GPT-4 attains 68.2% on the binary 
task in a zero-shot setting [13]. Moreover, LIAR-binary and LIAR-6-class are different tasks 
on the same corpus, with random-chance baselines of 50% and 16.7%; reported drops from 
binary to six-class therefore reflect intrinsic task difficulty as much as any generalization loss, 
and must not be read as the latter alone. 

Table 14. Within-dataset and within-task comparison (same-dataset, same-task groups in the corpus) 

Dataset (task) Method Metric Value Ref. 

Weibo (binary) MVAE Accuracy 82.4% [9] 

Weibo (binary) EANN Accuracy 82.7% [8] 

Weibo (binary) CAFE Accuracy 84.0% [37] 

Weibo (binary) HMCAN Accuracy 88.5% [38] 

Weibo (binary) SpotFake Accuracy 89.2% [10] 

Weibo (binary) LLM-enhanced fusion Accuracy 91.2% [42] 

Weibo (binary) BMR Accuracy 91.8% [39] 

PolitiFact (binary) CAPE-FND (GPT-3.5) Accuracy 78.1% [50] 

PolitiFact (binary) UPFD Accuracy 84.6% [43] 

PolitiFact (binary) SheepDog macro-F1 88.4% [35] 

PolitiFact (binary) DKFND Accuracy 89.0% [51] 

ReINTEL (binary) PhoBERT ensemble AUC 0.9521 [63] 

ReINTEL (binary) Hybrid deep NN AUC 0.9462 [64] 

ReINTEL (binary) Transfer learning + TF-IDF AUC 0.9538 [65] 

ReINTEL (binary) vELECTRA + features AUC 0.9575 [66] 

 
Comparisons are valid only within a single (dataset, task) group. Even within a group, 

metrics may differ (e.g., PolitiFact mixes accuracy and macro-F1), so rows sharing a metric 
are the strictly comparable ones. Random-chance baselines: binary 50%, LIAR-6-class 16.7%. 

5.4. Mechanisms Behind Reported Performance Differences 

In the reviewed corpus, differences in reported performance appear to track data and 
evaluation design at least as much as model architecture. The main sources of variation, largely 
orthogonal to family, are: task difficulty (binary versus multi-class, with different chance 
baselines); class balance; dataset size; event-based versus random splits; the time span of 
collection; in-domain versus cross-domain evaluation; clean edited text versus noisy social-
media text; the presence of near-duplicates; reliance on source or topic cues; the availability 
of propagation history; and the pre-trained model and language used. Any of these can move 
a reported number by as much as the difference between two families. 
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These factors act as a chain: data design -> the kind of signal a model can exploit -> 
how the data are split -> the metric reported -> transferable performance. The data design 
determines which signals exist; a model exploits the most predictive of them, which may be 
source names, topics, or editorial style rather than veracity; the split determines whether the 
test set shares those signals with training (random, non-event splits usually do, inflating 
results); the reported metric determines what is even visible; and only the combination 
determines what transfers. This is why the same architecture can report 99.97% on one 
dataset and 74.8% on a more heterogeneous content-plus-context setting, the chain, not the 
model, differs. The most inflating links map directly onto the risk-of-bias rubric of Section 
3.6: data leakage, split protocol, and best-of-many result selection (Figure 8). 

It is therefore useful to separate three notions the literature often conflates: reported 
performance (the number a paper states), source-verified reported performance (that number 
confirmed against the primary source, as done here), and transferable performance (what 
holds under distribution shift). This review can establish the first two; the third requires the 
out-of-distribution evaluation prioritized in Section 6.3. 

 

Figure 8. Hypothesized, evidence-consistent chain linking data and evaluation design to reported 
performance (Section 5.4). The ordering summarizes how the reviewed evidence is interpreted; it is 

not a demonstrated causal ranking, and architecture remains one factor within it 

5.5. Interpretation 

Descriptively (Table 13, Figure 7), no family dominates once heterogeneity is taken into 
account, and the Transformer and LLM extremes correspond to easy and hard evaluation 
settings respectively. Under within-benchmark conditions (Table 14), multimodal fusion 
shows measurable progress on Weibo, trained detectors exceed zero-shot LLMs on 
PolitiFact, and Vietnamese systems reach high AUC on ReINTEL. Model selection should 
thus be guided by the target task, data availability, and deployment constraints rather than by 
maximum reported accuracy. 

6. Conclusions and Recommendations 

6.1. Summary of Main Findings 

This review compiled an enumerated, source-verified corpus of 45 studies (42 
quantitative-core) on content- and context-based fake news detection, and read it through a 
multi-axis framework to answer six research questions. 

• RQ1, Methods. The core corpus spans five method families, led by Transformer/PLM 
and multimodal approaches, with LLM-based methods now the third-largest family (full 
breakdown in Table 13 and Figure 5). Non-exclusive capability tags (Table 8) show most 
multimodal and all LLM studies also use Transformer components. 

• RQ2, What explains performance differences. In this corpus, reported accuracy appears 
to be shaped mainly by data and evaluation design rather than by architecture alone: task 
difficulty, split protocol, dataset curation, near-duplicates, and reliance on source or topic 
cues each can move a number by as much as the gap between two families (Section 5.4), 
which is consistent with the same architecture reporting very different accuracies on 
different corpora, as detailed in Section 5.4.   

• RQ3, Trade-offs. No family dominates (Table 9): Transformer/PLM offers strong in-
domain accuracy but weak explainability and generalization; multimodal helps only when 
a second modality is informative; graph methods add context but detect late; LLMs are 
flexible and label-efficient but variable and expensive; traditional models remain valuable 
under tight resources. 
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• RQ4, Evolution. The field has moved through five cumulative stages, from feature-
centric to robust adaptive detection (Section 4.5.1), shifting from classifying content that 
looks fake toward assessing veracity from multiple evidence sources under changing 
conditions. 

• RQ5, Shared causes and priorities. The six open challenges share root causes in data and 
evaluation design (Table 12) and trade off against one another, so they require a 
prioritized agenda (Section 6.3) rather than simultaneous solution. 

• RQ6, Low-resource transfer. Eight Vietnamese studies show a two-sided picture, strong 
on the shared-task benchmark but markedly weaker on noisier self-collected data (see 
Table 10 and Section 4.4), and yield transferable design principles for other low-resource 
languages (Section 4.4.1). 
 

Beyond the individual answers, four synthesis insights stand out. First, in the reviewed 
evidence, model architecture does not appear to be the main driver of measured performance; 
data and evaluation design often appear to dominate. Second, the method families are better 
viewed as complementary evidence sources than as mutually exclusive choices. Third, a 
realistic deployed system is likely to be a time-adaptive pipeline: content-first for early 
screening, then adding knowledge, multimodal, and propagation evidence as it becomes 
available. Fourth, the defining problem of the next period is not maximizing in-domain 
accuracy but sustaining reliability under drift, new languages, adversarial attacks, and AI-
generated content; the Vietnamese case shows that data, infrastructure, and cultural context 
are system-design constraints, not merely missing models. 

6.2. Contributions 

Synthesizing these results, the contributions are methodological, a source-verified 
evidence base, a within-benchmark-only comparison protocol, and a per-study risk-of-bias 
appraisal, and conceptual: the multi-axis framework, the family trade-off map, the five-stage 
account of the field's evolution, the dependency-based reading of open challenges, and a set 
of transferable low-resource design principles. The conceptual contributions, rather than the 
additional references, distinguish this review from prior surveys (Table 1): they change how 
the reported evidence is interpreted, not merely how much of it is cataloged. 

6.3. A Prioritized Research Agenda and Recommendations 

The trade-offs above imply an order of priorities for future research, ranked by their 
leverage over other challenges, their feasibility, and their importance for reliable deployment. 
1. Priority 1, Evaluation that reflects generalization: temporal, event-disjoint, cross-

domain, cross-platform, and cross-lingual splits, with uncertainty and multiple runs 
reported. Without this, apparent progress cannot be trusted. 

2. Priority 2, Multilingual and low-resource datasets: high-quality labels, standardized 
metadata, drift control, and coverage of AI-generated content. 

3. Priority 3, Evidence-integrating yet early-detecting models: combining content, source, 
and knowledge retrieval, updating as propagation accrues, with uncertainty-aware 
prediction. 

4. Priority 4, Robustness and provenance: adversarial evaluation, detection of LLM-
generated misinformation, source attribution, and content provenance. 

5. Priority 5, Verifiable explanation: rationales grounded in evidence, citation-grounded 
justifications, and tests of explanation faithfulness. 
 

The ordering is dependency-based, not arbitrary. P1 is placed first because reliable 
evaluation is a prerequisite for judging progress under all subsequent priorities. P2 follows 
because robust multilingual and low-resource datasets are needed to operationalize the 
evaluation protocols of P1. P3-P5 concern model-design and deployment properties whose 
benefits cannot be established reliably until the evaluation and data foundations of P1-P2 are 
in place. 

These priorities in turn shape practical recommendations. For academic research: report 
interpretability alongside accuracy; evaluate cross-domain and cross-lingual generalization 
explicitly; release code, weights, and datasets; verify performance claims against primary 
sources; and treat adversarial robustness as a first-class criterion. For application 
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development: combine complementary methods (Transformer + multimodal + graph); keep 
humans in the loop for high-stakes decisions; monitor and retrain as patterns drift; provide 
explanations; and use tiered pipelines to balance throughput and accuracy. For policy-making: 
fund standardized multilingual datasets emphasizing low-resource languages; set accuracy, 
transparency, and fairness standards; ensure countermeasures preserve free expression; and 
support media-literacy programs. For education: integrate media literacy and critical thinking 
into curricula and train journalists and fact-checkers on the capabilities and limits of 
automated tools. 

6.4. Limitations 

First, the corpus is enumerated rather than exhaustive (45 studies), so some relevant 
studies are omitted, and the family shares describe this corpus rather than the entire field. 
Second, searches were mainly in English and Vietnamese, so Chinese-, Spanish-, and other-
language works are underrepresented. Third, seven candidate studies were excluded because 
their reported metric or citation could not be verified; this improves reliability but may bias 
toward well-documented work. Fourth, the corpus admits well-cited preprints alongside peer-
reviewed papers, trading some formal review for currency. Fifth, reported metrics reflect each 
study's own datasets and protocols; we therefore avoid pooling and confine comparison to 
within-benchmark settings, but residual incomparability remains. These limitations point to 
the future directions under RQ5. 

6.5. Threats to Validity 

Beyond these limitations, four threats to validity are worth stating explicitly. Selection 
bias: candidates were assembled purposively and screened by the authors, so relevant studies 
outside the anchor surveys and browsed venues may be missing, and the requirement that a 
headline metric be source-verifiable can favor better-documented work; the released corpus 
and excluded list let readers judge this directly. Extraction bias: reducing each study to a single 
headline figure, even under the predefined hierarchy of Section 3.3, discards within-study 
variation, and a different hierarchy could yield somewhat different ranges; we mitigate this by 
recording the chosen metric, its setting, and its evidence per study. Classification bias: the 
single-assignment rule of Section 3.4 imposes discrete families on methods that are genuinely 
hybrid, which the non-exclusive capability tags only partly offset. Publication and reporting 
bias: the literature over-represents positive, high-accuracy results and under-reports variance, 
external validation, and negative findings, so the corpus-level picture is likely optimistic. 
Finally, source verification establishes that a reported number matches its primary source; it 
does not re-run experiments or audit the underlying data, so it certifies provenance, not 
internal validity or independent reproducibility. 

6.6. Concluding Remarks 

Fake news detection is a complex, fast-moving challenge. Deep-learning methods 
achieve strong benchmark numbers, but these vary with the evaluation dataset and setting; 
across this corpus, performance is heterogeneous and overlapping, no family dominates, and 
LLM detectors are so far weak and highly variable. The same LLMs are potent misinformation 
generators, producing content humans identify only slightly above chance, which makes 
robust, interpretable, and adaptive detection essential. For Vietnam, sustained investment is 
needed in high-quality datasets, stronger Vietnamese-specific pre-trained models, and 
collaboration among academia, industry, and fact-checkers. 
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