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Abstract: Secure interactive, embedded, and edge communication systems are often deployed in phys-

ically exposed environments where algorithmically secure ciphers may exhibit implementation-specific 

leakage. This paper presents a simulation-based evaluation of a configurable hybrid AES-Blowfish 

framework comprising AES-Hybridization, Combined Blowfish Trilogy, and cascaded Blowfish-to-

AES modes. The AES-Hybridization path combines AES-256-CBC, Argon2id-derived whitening ma-

terial, HMAC-based integrity binding, plaintext masking, and modeled randomized hiding activity. The 

hiding activity is represented solely within the leakage simulation and does not modify the plaintext or 

ciphertext. The Blowfish path employs session-dependent P-array randomization, dynamic S-box ini-

tialization, and a three-stage Feistel-like structure. The framework is evaluated using representative 

IoT/edge workload proxies, component-level ablation studies, modeled leakage assessment, non-ideal 

leakage scenarios, parameter-sensitivity analysis, and a software-level performance model. Compared 

with the simulated baseline configurations, the proposed modes reduce modeled TVLA, CPA, and 

DPA distinguishability, with AES-Hybridization providing the most balanced security-performance 

trade-off and the cascaded mode achieving the lowest modeled distinguishability at the highest com-

putational cost. All findings are derived exclusively from simulation; no validation using physical power 

traces, electromagnetic traces, FPGA implementations, or microcontroller platforms is claimed. 

Keywords: AES; Blowfish; CPA; Hybrid cryptography; IoT cryptography; Side-channel security; 

TVLA; Simulation-based leakage assessment. 

 

1. Introduction 

Cryptographic protection is essential for modern communication systems. However, the 
mathematical security of a cryptographic primitive does not necessarily guarantee the security 
of its physical or software implementation. Interactive systems, intelligent edge devices, wear-
ables, smart gateways, embedded human-machine interfaces, and IoT communication nodes 
often operate in environments where an adversary can observe timing, power consumption, 
electromagnetic emanations, memory behavior, or other implementation-dependent signals. 
Consequently, side-channel analysis is directly relevant to the security of interactive and ap-
plied communication technologies [1]–[4]. 

AES remains one of the most widely used symmetric-key primitives, while Blowfish and 
related designs continue to be adopted in lightweight, image-encryption, and comparative 
cryptographic studies [5]–[9]. Nevertheless, conventional implementations may expose stable 
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intermediate computations, S-box activity, key-schedule behavior, or mode-dependent data 
patterns. Accordingly, countermeasures such as masking, hiding, shuffling, key whitening, 
constant-time programming, dynamic substitution, and randomized internal states have been 
extensively investigated [1]–[4], [10]–[17]. 

The present work investigates a configurable cryptographic framework for secure inter-
active and edge communication systems while maintaining a clearly defined simulation-based 
evidence boundary. The framework is not intended to replace hardware-validated side-chan-
nel countermeasures. Instead, it is designed as a programmable cryptographic module whose 
operating mode can be selected according to the threat level, latency requirements, workload 
size, and resource constraints. Representative application scenarios include smart sensing in-
terfaces, medical and wearable communication devices, mobile edge nodes, industrial human-
machine interfaces (HMIs), IoT gateways, and smart-grid communication environments [5]. 

Rather than claiming novelty for the individual cryptographic primitives or side-channel 
countermeasure families, this work contributes a configurable framework that coordinates 
two independently hardened cipher paths together with an optional cascaded mode. The pro-
posed architecture comprises an AES-Hybridization path that combines AES-256-CBC, Ar-
gon2id-derived whitening material, HMAC-based integrity binding, plaintext masking, and 
modeled randomized hiding activity; a Combined Blowfish Trilogy path that employs session-
dependent P-array randomization, dynamic S-box initialization, and a three-stage Feistel-like 
structure; and a sequential Blowfish-to-AES mode for higher-risk communication scenarios. 
The evaluation separately examines ciphertext randomness, modeled leakage characteristics, 
and performance overhead, thereby ensuring that each result is interpreted within its appro-
priate evidence boundary. The main contributions of this work are summarized as follows: 

• A configurable hybrid cryptographic framework that integrates AES-Hybridization, 
Combined Blowfish Trilogy, and an optional cascaded Blowfish-to-AES mode to sup-
port different security and computational requirements in interactive, embedded, IoT, 
and edge communication systems. 

• A unified simulation-based evaluation framework that systematically assesses the pro-
posed operating modes through modeled leakage analysis, component-level ablation 
studies, parameter-sensitivity analysis, representative IoT/edge workload proxies, and 
software-level performance estimation within a clearly defined simulation boundary. 

• A comparative analysis of the proposed operating modes, highlighting their security-
performance trade-offs under representative deployment scenarios while explicitly lim-
iting all conclusions to simulation-derived evidence. 
 

The proposed framework is evaluated exclusively through simulation; therefore, all re-
sults should be interpreted within this evidence boundary. The remainder of this paper is 
organized as follows. Section 2 reviews related studies on side-channel attacks, cryptographic 
countermeasures, and hybrid encryption frameworks. Section 3 presents the proposed cryp-
tographic framework and its operating modes. Section 4 describes the experimental setup, 
simulation environment, and evaluation methodology. Section 5 presents and discusses the 
experimental results, including security, leakage, performance, scalability, and comparative 
analyses. Finally, Section 6 concludes the paper and outlines directions for future work. 

2. Related Work 

Side-channel security research has evolved from the statistical evaluation of crypto-
graphic outputs to implementation-level leakage analysis. Recent studies have investigated 
AES leakage datasets, modern hardware attack surfaces, provable side-channel security, hy-
brid post-quantum monitoring, Argon2 adoption, FPGA-oriented AES protection, synthe-
sizable AES-256 signature attenuation, and data augmentation for protected AES implemen-
tations [1]–[4], [12]–[15]. Collectively, these studies demonstrate that practical cryptographic 
security should be evaluated with respect to a specific implementation and attack model rather 
than inferred solely from the mathematical properties of the underlying cipher. 

Masked AES implementations randomize sensitive intermediate values before opera-
tions such as S-box evaluation, thereby reducing the statistical dependence between physical 
leakage and secret data. Although effective, these countermeasures generally introduce addi-
tional randomness requirements, implementation complexity, and computational overhead 
[3], [13]–[15]. Hardware-oriented approaches, including FPGA-based protection and 
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signature attenuation, provide stronger implementation-level evidence; however, their effec-
tiveness remains platform-specific and requires validation using physical measurements [13], 
[14]. 

Research on Blowfish has explored dynamic substitution techniques, modified internal 
lookup tables, and generalized Feistel structures. Because Blowfish derives its security-critical 
P-arrays and S-boxes from the encryption key, session-dependent diversification of these 
structures can alter memory-access behavior and diffusion characteristics. However, these 
techniques have rarely been integrated with AES-oriented side-channel countermeasures or 
evaluated comparatively under a common simulation protocol [6]–[9], [11]. Despite these ad-
vances, a gap remains in the availability of a configurable cryptographic framework that sys-
tematically compares AES-based and Blowfish-based hardening strategies under a common 
simulation protocol while explicitly distinguishing ciphertext randomness, modeled leakage 
behavior, and implementation-level security. 

Accordingly, the proposed framework is positioned as a complementary research plat-
form rather than a replacement for formal masking schemes, threshold implementations, 
hardware-level countermeasures, standardized lightweight authenticated encryption, or pre-
viously reported hybrid and cascaded cryptographic constructions [18], [19]. Those ap-
proaches provide stronger theoretical guarantees or implementation-specific assurance within 
their respective security models. In contrast, the present work addresses the need for a trans-
parent, configurable, and simulation-based evaluation framework that systematically quanti-
fies the contributions of individual security components, analyzes workload scalability and 
non-ideal leakage behavior, and characterizes the associated security-performance trade-offs. 
By explicitly limiting all conclusions to simulation-derived evidence, the framework estab-
lishes a reproducible foundation for future implementation and hardware-validation studies. 

3. Proposed Method 

3.1 Threat Model and Design Objectives 

The proposed framework assumes an adversary capable of observing implementation-
dependent leakage, including timing behavior and modeled power or electromagnetic signals, 
from software-based or embedded deployment environments. The adversary is not assumed 
to compromise the mathematical security of AES or Blowfish; instead, the objective is to 
exploit statistical correlations between secret-dependent intermediate states and observable 
leakage. Accordingly, the design objectives are to reduce stable key-dependent regularities, 
provide selectable protection modes, support deployment in interactive and edge communi-
cation systems, and maintain clearly defined evidence boundaries for simulation-based evalu-
ation. 

The adopted threat model explicitly distinguishes modeled leakage from physical leakage. 
The adversary is assumed to exploit correlations represented in simulated leakage traces. 
These traces are not intended to reproduce oscilloscope-acquired power measurements, elec-
tromagnetic measurements, microarchitectural leakage, or compiler-dependent execution be-
havior. Consequently, all security-related observations presented in this work should be in-
terpreted within the defined simulation boundary rather than as evidence of hardware-vali-
dated side-channel resistance. 

3.2. Framework Architecture and Operating Modes 

Figure 1 presents the overall workflow of the proposed framework. Representative 
IoT/edge workload proxies are first processed by a mode-selection layer that selects the op-
erating mode according to the threat level, latency requirements, workload size, and available 
computational resources. The AES-Hybridization path targets deployments requiring stand-
ardized AES-based protection with moderate computational overhead. The Combined Blow-
fish Trilogy path emphasizes session-dependent internal-state diversification, whereas the cas-
caded Blowfish-to-AES mode is intended for higher-risk communication scenarios in which 
additional latency, memory consumption, and setup cost are acceptable. 

Rather than introducing new cryptographic primitives, the proposed framework inte-
grates established cryptographic mechanisms into a configurable side-channel-aware architec-
ture. AES, Blowfish, HMAC, Argon2id, CBC chaining, masking, whitening, dynamic substi-
tution, and cascaded encryption are well-established techniques. Their contribution in this 
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work lies in their coordinated integration within a unified framework whose operating mode 
can be selected according to communication requirements and systematically evaluated under 
a common simulation protocol. 

 

Figure 1. Overall architecture of the proposed hybrid AES-Blowfish framework. 

The proposed framework is not intended to replace formally verified masking schemes, 
threshold implementations, or platform-specific hardware countermeasures [20], [21]. In-
stead, it provides a unified simulation-based evaluation framework that combines AES hard-
ening, session-dependent Blowfish-state diversification, and an optional cascaded encryption 
mode. This common evaluation protocol supports consistent ablation studies, modeled leak-
age assessment, scalability analysis, and performance evaluation while explicitly distinguishing 
ciphertext randomness, modeled leakage behavior, and implementation-level security. Ac-
cordingly, the proposed framework should be interpreted as a candidate architecture for fu-
ture hardware validation rather than as a hardware-validated side-channel-resistant implemen-
tation. 

3.3. AES-Hybridization Path 

The AES-Hybridization path is formulated as a block-level cryptographic transfor-
mation that combines AES-256-CBC with input randomization, key-dependent state diversi-
fication, integrity-bound metadata handling, and a modeled hiding layer. The mathematical 
formulation presented below defines the cryptographic transformation evaluated in Section 
4. The hiding layer is applied only to simulated implementation activity rather than to the 
plaintext or ciphertext and therefore does not appear in the encryption or decryption equa-
tions. Accordingly, the proposed path is not presented as a formally proven masking scheme 
or a hardware-validated side-channel countermeasure. 

Let 𝑃𝑖 denote the i-th plaintext block, 𝐼𝑉 the initialization vector, 𝐾𝐴𝐸𝑆 the AES-256 

encryption key, 𝐾𝑝𝑟𝑒 the pre-whitening key, 𝐾𝑝𝑜𝑠𝑡 the post-whitening key, 𝑅𝑖 the random 

masking block, and 𝐶𝑖 the i-th ciphertext block. Whitening and authentication-related mate-

rial are first derived from a master secret 𝑀𝑆 and a salt 𝑠 using Argon2id with memory cost 

𝑚, iteration count 𝑡, parallelism 𝑝, and output length 𝐿: 

𝐾𝐷 = Argon2id(𝑀𝑆, 𝑠; 𝑚, 𝑡, 𝑝, 𝐿)  (1) 

The derived material is then divided into independent subkeys to ensure that the same keying 
material is not simultaneously reused for encryption, whitening, and authentication: 
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(𝐾𝐴𝐸𝑆 , 𝐾𝑝𝑟𝑒 , 𝐾𝑝𝑜𝑠𝑡 , 𝐾𝐻𝑀𝐴𝐶) = Split(𝐾𝐷)  (2) 

HMAC is employed to provide integrity protection for the whitening material and associated 
encryption metadata. This construction is not intended to represent a formal authenticated-
encryption proof. Instead, the whitening keys and ciphertext-related metadata are crypto-
graphically bound to an authentication tag, enabling the receiver to detect accidental or ad-
versarial modifications: 

𝜏𝐾 = HMAC𝐾𝐻𝑀𝐴𝐶
(𝐾𝑝𝑟𝑒‖𝐾𝑝𝑜𝑠𝑡‖𝑐𝑜𝑛𝑡𝑒𝑥𝑡)  (3) 

Padding and masking are applied on a block-by-block basis before CBC chaining. The masked 
plaintext block is defined as: 

𝑃̃𝑖 = 𝑃𝑎𝑑(𝑃𝑖) ⊕ 𝑅𝑖  (4) 

The masked block is subsequently combined with the previous ciphertext block and the pre-

whitening key to produce the CBC input. For the first block, 𝐶𝑖−1 is replaced with the ini-
tialization vector: 

𝑋𝑖 = 𝑃̃𝑖 ⊕ 𝐶𝑖−1 ⊕ 𝐾𝑝𝑟𝑒 ,      𝐶𝑜 = 𝐼𝑉 (5) 

AES encryption is then performed as 

𝑌𝑖 = 𝐸𝐾𝐴𝐸𝑆
(𝑋𝑖) (6) 

Finally, post-whitening produces the transmitted ciphertext block: 

𝐶𝑖 = 𝑌𝑖 ⊕ 𝐾𝑝𝑜𝑠𝑡 (7) 

The ciphertext-level authentication tag is defined as: 

𝜏𝐶 = 𝐻𝑀𝐴𝐶𝐾𝐻𝑀𝐴𝐶
(𝐼𝑉 ∥ 𝐶1 ∥ 𝐶2 ∥ ⋯ ∥ 𝐶𝑛 ∥ 𝑚𝑒𝑡𝑎𝑑𝑎𝑡𝑎)  (8) 

By modifying the relationships among the plaintext, intermediate states, and transmitted 
ciphertext, the proposed construction alters the values presented to the modeled leakage func-
tions. Practical deployment would additionally require secure management of initialization 
vectors, salts, masking information or deterministic mask-regeneration inputs, refresh poli-
cies, authentication tags, and session metadata. The present evaluation assumes that the re-
quired ciphertext and associated metadata are available for correct decryption and reproduc-
ible simulation but does not validate metadata management within an operational communi-
cation system. 

Within this work, the term noise insertion refers to randomized, nonfunctional hiding 
activity, such as dummy-operation windows or additive activity in the modeled leakage trace, 
rather than numerical noise added to the plaintext or ciphertext. Consequently, this hiding 
mechanism requires neither decryption reversal nor additional recovery metadata. It should 
also be distinguished from the background leakage noise, timing jitter, signal drift, and 
memory-access disturbances introduced later as evaluation stressors across all operating 
modes. 

3.4. Combined Blowfish Trilogy Path 

The Combined Blowfish Trilogy path is formulated as a session-dependent Feistel-based 
construction. Its primary design objective is to reduce stable internal-state regularity by re-
freshing the P-array and S-box structures using a session seed together with a cryptograph-
ically secure pseudorandom generator. Similar to the AES-Hybridization path, this construc-
tion is intended for comparative simulation within the proposed framework rather than as a 
formally analyzed lightweight cipher. 

Let 𝐾𝐵𝐹 denote the Blowfish master key, 𝑆𝑗 the j-th session seed, and 𝐺(⋅) the state-
generation function that produces the session-dependent P-array and S-box structures. The 
session-specific Blowfish state is defined as: 

𝑆𝑡𝑎𝑡𝑒𝑗 = 𝐺(𝐾𝐵𝐹 , 𝑆𝑗) = {𝑃𝐴𝑟𝑟𝑎𝑦𝑗 , 𝑆𝐵𝑜𝑥𝑗}  (9) 
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Each 64-bit input block 𝐵𝑙 is divided into left and right halves: 

𝐵𝑙 = 𝐿𝑙 ∥ 𝑅𝑙  (10) 

The round function is modeled using a simplified Blowfish-like F-function with four S-box 

lookups derived from the session-specific state. If 𝑅𝑙 is represented by the four bytes 𝑎, 𝑏, 

𝑐, and 𝑑, then 

𝐹𝑗(𝑅𝑙) = ((𝑆𝑗,1[𝑎] + 𝑆𝑗,2[𝑏]) ⊕ 𝑆𝑗,3[𝑐]) + 𝑆𝑗,4[𝑑] (11) 

The trilogy path is implemented as a variation of a Feistel network. Three consecutive 
Blowfish-like transformations are applied using the same session-specific state generated for 
the current encryption session. The corresponding block transformation is expressed as: 

𝐵𝑙 = 𝐵𝐹(𝐵0; 𝑆𝑡𝑎𝑡𝑒𝑗), 𝐵2 = 𝐵𝐹(𝐵1; 𝑆𝑡𝑎𝑡𝑒𝑗), 𝐶𝐵𝐹 = 𝐵𝐹(𝐵2; 𝑆𝑡𝑎𝑡𝑒𝑗) (12) 

The underlying rationale is that session-to-session variation in the P-array and S-box 
structures modifies the modeled leakage characteristics associated with table-access opera-
tions, thereby reducing the stability measured by CPA- and DPA-based distinguishability met-
rics. This diversification introduces additional setup overhead because session-state genera-
tion precedes encryption. Consequently, the Combined Blowfish Trilogy path should not be 
interpreted as an intrinsically lightweight construction but rather as an alternative operating 
mode for comparative security-performance evaluation within the proposed framework. 

3.5. Cascaded Blowfish-to-AES Mode 

The cascaded operating mode sequentially applies the Combined Blowfish Trilogy path 
followed by the AES-Hybridization path. This mode is intended for higher-risk communica-
tion scenarios in which additional computational overhead, memory consumption, and setup 
cost are acceptable in exchange for increased cryptographic diversification. The cascaded en-
cryption process is represented as: 

𝐶𝐻 = 𝐴𝐸𝑆𝐻𝑦𝑏𝑟𝑖𝑑(𝐵𝐹𝑇𝑟𝑖𝑙𝑜𝑔𝑦(𝑃; 𝐾𝐵𝐹 , 𝑆𝑗); 𝐾𝐴𝐸𝑆 , 𝐼𝑉, 𝑅) (13) 

The corresponding decryption process follows the reverse order of encryption: 

𝑃 = 𝐵𝐹𝑇𝑟𝑖𝑙𝑜𝑔𝑦
−1 (𝐴𝐸𝑆𝐻𝑦𝑏𝑟𝑖𝑑

−1 (𝐶𝐻); 𝐾𝐵𝐹 , 𝑆𝑗) (14) 

This operating mode evaluates whether combining the two independently diversified 
cryptographic paths further reduces modeled distinguishability compared with either operat-
ing mode individually. The cascaded configuration therefore represents the highest computa-
tional-cost mode considered in this study and should be interpreted as a comparative simula-
tion scenario rather than as evidence of absolute security or hardware-validated side-channel 
resistance. 

3.6. Parameterization and Implementation Boundaries 

The proposed framework distinguishes cryptographic parameters from simulation pa-
rameters to preserve clear interpretation boundaries throughout the evaluation. Crypto-
graphic parameters include key size, initialization vector length, authentication-tag length, salt 
length, mask-refresh policy, session-seed refresh policy, and dynamic table-generation policy. 
Simulation parameters include workload class, repetition count, background leakage-noise 
model, timing jitter, leakage observation point, signal drift, and statistical-analysis settings. 
The design-level hiding amplitude associated with the AES-Hybridization path is treated in-
dependently from the background leakage noise introduced to evaluate all operating modes 
under non-ideal conditions. 

The metadata requirements also differ across the operating modes. The AES-Hybridi-
zation path requires an initialization vector, salt, masking information or deterministic mask-
regeneration inputs, an HMAC authentication tag, and context metadata. The Combined 
Blowfish Trilogy path requires a session identifier together with the associated seed-handling 
and state-regeneration policies. In the cascaded operating mode, metadata from both crypto-
graphic paths must be preserved in the appropriate order to ensure successful decryption. 
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The evaluation assumes that all required cryptographic parameters and metadata are 
available for reproducible simulation and correct decryption. However, the proposed frame-
work does not validate metadata management, synchronization, storage, transmission, or 
lifecycle management within an operational communication system. These aspects remain 
implementation-dependent and are intentionally excluded from the simulation boundary 
adopted in this work. 

4. Experimental Setup 

4.1 Evaluation Scope, Configurations, and Workloads 

The experimental evaluation is conducted entirely through simulation and encompasses 
configuration comparison, representative workload behavior, component-level ablation, 
modeled leakage analysis, parameter sensitivity, scalability, performance evaluation, and 
broader attack-model screening. No physical power traces, electromagnetic measurements, 
FPGA implementations, oscilloscope acquisitions, or microcontroller-based experiments 
were performed. Consequently, all reported results should be interpreted within the simula-
tion boundary defined in Section 3 rather than as evidence of hardware-validated side-channel 
resistance. 

The evaluation methodology follows three guiding principles. First, all directly simulated 
configurations are evaluated under consistent workload profiles, repetition counts, and mod-
eled leakage assumptions. Second, every reported result is assigned to a clearly defined inter-
pretation boundary, including ciphertext-randomness assessment, modeled leakage distin-
guishability, performance estimation, or analytical attack-model screening. Third, the raw sim-
ulation datasets, figure data, summary outputs, and Python scripts are provided as supple-
mentary material to support reproducibility. 

Figure 2 illustrates the overall workflow of the simulation-based evaluation methodology 
adopted in this study. The workflow begins with representative IoT/edge workload genera-
tion, followed by configuration selection, component-level ablation, modeled leakage gener-
ation, evaluation under non-ideal conditions, TVLA/CPA/DPA analysis, performance esti-
mation, broader attack-model screening, and supplementary reproducibility support. 

 

Figure 2. Overall workflow of the proposed simulation-based evaluation methodology. 

Configurations C0–C5 were generated directly within a unified simulation workflow. 
Configurations C0, C1, and C3 serve as conventional baseline implementations, whereas C2, 
C4, and C5 represent the three proposed operating modes described in Section 3. Configura-
tions C6–C8 are included only as abstract software-level reference proxies. Specifically, C6 
and C7 provide AEAD-oriented comparison points under the same workload and perfor-
mance model, while C8 represents an Ascon-like literature-oriented reference rather than an 
implementation of standardized Ascon. None of the reference proxies (C6–C8) represents 
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measured hardware performance, validated cryptographic-library benchmarks, or implemen-
tation-level side-channel evidence. 

For the directly simulated configurations (C0–C5), identical workload profiles, repetition 
counts, modeled leakage assumptions, and statistical reporting procedures were employed to 
ensure fair comparison. Reference-proxy configurations (C6–C8) are interpreted separately 
and are not used to claim superiority over standardized implementations. Ciphertext random-
ness, TVLA, CPA, DPA, performance, and broader attack-model screening are therefore re-
ported as independent evaluation dimensions. Accordingly, NIST SP 800-22 results are inter-
preted solely as indicators of ciphertext randomness rather than evidence of side-channel 
resistance, consistent with the documented limitations of statistical randomness test suites 
[10], [17], [22], [23]. Table 1 summarizes the evaluated configurations, their respective roles, 
nominal performance indicators, and reporting boundaries adopted throughout the simula-
tion-based evaluation. 

Table 1. Evaluated configurations, nominal summary values, and reporting boundaries. 

Code Configuration Role 
Throughput 

(Mbps, 1 MB, 
nominal) 

Peak Memory 
(MB, nominal) 

TVLA Max 
|t| 

CPA Max 
Corr. 

Setup 
(ms) 

Reporting Boundary 

C0 Original AES Baseline 206.6 12.2 8.65 0.538 1.2 
Direct simulation; no 

hardware data 

C1 AES-CBC baseline 
Baseline with 
CBC mode 

195.0 12.8 8.10 0.500 1.4 
Direct simulation; no 

hardware data 

C2 AES-Hybridization 
Proposed 
AES path 

169.7 18.6 3.11 0.076 8.6 
Direct simulation; no 

hardware data 

C3 Original Blowfish Baseline 184.1 10.4 7.53 0.386 1.0 
Direct simulation; no 

hardware data 

C4 
Combined Blowfish 

Trilogy 
Proposed 

Blowfish path 
143.9 20.9 3.41 0.095 6.4 

Direct simulation; no 
hardware data 

C5 
Cascaded Blowfish-

to-AES 

High-security 
cascaded 

mode 
74.7 29.6 2.50 0.055 14.8 

Direct simulation; no 
hardware data 

C6 
AES-GCM refer-

ence 
AEAD refer-
ence proxy 

188.0 14.5 7.90 0.460 2.2 
Simulation proxy; no  
validated benchmark 

C7 
ChaCha20-

Poly1305 reference 
AEAD refer-
ence proxy 

220.0 13.8 6.80 0.340 2.0 
Simulation proxy; no  
validated benchmark 

C8 
Ascon-like AEAD 

reference 

Ascon-like 
reference 

proxy 
135.0 11.8 6.20 0.310 2.5 

Ascon-like proxy; not 
standardized Ascon 

 

Representative workload classes were constructed as structured simulation proxies be-
cause generic byte streams do not adequately represent communication patterns commonly 
encountered in IoT and edge-computing environments. The workload profiles include sensor 
telemetry, wearable-health packets, industrial HMI commands, edge-gateway batches, mixed 
edge streams, and large stress payloads. These workloads were generated synthetically from 
representative message structures and payload-size ranges rather than collected from de-
ployed devices. The workload set is defined as: 

𝑊 = {𝑤𝑠𝑒𝑛𝑠𝑜𝑟 , 𝑤𝑤𝑒𝑎𝑟𝑎𝑏𝑙𝑒 , 𝑤𝐻𝑀𝐼 , 𝑤𝑔𝑎𝑡𝑒𝑤𝑎𝑦 , 𝑤𝑚𝑖𝑥𝑒𝑑 , 𝑤𝑠𝑡𝑟𝑒𝑠𝑠} (15) 

where each workload 𝑤 ∈ 𝑊 is characterized by a payload-size distribution, a structural 
communication pattern, and a repetition count. Smaller telemetry workloads emphasize la-
tency and per-packet overhead, whereas gateway batches and stress payloads primarily evalu-
ate throughput and memory behavior. This design enables the evaluation to determine 
whether performance and security trends remain consistent across different communication 
profiles and payload sizes. Table 2 summarizes the representative workload profiles used 
throughout the simulation-based evaluation. Table 3 summarizes the parameter settings 
adopted throughout the simulation-based evaluation. The rationale and implementation of 
each parameter group are discussed in detail in Section 4.2. 
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Table 2. Representative IoT/edge workload profiles. 

Code Workload 
Representative 

Scenario 
Minimum 

Bytes 
Maximum 

Bytes 
Mean 
Bytes 

Source / Boundary 

W1 
Sensor telem-

etry packet 
IoT small-mes-

sage proxy 
32 128 67.2 

Simulation-derived 
structured proxy; not 

captured from deployed 
devices 

W2 
Wearable 

health packet 
Wearable/medical 

telemetry proxy 
128 480 242.7 

Simulation-derived 
structured proxy; not 

captured from deployed 
devices 

W3 
Industrial 

HMI com-
mand packet 

Industrial HMI 
command proxy 

64 240 138.1 

Simulation-derived 
structured proxy; not 

captured from deployed 
devices 

W4 
Edge gateway 

batch 
Gateway aggre-
gated payload 

5,248 227,904 57,109.3 

Simulation-derived 
structured proxy; not 

captured from deployed 
devices 

W5 
Mixed edge 

stream 
Mixed edge com-
munication proxy 

1,152 961,872 217,702.4 

Simulation-derived 
structured proxy; not 

captured from deployed 
devices 

W6 
Stress edge 

payload 
Large-payload 
stress proxy 

10,485,760 10,485,760 10,485,760 

Simulation-derived 
structured proxy; not 

captured from deployed 
devices 

Table 3. Parameter settings used in the simulation-based evaluation. 

Parameter Levels Purpose 

Argon2id memory cost 16, 32, 64 MB 
Sensitivity setting; simulation-derived setup 

overhead 

Argon2id iterations 1, 2, 3 Sensitivity setting for key-derivation cost 

Argon2id parallelism 1, 2 Sensitivity setting 

Mask refresh policy 
Per session, per packet, per 

block 
Lower reuse generally reduces modeled 

leakage 

AES-H hiding-activity 
amplitude 

Low, medium, high 
Design-level simulated dummy/additive  
activity; does not modify message data 

Background leakage noise 
Low, medium, high; Gaussian, 

uniform, mixed 
Evaluation stressor applied in leakage   

scenarios 

P-array refresh policy Per session, per packet Blowfish Trilogy dynamic-state sensitivity 

S-box refresh policy Per session, per batch Dynamic table sensitivity 

Session seed policy Unique, reused stress scenario Misuse/stress evaluation only 

4.2. Parameter Settings and Reproducibility 

Table 3 summarizes the parameter settings adopted throughout the simulation-based 
evaluation. The following discussion explains the rationale for each parameter group while 
distinguishing cryptographic parameters from simulation-specific evaluation settings. To sup-
port reproducibility and isolate the contribution of each design element, all parameter settings 
were explicitly specified. The AES-Hybridization path is parameterized by the AES key size, 
CBC operating mode, initialization-vector length, padding rule, mask-refresh policy, modeled 
hiding-activity amplitude, Argon2id configuration, and HMAC-tag handling. The Combined 
Blowfish Trilogy path is parameterized by the session-seed length, P-array refresh policy, S-
box refresh policy, and the number of Feistel-like stages. Background leakage-noise amplitude 
and distribution, temporal jitter, baseline drift, and workload sampling are treated as evalua-
tion parameters rather than cryptographic inputs. Noncryptographic simulation seeds are 
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fixed only to reproduce modeled disturbances and lookup-table generation, whereas crypto-
graphic session variables are regarded as independent conceptual inputs. The complete pa-
rameter vector is defined as: 

𝛩 = {𝜃𝐴𝐸𝑆, 𝜃𝐴𝑟𝑔𝑜𝑛2𝑖𝑑 , 𝜃𝐻𝑀𝐴𝐶 , 𝜃𝑚𝑎𝑠𝑘 , 𝜃𝑛𝑜𝑖𝑠𝑒 , 𝜃𝐵𝐹 , 𝜃𝑠𝑖𝑚} (16) 

where 𝜃𝑠𝑖𝑚 denotes the simulation-only parameter group, including the repetition count, 
background leakage-noise level, temporal jitter magnitude, drift factor, and workload-sam-
pling policy. These parameters do not represent implementation claims; instead, they define 
the reproducibility range of the simulation-based evaluation. 

4.3. Ablation and Modeled Leakage Analysis Protocol 

The ablation study quantifies the marginal contribution of each principal component 
within the proposed framework. For the AES-Hybridization path, components are progres-
sively activated from the baseline configuration to the complete operating mode. The Com-
bined Blowfish Trilogy path follows the same incremental strategy, while the hybrid evalua-
tion compares the complete AES-Hybridization, Combined Blowfish Trilogy, and cascaded 
Blowfish-to-AES operating modes. The incremental contribution of each additional compo-
nent is expressed as: 

𝛥𝑆(𝑞) = 𝑆(𝑞) − 𝑆(𝑞 − 1) (17) 

For leakage-oriented metrics in which lower values indicate improved security, such as 

TVLA ∣t∣ and CPA correlation, improvement is defined as a reduction in the corresponding 
metric. For performance-oriented metrics, including execution time and memory consump-
tion, the same ablation sequence is used to quantify the additional computational cost intro-
duced by each component. This evaluation strategy avoids treating the proposed framework 
as a black-box combination of existing techniques by explicitly identifying the contribution 
of each design element.  

The baseline modeled leakage follows the Hamming-weight and Hamming-distance as-
sumptions. For AES-based configurations, the first-round S-box output corresponding to a 

key hypothesis k is selected as the target intermediate state. For plaintext byte 𝑃𝑖, the modeled 
intermediate value is defined as: 

𝑉𝑖,𝑘 = 𝑆𝐵𝑜𝑥(𝑃𝑖 ⊕ 𝑘) (18) 

The modeled leakage combines Hamming-weight and Hamming-distance terms with 
additive background disturbance. For AES-Hybridization configurations, a separate configu-
ration-controlled hiding component represents the nonfunctional activity introduced in Sec-
tion 3.3: 

𝐿𝑖(𝑡) = 𝛼𝑡  𝐻𝑊(𝑉𝑖,𝑘) + 𝛽𝑡  𝐻𝐷(𝑉𝑖,𝑘, 𝑉𝑖−1,𝑘) + 𝜂𝑖(𝑡) (19) 

To approximate non-ideal operating conditions, the leakage model further incorporates 
temporal jitter, trace misalignment, amplitude scaling, baseline drift, memory-access leakage, 
dummy-operation windows, and multipoint leakage windows: 

𝐿′𝑖(𝑡) = 𝑔𝑖𝐿𝑖(𝑡 − 𝛿𝑖) + 𝑑𝑖(𝑡) + 𝜇𝑖(𝑡) + 𝜈𝑖(𝑡) (20) 

where 𝑔𝑖 , 𝛿𝑖, 𝑑𝑖(𝑡), 𝜇𝑖(𝑡), and 𝜈𝑖(𝑡) denote amplitude scaling, temporal misalignment, base-
line drift, memory-access leakage, and background random noise, respectively. These evalua-
tion stressors are applied independently of the design-level hiding activity introduced by the 
AES-Hybridization path to assess whether the observed simulation trends remain stable un-
der less ideal operating conditions. 

Fixed-versus-random Welch's t-tests were employed for TVLA following established 
side-channel assessment practice [24], [25]. The fixed and random trace groups are compared 

at each sampling point 𝑡 using Equation (21). 
A first-order leakage indication is recorded when the maximum absolute t-value exceeds 

the commonly adopted threshold of |𝑇| > 4.5. Within this work, the threshold serves solely 
as a simulation-screening indicator and does not constitute evaluation under ISO/IEC 17825. 
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𝑇(𝑡) =
𝑥̅𝐹(𝑡) − 𝑥̅𝑅(𝑡)

√
𝑠𝐹

2(𝑡)
𝑛𝐹

+
𝑠𝑅

2(𝑡)
𝑛𝑅

 
(21) 

Correlation Power Analysis (CPA) correlates hypothetical leakage values with the simu-
lated traces to evaluate key distinguishability [26], [27]. The maximum correlation for each 
key hypothesis 𝑘 is computed using: 

𝜌𝑘(𝑡) = 𝑐𝑜𝑟𝑟 (𝐻𝑊(𝑉𝑖,𝑘), 𝐿𝑖(𝑡)) (22) 

The correct key hypothesis 𝑘∗ is ranked according to the maximum absolute correlation 
value: 

𝑟𝑎𝑛𝑘(𝑘∗) = 1 + |{𝑘: 𝑚𝑎𝑥
𝑡

|𝜌𝑘(𝑡)| > 𝑚𝑎𝑥
𝑡

|𝜌𝑘∗(𝑡)|}| (23) 

Differential Power Analysis (DPA) is evaluated by partitioning traces according to the 
predicted intermediate-bit values and computing the corresponding difference of means [27], 
[28]: 

𝐷𝑘(𝑡) = 𝑚𝑒𝑎𝑛(𝐿𝑖(𝑡) ∣ 𝑏𝑖(𝑘) = 1) − 𝑚𝑒𝑎𝑛(𝐿𝑖(𝑡) ∣ 𝑏𝑖(𝑘) = 0) (24) 

Accordingly, CPA and DPA are interpreted solely as modeled distinguishability metrics within 
the adopted simulation framework. 

4.4. Sensitivity, Scalability, and Performance Evaluation 

Parameter sensitivity analysis evaluates whether the observed security and performance 
trends remain stable across the parameter settings summarized in Table 3. The evaluated fac-
tors include Argon2id memory and iteration settings, mask-refresh policy, modeled hiding-
activity amplitude, background leakage noise, P-array refresh frequency, S-box update policy, 
and session-seed reuse conditions. Security-oriented and performance-oriented indicators are 
analyzed jointly to determine the relative influence of each parameter on the proposed frame-

work. The relative sensitivity of metric 𝑌 with respect to parameter value 𝜃𝑟 is calculated as: 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦(𝜃𝑟) =
𝑌(𝜃𝑟) − 𝑌(𝜃𝑏𝑎𝑠𝑒)

|𝑌(𝜃𝑏𝑎𝑠𝑒)|
 (25) 

This metric quantifies the relative effect of each parameter on the evaluated security and 
performance indicators and identifies whether the observed trends remain consistent across 
different parameter settings. 

Scalability is evaluated using payload sizes ranging from small telemetry packets to large 
edge-style batches (32 bytes to 10 MB). These payloads distinguish latency-sensitive commu-
nication from throughput-oriented processing, allowing the evaluation to determine whether 
computational overhead remains stable across representative IoT and edge communication 
scenarios. Throughput is calculated as: 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
8𝑁

𝑇𝑒𝑛𝑐

 (26) 

where 𝑁 is the payload size in bytes and 𝑇𝑒𝑛𝑐 is the encryption time in seconds. The relative 
computational overhead is calculated with respect to the corresponding baseline: 

𝑂𝑣𝑒𝑟ℎ𝑒𝑎𝑑 =
𝑇𝑚𝑜𝑑𝑒 − 𝑇𝑏𝑎𝑠𝑒

𝑇𝑏𝑎𝑠𝑒

× 100 (27) 

The deployment analysis considers three representative classes of IoT platforms: con-
strained devices, moderate embedded or wearable devices, and edge gateways. Deployment 
feasibility is evaluated using simulated latency, memory consumption, and estimated energy 
behavior. 

The performance model distinguishes runtime cost from setup cost. Runtime cost in-
cludes packet-level encryption and decryption, whereas setup cost includes Argon2id key der-
ivation, HMAC preparation, session-state generation, and dynamic P-array/S-box 
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initialization. This distinction is important because several operations are performed once per 
communication session rather than for every transmitted packet. The estimated packet-level 
energy consumption is approximated as: 

𝐸𝑝𝑎𝑐𝑘𝑒𝑡 = 𝑃𝐶𝑃𝑈 × 𝑇𝑝𝑎𝑐𝑘𝑒𝑡  (28) 

where 𝑃𝐶𝑃𝑈  denotes the assumed processor power profile and 𝑇𝑝𝑎𝑐𝑘𝑒𝑡  is the simulated 
packet-processing time. The resulting energy estimates are intended solely for comparative 
simulation across configurations and should not be interpreted as hardware measurements. 

4.5. Broader Attack-Model Screening and Statistical Analysis 

Broader attack-model screening complements the ciphertext-randomness, modeled 
leakage, and performance evaluations by examining additional analytical security scenarios. 
The screening includes chosen-plaintext diffusion, chosen-ciphertext and integrity behavior, 
modeled fault propagation, timing-variance indicators, replay and session-reuse stress, IV and 
mask reuse, and implementation-oriented vulnerability analysis. These assessments provide 
complementary analytical evidence within the adopted simulation framework rather than for-
mal security proofs. Chosen-plaintext diffusion is summarized using the ciphertext Ham-
ming-distance ratio. 

𝐴𝑣𝑎𝑙𝑎𝑛𝑐ℎ𝑒(𝑃, 𝑃′) =
𝐻𝐷(𝐶(𝑃), 𝐶(𝑃′))

|𝐶|
 (29) 

where a value approaching 0.5 indicates favorable bit-level diffusion in the simulated cipher-
text. Fault-propagation screening introduces perturbations at selected input or intermediate-
state locations and measures the resulting output-change ratio. Timing analysis evaluates the 
variance of simulated execution time and its correlation with input patterns. Together, these 
metrics provide comparative analytical screening of implementation-oriented behaviors 
within the simulation environment. 

All stochastic analyses involving workload sampling, modeled leakage generation, dis-
turbance generation, and performance estimation were repeated 30 times for each directly 
simulated configuration and applicable ablation variant. Deterministic configuration descrip-
tions and analytical screening definitions were evaluated once because they do not depend on 
stochastic processes. Nominal reference-setting values are reported in Tables 1, 4, and 5, 
whereas repeated-run statistics are presented in Tables 6 and 7. Minor differences between 
nominal summaries and repeated-run averages therefore reflect the reporting basis rather than 
contradictory experiments. 

Repeated experimental results are summarized using the mean, standard deviation, and 

95% confidence interval (CI). For a metric with mean 𝑥̅, sample standard deviation 𝑠, and 

repetition count 𝑛, the confidence interval is calculated as: 

𝐶𝐼95 = 𝑥‾ ± 1.96
𝑠

√𝑛
 (30) 

5. Results and Discussion 

This section presents the component ablations, non-ideal leakage scenarios, parameter-
sensitivity findings, performance and scalability trade-offs, comparative security indicators, 
and broader security screening. Reductions in TVLA, CPA, and DPA are interpreted only as 
lower modeled distinguishability under the adopted simulation assumptions. 

5.1. Ablation and Modeled Leakage Results 

Tables 4 and 5 summarize the ablation results for the proposed AES-Hybridization, 
Blowfish Trilogy, and hybrid operating modes under the nominal reference setting. These 
experiments evaluate the incremental contribution of each protection component to the mod-
eled leakage indicators and performance characteristics. Figure 3 provides a normalized visual 
comparison of the relative contributions of the evaluated configurations across the consid-
ered security and performance metrics. 
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Table 4. AES-Hybridization ablation results under the nominal reference setting. 

Code AES Variant NIST (%) TVLA max |t| CPA Corr. DPA DoM 
Throughput 

(Mbps) 
Memory 

(MB) 
Setup 
(ms) 

A0 Original AES 98.7 8.65 0.538 1.17 206.6 12.2 1.2 

A1 AES-CBC only 99.0 8.10 0.500 1.08 195.0 12.8 1.4 

A2 AES-CBC + pre-whitening 99.2 6.55 0.365 0.79 188.0 14.5 2.6 

A3 AES-CBC + pre/post-whitening 99.4 5.72 0.285 0.63 181.0 15.3 3.4 

A4 AES + whitening + masking 99.7 4.05 0.145 0.36 175.0 16.8 4.9 

A5 
AES + whitening + masking + 

modeled hiding activity 
99.9 3.42 0.092 0.25 171.0 17.4 5.7 

A6 Full AES-Hybridization 100.0 3.11 0.076 0.21 169.7 18.6 8.6 

Table 5. Blowfish Trilogy and hybrid-mode ablation results under the nominal reference setting. 

Family Code Variant 
NIST 
(%) 

TVLA max 
|t| 

CPA Corr. DPA DoM 
Throughput 

(Mbps) 
Memory 

(MB) 
Setup 
(ms) 

Blowfish 
ablation 

B0 Original Blowfish 90.0 7.53 0.386 0.89 184.1 10.4 1.0 

B1 Blowfish + dynamic P-array 94.2 6.12 0.270 0.68 169.0 13.5 2.5 

B2 Blowfish + dynamic S-box 95.7 5.78 0.245 0.59 164.0 14.9 2.9 

B3 
Blowfish + dynamic P-array + 

dynamic S-box 
98.8 4.30 0.148 0.37 154.0 17.2 4.4 

B4 Two-stage Blowfish-like Feistel 99.4 3.88 0.124 0.31 150.0 19.0 5.1 

B5 Full Combined Blowfish Trilogy 100.0 3.41 0.095 0.25 143.9 20.9 6.4 

Hybrid 
ablation 

H1 Full AES-Hybridization 100.0 3.11 0.076 0.21 169.7 18.6 8.6 

H2 Full Combined Blowfish Trilogy 100.0 3.41 0.095 0.25 143.9 20.9 6.4 

H3 Cascaded Blowfish-to-AES 100.0 2.50 0.055 0.17 74.7 29.6 14.8 

 

Figure 3. Normalized ablation-contribution heatmap of the evaluated configurations. All indicators 
are normalized for visualization, with larger values representing more favorable overall performance 

after metric-direction normalization. 
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The ablation results identify the contribution of each protection component. In the AES 
path, pre- and post-whitening, masking, and modeled hiding activity progressively reduce the 
simulated leakage indicators while increasing setup and runtime costs. In the Blowfish path, 
dynamic P-array and S-box behavior reduce modeled leakage stability. The cascaded mode 
yields the lowest nominal CPA and TVLA values but incurs the largest throughput penalty. 
Overall, the results indicate that the observed improvements arise from the cumulative con-
tribution of multiple protection mechanisms rather than any single enhancement. The pro-
gressive reductions in TVLA, CPA, and DPA therefore support the design rationale of com-
bining whitening, masking, dynamic-state diversification, and modeled hiding activity while 
illustrating the expected trade-off between reduced modeled leakage indicators and additional 
computational overhead. 

5.2. Parameter Sensitivity and Non-Ideal Leakage 

Table 6 summarizes the results obtained under non-ideal modeled leakage conditions. 
The evaluated scenarios introduce progressively more challenging disturbance conditions, in-
cluding Gaussian noise, temporal misalignment, memory-access leakage, and combined per-
turbations, to assess the robustness of the proposed configurations within the adopted simu-
lation framework. 

Table 6. Summary of non-ideal modeled leakage scenarios (30-run means). 

Scenario Description 
AES 

TVLA 
AES-H 
TVLA 

BF 
TVLA 

BF-Trilogy 
TVLA 

Cascaded 
TVLA 

AES-H 
CPA 

BF-Trilogy 
CPA 

Cascaded 
CPA 

Ideal modeled 
leakage 

HW/HD + low additive 
noise 

8.766 3.051 7.593 3.329 2.398 0.084 0.088 0.048 

High noise 
HW/HD + high Gaussian 

noise 
7.058 2.529 6.189 2.810 2.085 0.074 0.093 0.051 

Clock jitter 
Temporal shifts/misalign-

ment 
8.067 2.923 6.949 3.158 2.274 0.068 0.082 0.044 

Memory-in-
fluenced 

Additional lookup/table-ac-
cess leakage 

9.868 3.510 8.701 3.907 2.861 0.094 0.117 0.074 

Combined 
non-ideal 

Noise + jitter + memory + 
baseline drift + amplitude 

variation 
10.648 3.792 9.235 4.153 3.012 0.107 0.128 0.075 

 

The baseline AES and Blowfish configurations remain more distinguishable than the 
proposed modes under modeled noise, jitter, memory-access leakage, and baseline drift. Table 
6 reports scenario-specific 30-run means, accounting for the small differences from the nom-
inal reference-setting values reported in Tables 4 and 5. These disturbances make the simula-
tion less idealized but do not convert it into physical side-channel evidence. Despite the in-
creasing disturbance levels, the relative performance ranking of the evaluated configurations 
remains largely consistent across all scenarios. This observation suggests that the proposed 
protection mechanisms maintain their comparative effectiveness under a range of modeled 
leakage conditions, although the results should be interpreted only within the assumptions of 
the adopted simulation framework. 

5.3. Performance and Scalability Trade-Offs 

Table 7 summarizes the performance estimates of the evaluated configurations for the 1 
MB workload based on 30 repeated simulation runs. Figure 4 illustrates the scalability and 
performance trade-offs across different payload sizes, highlighting the relationship between 
computational overhead and the modeled leakage reductions achieved by the proposed oper-
ating modes. 

The 30-run mean performance estimates identify AES-Hybridization as the most bal-
anced proposed mode, while the Combined Blowfish Trilogy incurs greater dynamic-state 
overhead. The cascaded mode provides the greatest modeled leakage reduction but requires 
substantially higher estimated latency, memory, and energy consumption. Its values differ 
slightly from the rounded nominal screening values reported in Table 1 because the two tables 
use different reporting bases. These results demonstrate the expected trade-off between 
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computational efficiency and reduced modeled leakage indicators. Among the proposed con-
figurations, AES-Hybridization provides the most balanced compromise between security-
oriented improvements and estimated computational cost. 

Table 7. Extended performance summary for the 1 MB workload (30-run means). 

Code Configuration 
Enc 
(ms) 

Dec 
(ms) 

Throughput 
(Mbps) 

Latency 
(ms) 

CPU est. 
(%) 

RAM (MB) Energy (mJ) Setup (ms) 

C0 Original AES 40.783 42.119 205.688 40.783 44.63 12.09 17.129 1.2 

C1 AES-CBC baseline 43.228 44.089 194.053 43.228 47.05 12.28 18.156 1.4 

C2 AES-Hybridization 50.722 52.367 165.384 50.722 54.05 19.47 21.303 8.6 

C3 Original Blowfish 45.715 45.903 183.496 45.715 49.47 10.82 19.201 1.0 

C4 Combined Blowfish Trilogy 59.255 60.792 141.569 59.255 61.91 21.92 24.887 6.4 

C5 Cascaded Blowfish-to-AES 114.517 119.035 73.252 114.517 96.00 30.43 48.097 14.8 

 

Figure 4. Simulation-derived scalability and performance trade-offs across payload sizes and     
evaluated cryptographic configurations. 

5.4. Comparative Security Indicators 

Figures 5–7 compare the principal security indicators obtained under the nominal refer-
ence setting, including the NIST pass rate, maximum simulated TVLA statistic, and maximum 
simulated CPA correlation. Together, these indicators provide complementary perspectives 
on ciphertext randomness and modeled leakage distinguishability within the adopted simula-
tion framework. 

Figure 5 shows the highest simulated pass rates for AES-Hybridization, Combined 
Blowfish Trilogy, and cascaded Blowfish-to-AES, whereas Original Blowfish achieves the 
lowest pass rate among the evaluated configurations. These results describe ciphertext-output 
randomness only and do not establish side-channel resistance. Figure 6 shows that the pro-
posed modes remain below the commonly used first-order TVLA screening threshold of 

∣t∣=4.5 under the adopted leakage model, whereas Original AES, AES-CBC, and Original 
Blowfish exceed that threshold. This comparison should be interpreted as simulation-based 
screening rather than standards-based hardware validation.  

Figure 7 shows lower maximum simulated CPA correlations for the proposed modes 
than for the baseline configurations. The cascaded Blowfish-to-AES mode produces the low-
est modeled correlation among the evaluated configurations, but this result does not demon-
strate physical key-recovery resistance. Because C6–C8 are abstract reference proxies, their 
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positions in Figure 7 are descriptive only and must not be interpreted as measured compari-
sons with production AES-GCM, ChaCha20-Poly1305, or standardized Ascon implementa-
tions. Taken together, the results presented in Figures 5–7 indicate that the proposed config-
urations improve ciphertext randomness while reducing modeled leakage distinguishability 
relative to the evaluated baselines. These observations should, however, be interpreted only 
within the adopted simulation assumptions and not as evidence of implementation-level side-
channel resistance. 

 

Figure 5. NIST pass-rate comparison across the evaluated configurations under the nominal refer-
ence setting. 

 

Figure 6. Maximum simulated TVLA |t| across the evaluated configurations under the nominal 
reference setting. 

 

Figure 7. Maximum simulated CPA correlation across the evaluated configurations under the nomi-
nal reference setting. 
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5.5. Broader Attack-Model Screening and Security Interpretation 

Table 8 summarizes the broader attack-model screening results using normalized heu-
ristic scores. These indicators complement the CPA, DPA, and TVLA analyses by providing 
additional insight into implementation-oriented security considerations within the adopted 
simulation framework. 

Table 8. Broader attack-model screening matrix (normalized heuristic scores; interpretation directions are defined in the text). 

Code Configuration 
Avalanche 

(%) 
Integrity 

Score 
Fault-Propagation 

Score 
Timing 

Risk 
Reuse 
Risk 

Misuse 
Risk 

Implementation 
Risk 

C0 Original AES 49.87 0.45 0.54 0.79 0.76 0.82 0.82 

C2 AES-Hybridization 50.45 0.82 0.86 0.72 0.38 0.42 0.83 

C4 Combined Blowfish Trilogy 50.59 0.72 0.84 0.66 0.40 0.44 0.89 

C5 Cascaded Blowfish-to-AES 50.72 0.92 0.84 0.89 0.33 0.38 0.95 

 

Table 8 presents a normalized heuristic screening matrix rather than a formal security 
proof, and its entries should not be interpreted as probabilities. Avalanche behavior is favor-
able when it approaches 50%, whereas higher values are favorable for the integrity and fault-
propagation scores, and lower values are favorable for timing, reuse, misuse, and implemen-
tation risk. Under these definitions, the proposed modes improve integrity and fault-propa-
gation screening while reducing reuse and misuse risk relative to Original AES. The cascaded 
mode, however, exhibits the highest timing and implementation-risk scores because of its 
greater complexity. Taken together, these heuristic indicators highlight the expected trade-off 
between enhanced protection mechanisms and increased implementation complexity, thereby 
complementing the leakage-oriented metrics presented in the previous subsections. The ma-
trix therefore identifies implementation aspects that require further attention during deploy-
ment rather than establishing certified security. 

Under a chosen-plaintext scenario, an adversary can submit structured or repeated 
plaintexts and observe the resulting ciphertexts. Within the adopted simulation framework, 
the proposed architecture addresses this scenario through diffusion, avalanche behavior, ci-
phertext Hamming-distance variation, workload-dependent output regularity, and the use of 
fresh IVs, masks, session seeds, and dynamic internal states to reduce deterministic regulari-
ties. These indicators, however, should be interpreted only as simulation-based screening and 
do not constitute a formal proof of chosen-plaintext security beyond the assumptions of the 
underlying primitives and operating modes. 

AES-CBC alone does not provide authenticated encryption, which is important under 
chosen-ciphertext conditions. The AES-Hybridization path therefore incorporates HMAC-
based integrity binding and requires successful tag verification before decryption and plaintext 
release. This design reduces exposure to unauthenticated ciphertext manipulation but is not 
presented as a formal proof of chosen-ciphertext security. 

Timing resistance requires separate implementation-level assessment. The Python simu-
lation estimates execution-time variation across workloads and configurations but cannot es-
tablish constant-time behavior. Branching, memory-access patterns, compiler optimization, 
cache behavior, table lookups, and platform-specific runtime effects all influence timing leak-
age [16]. The reported timing results should therefore be interpreted as variance screening 
rather than validation against timing attacks. 

Fault-injection resistance must likewise be interpreted cautiously. The simulation models 
fault propagation across multiple stages of the cryptographic process and reports its resulting 
effects. HMAC verification may detect manipulated ciphertext or metadata before plaintext 
release, but it cannot guarantee detection of all internal computational or transient hardware 
faults. A comprehensive evaluation would require dedicated instruction-skip, clock- and volt-
age-glitch, electromagnetic-fault, and memory-corruption experiments in emulation and on 
physical platforms. 

Session reuse and misuse remain important practical concerns. Reusing IVs, masks, ses-
sion seeds, or dynamically generated P-array and S-box states can reduce diversification and 
reintroduce stable leakage or ciphertext regularities. Any practical implementation should 
therefore enforce strict freshness policies, robust state management, and appropriate misuse 
detection. 
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The simulation does not capture all implementation-specific leakage sources. Physical 
devices may exhibit additional leakage arising from power consumption, electromagnetic em-
anations, memory hierarchy, compiler transformations, clock instability, power-supply varia-
tion, and platform-specific hardware behavior. Future validation should therefore include 
public or newly collected real-trace datasets, including simultaneous power and electromag-
netic measurements of AES implementations [29]. These screening results support the pro-
posed framework as a candidate for future physical implementation and real-trace evaluation; 
they should not be interpreted as demonstrating deployment-level side-channel resistance. 

5.6. Comparison with the State of the Art 

Table 9 compares the proposed framework with representative state-of-the-art ap-
proaches discussed in the literature. The comparison emphasizes differences in design objec-
tives, implementation assumptions, and evaluation scope rather than establishing superiority 
over existing techniques. 

Table 9. Comparison with representative state-of-the-art approaches. 

Approach Category Main Feature 
Comparison 

Type 
Hardware 
Validation 

Main Interpretation 

Standard AES-
CBC 

Conventional block-
cipher baseline 

No built-in SCA counter-
measure 

Algorithmic 
baseline 

No 
Low computational overhead but 

stable intermediate values 

AES-GCM 
Authenticated en-
cryption baseline 

Authenticated encryption 
with nonce-based AEAD 

Reference com-
parison 

No 
Provides authentication but not 

physical SCA resistance 

ChaCha20-
Poly1305 

Lightweight AEAD 
baseline 

Software-oriented stream-
cipher AEAD 

Reference com-
parison 

No 
Efficient software implementation 
but not equivalent to SCA valida-

tion 

Ascon Light-
weight AEAD 

NIST lightweight 
cryptography stand-

ard 

Authenticated encryption 
for constrained devices 

Literature-ori-
ented compari-

son 

Depends on 
implementation 

Well suited for IoT but based on a 
different cryptographic primitive 

AES Masking / 
Higher-Order 

Masking 

Formal SCA coun-
termeasure 

Sensitive values split into 
randomized shares 

State-of-the-art 
discussion 

Implementa-
tion-specific 

Strong theoretical protection with 
additional randomness and imple-

mentation overhead 

Threshold Im-
plementations 

Hardware SCA 
countermeasure 

Glitch-resistant shared 
hardware design 

State-of-the-art 
discussion 

Usually requires 
hardware test-

ing 

Strong hardware-oriented protec-
tion with implementation-specific 

complexity 

Dynamic S-box 
/ Modified 

Blowfish Vari-
ants 

Dynamic substitu-
tion approaches 

Diversified internal table 
behavior 

Related-work 
comparison 

Usually limited 
Improved diversification but gener-
ally not integrated with AES-level 

protection 

R-STELLAR / 
Protected AES 

Hardware 

Hardware signature 
attenuation 

Physical implementation-
oriented protection 

State-of-the-art 
discussion 

Yes (target im-
plementation) 

Strong physical security evidence 
but reduced portability 

Proposed AES-
Hybridization 

Proposed framework 
mode 

Whitening, masking, mod-
eled hiding activity, CBC, 
and integrity-bound key 

derivation 

Simulation-de-
rived evaluation 

No 
Moderate computational overhead 
with reduced modeled leakage indi-

cators 

Proposed  
Blowfish Trilogy 

Proposed framework 
mode 

Dynamic P-array, dynamic 
S-box, and three-stage 
Feistel diversification 

Simulation-de-
rived evaluation 

No 
Higher computational overhead 
than the baseline with reduced 

modeled leakage indicators 

Proposed   
Cascaded Mode 

Proposed framework 
mode 

Blowfish Trilogy followed 
by AES-Hybridization 

Simulation-de-
rived evaluation 

No 
Greatest modeled leakage reduction 
with the highest computational cost 

 

The results should be interpreted alongside recent advances in protected AES imple-
mentations, lightweight authenticated encryption, and physical side-channel analysis. Formal 
masking and threshold implementations reduce the statistical dependence between sensitive 
intermediate computations and observable leakage by splitting or transforming sensitive val-
ues [20], [21], [30], [31]. Within their stated assumptions, these approaches provide stronger 
theoretical guarantees than the present framework, although they also introduce additional 
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randomness requirements, implementation complexity, and platform-specific overhead. In 
contrast, the proposed framework emphasizes configurable algorithm-level diversification ra-
ther than formal higher-order masking security. 

Recent protected-AES studies further demonstrate the importance of implementation-
level evidence. Hardware-oriented countermeasures such as R-STELLAR provide signature 
attenuation and attack-on-countermeasure detection, while balanced encoding targets near-
zero correlation in AES implementations [14], [32]. Because these approaches are evaluated 
directly on target implementations, they support stronger physical security claims. The pro-
posed architecture offers greater algorithmic configurability but does not claim an equivalent 
level of implementation-level validation. 

Deep-learning and electromagnetic side-channel studies likewise motivate a cautious in-
terpretation of the reported results. Modern profiling attacks can exploit complex leakage 
characteristics that are not fully represented by conventional CPA or DPA assumptions [33]–
[36]. Furthermore, amplitude-modulated electromagnetic analysis has shown that implemen-
tations protected under formal masking assumptions may remain vulnerable under alternative 
acquisition modalities and learning-based profiling [37]. Consequently, favorable simulated 
CPA, DPA, and TVLA indicators should not be interpreted as confirmation of resistance on 
physical devices. 

Lightweight authenticated encryption provides another important comparison for con-
strained IoT systems. NIST SP 800-232 standardizes Ascon-based authenticated encryption, 
hashing, and extendable-output functions for resource-constrained environments [38]. Sur-
veys of lightweight cryptography and Ascon implementations emphasize that area, power, 
throughput, energy consumption, and side-channel behavior remain implementation-depend-
ent evaluation criteria [39], [40]. The proposed framework investigates hybrid AES-Blowfish 
diversification under simulation and should therefore be regarded as complementary to, ra-
ther than a replacement for, standardized lightweight cryptographic primitives. 

Broader work on secure multimedia, cloud, and medical-data systems illustrates the in-
creasing adoption of hybrid encryption, authentication, privacy protection, and application-
specific security architectures [41]–[43]. These developments provide valuable application 
context for secure edge communication but do not eliminate the need for implementation-
level side-channel validation. Overall, the comparison indicates that the proposed framework 
occupies a distinct research position by providing a configurable, simulation-based platform 
for evaluating algorithm-level protection strategies prior to hardware implementation and 
real-trace validation. Accordingly, the framework is positioned as a complementary approach 
to formal masking, threshold implementations, hardware countermeasures, and standardized 
lightweight AEAD rather than as their replacement. 

6. Conclusions 

This study presented a hybrid AES-Blowfish framework designed to investigate the 
combined effects of whitening, masking, modeled hiding activity, dynamic P-array generation, 
dynamic S-box initialization, and cascaded operation on modeled side-channel leakage and 
computational performance. Within the adopted simulation framework, the ablation analysis 
demonstrated that progressively integrating these protection mechanisms reduced the mod-
eled TVLA, CPA, and DPA distinguishability relative to the baseline AES and Blowfish con-
figurations. Among the evaluated operating modes, the cascaded configuration achieved the 
greatest modeled leakage reduction at the highest computational cost, whereas AES-Hybrid-
ization provided the most balanced trade-off between modeled leakage reduction and com-
putational efficiency. 

The findings should be interpreted within the scope of the adopted simulation method-
ology. The framework was evaluated using modeled leakage rather than physical measure-
ments; consequently, no FPGA or microcontroller implementation, power or electromagnetic 
traces, oscilloscope acquisitions, or hardware-based side-channel experiments were included. 
Accordingly, the proposed framework should be regarded as a simulation-evaluated design 
candidate rather than a validated side-channel-resistant implementation. 

Future work will focus on validating the proposed framework in practical environments 
through FPGA and microcontroller implementations with real power and electromagnetic 
trace acquisition. Additional evaluation should include TVLA, CPA/DPA, key-rank evolu-
tion, constant-time behavior, fault-injection resilience, energy consumption, memory 
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footprint, and hardware area overhead. Such implementation-level studies will provide 
stronger evidence regarding the practical applicability of the proposed framework for secure 
embedded, IoT, and edge communication systems. 
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