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Abstract: Confidentiality alone cannot establish whether a medical, forensic, cloud-stored, or remotely 

sensed image has been modified during transmission, while a single global authentication verdict can-

not identify the affected region. This paper presents a block-wise authenticated DNA-based image 

encryption framework that integrates a DNA-chaos confidentiality core with pre-decryption integrity 

verification and spatial tamper localization. An authenticated ephemeral X25519 key exchange estab-

lishes a session secret, which is expanded by HKDF-SHA256 into four transcript-bound, domain-

separated subkeys for permutation, DNA operations, diffusion, and authentication. Chaotic seeds are 

derived from a canonical plaintext hash and block coordinates, preserving strong plaintext differential 

sensitivity while confining post-encryption modifications to the affected blocks. Ciphertext integrity is 

enforced using a block-wise encrypt-then-MAC construction with 128-bit truncated HMAC-SHA256 

tags that authenticate both the canonical header and each ciphertext block. A reduction-based security 

argument shows that the authentication layer provides ciphertext integrity and conditionally upgrades 

an IND-CPA encryption core to IND-CCA security under standard HKDF and HMAC assumptions, 

while the confidentiality claim remains explicitly conditional on the encryption core. Experiments on 

30 tuberculosis chest radiographs across five independent sessions achieved a ciphertext entropy of 

7.9972, near-zero adjacent-pixel correlation, 99.61% NPCR, and 33.47% UACI. Across five repre-

sentative tampering attacks, the proposed framework achieved an observed 100% block-level true-

positive rate, 0% false-positive rate, and required only 2.847 ± 0.258 ms for block-wise authentication 

with 6.25% tag overhead using the default 16×16 block configuration. These results demonstrate that 

the proposed framework effectively combines statistical confidentiality, modern cryptographic key 

management, and reliable block-level tamper localization within a unified authenticated image encryp-

tion architecture. 

Keywords: Authenticated image encryption; Chaotic image encryption; DNA cryptography;       

Encrypt-then-MAC; HKDF; HMAC; Tamper localization; X25519. 

 

1. Introduction 

The routine use of digital images in telemedicine, cloud diagnostics, forensic evidence, 
remote sensing, and secure image transmission makes three security properties jointly essen-
tial. Confidentiality prevents unauthorized disclosure, integrity reveals unauthorized modifi-
cation, and authenticity associates protected data with an authenticated session or sender. In 
chest radiography, an undetected local edit may conceal or imitate pathology. In remote sens-
ing, it may alter mapped objects, while in forensic workflows it may invalidate digital prove-
nance. Encryption alone, however, only prevents unauthorized disclosure and provides no 
evidence that the ciphertext or its associated metadata has remained unchanged. 
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Chaos- and DNA-based image encryption remains attractive because chaotic permuta-
tion and diffusion effectively disrupt the high spatial correlation and redundancy of image 
data, whereas DNA encoding provides a reversible symbolic transformation layer [1]–[4]. Re-
cent studies have further strengthened key management by introducing ephemeral elliptic-
curve key agreement together with HKDF-based domain separation, replacing static or re-
peatedly reused chaotic parameters with fresh session-dependent keys [5]–[8]. 

Despite these advances, improved key management alone does not protect against active 
attacks. A receiver must be able to reject modified ciphertext before exposing any decrypted 
image, while all security-relevant metadata must be authenticated together with the ciphertext. 
Conventional authenticated encryption, including ChaCha20-Poly1305, provides confidenti-
ality and integrity at the message level when correctly deployed [9], [10]. Its typical single-
record design, however, produces only a global accept-or-reject decision. This is not a limita-
tion of AEAD itself, but rather a mismatch in localization granularity. Although per-block 
AEAD can localize failures, it requires block-specific nonce management and associated-data 
construction, effectively replacing rather than extending an existing DNA-chaos encryption 
engine. 

Tamper localization provides practical value beyond merely detecting modification. A 
global authentication failure only indicates that an image should not be trusted, whereas a 
spatial localization map identifies the affected anatomical, evidentiary, or geographic region, 
supports incident triage, and enables verified-block forensic inspection without treating cor-
rupted content as authentic. Fragile watermarking and block-hash approaches can also pro-
vide localization [11], [12]; however, these techniques operate in the plaintext domain or em-
bed additional information into the host image, representing a different deployment model 
from ciphertext authentication. 

Table 1. Comparison with representative authenticated image-protection approaches. 

Approach 
Integrity /      

Authentication 
Mechanism 

Localization Gap Relative to This Work 

Global 
ChaCha20-

Poly1305 [9], 
[10] 

Standard AEAD with 
one message tag and 

associated data 

No (default de-
ployment) 

Provides strong general-purpose authenticated 
encryption, but a single authentication record 

cannot identify the affected image region. 
Block-wise deployment additionally requires 

unique nonces and message framing. 

Jasra and 
Moon [13] 

Dynamic DNA/hy-
perchaos with ECC 
and signature-based 

authenticated ex-
change 

Not reported 
Authenticates key exchange and image prove-

nance but does not provide context-bound  
pre-decryption block authentication. 

Zhiqiang et al. 
[14] 

ECC/HKDF,    
ECDSA, and a global 

HMAC over the 
plaintext hash 

No 
Performs global verification after decryption 

and does not generate a ciphertext-block   
tamper map. 

Adi et al. [11]; 
MATADOR 

[12] 

Fragile watermark or 
block-specific    
content hash 

Yes 
Designed for plaintext-domain authentication 

and recovery rather than jointly providing   
session-keyed ciphertext confidentiality. 

Bhargav and 
Singh [15] 

Structure-based 
block-wise image  

authentication 
Yes 

Employs a different authentication architecture 
and does not address the interaction between 
HKDF-managed key separation and differen-

tial sensitivity in DNA-chaos encryption. 

Proposed 
framework 

Transcript-bound 
128-bit HMAC-

SHA256 over the au-
thenticated header, 

coordinates,        
dimensions, length, 

and ciphertext 

Yes (before de-
cryption) 

Extends a DNA-chaos encryption engine with 
cryptographic block-wise localization while 
providing a formal security argument whose 
confidentiality guarantee is explicitly condi-
tional on the underlying encryption core. 
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The remaining research challenges are therefore coupled rather than independent. Posi-
tion-preserved independent blocks are required to localize post-encryption modifications, yet 
block independence suppresses inter-block propagation. Furthermore, strict HKDF-based 
key separation may reduce differential sensitivity when the chaotic keystream is independent 
of the plaintext [5]. The proposed framework separates these two propagation mechanisms. 
A plaintext modification before encryption changes the global plaintext hash and conse-
quently all block-specific chaotic seeds, whereas a ciphertext modification after encryption 
remains confined to the affected block and is identified through its context-bound authenti-
cation tag. Table 1 summarizes how this combination differs from representative authenti-
cated image-protection approaches. 

Based on the identified gaps, this paper makes four traceable contributions. 

• Gap G1 (confidentiality without active-attack verification) → Contribution C1: A block-
wise encrypt-then-MAC layer with a dedicated HKDF-derived authentication key that 
verifies the ciphertext together with all security-relevant header fields before decryption. 

• Gap G2 (global detection without spatial evidence) → Contribution C2: Coordinate-
bound block-wise HMAC-SHA256 authentication tags that generate a tamper-localiza-
tion map while preventing block relocation, swapping, truncation, and cross-message 
splicing. 

• Gap G3 (localization-induced independence versus differential sensitivity) → Contribu-
tion C3: Plaintext-coupled block-specific chaotic seeding that restores near-ideal NPCR 
and UACI during honest re-encryption while confining post-encryption channel modi-
fications to the affected blocks. 

• Gap G4 (limited protocol and practical evaluation) → Contribution C4: A complete 
protocol specification, a conditional reduction-based security argument, component-
level ablation, block-size, security and latency analyses, an AEAD microbenchmark, and 
channel-impairment assessment. 
 

Collectively, these contributions integrate modern cryptographic key management, au-
thenticated ciphertext protection, and block-level tamper localization within a unified DNA-
chaos image encryption framework while explicitly separating empirical statistical evidence 
from formal cryptographic security claims. The remainder of this paper is organized as fol-
lows. Section 2 reviews related work and further refines the identified research gap. Section 3 
presents the proposed framework together with its security model. Section 4 reports the ex-
perimental evaluation, including confidentiality, localization, ablation, overhead, and channel 
analyses. Section 5 discusses the practical implications and limitations of the proposed frame-
work, and Section 6 concludes the paper. 

2. Related Work 

2.1. Chaos- and DNA-based Image Encryption 

Hybrid DNA-chaos image encryption combines chaotic permutation with DNA-do-
main diffusion to disrupt spatial correlation and produce noise-like ciphertexts [1]–[4], [16], 
[17]. Recent studies have further improved these frameworks by introducing hyperchaotic 
confusion-diffusion mechanisms [18]–[21] together with cryptographic hashing to increase 
plaintext sensitivity and key dependence. These approaches consistently report favorable sta-
tistical characteristics, including high entropy, low adjacent-pixel correlation, and near-ideal 
NPCR and UACI values. 

Although these metrics provide useful empirical evidence regarding image transfor-
mation quality, they do not constitute formal cryptographic guarantees. In particular, entropy, 
correlation, NPCR, and UACI cannot replace security notions such as IND-CPA, IND-CCA, 
or ciphertext integrity. Accordingly, the present work treats these statistical measures as em-
pirical diagnostics while explicitly considering the confidentiality claim to be conditional on 
the underlying encryption core. This distinction separates statistical image security from for-
mal cryptographic security and forms the basis of the subsequent authentication design. 

2.2. Key Management for Image Encryption 

Modern key-management techniques reduce static-key reuse and cross-stage key de-
pendence. X25519 provides an approximately 128-bit classical security target using compact 
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32-byte public keys [8], while HKDF extracts pseudorandom session keys from the ECDH 
shared secret and expands them into labeled, context-specific subkeys [7], [22]. Previous 
DNA-chaos image encryption schemes have adopted ECDH/HKDF-based session keys [5], 
[6], whereas other image-encryption studies combined ECC/HKDF with global authentica-
tion mechanisms [14]. Machine-learning-assisted key generation has also been investigated 
[23], although it remains orthogonal to the standards-based authenticated ephemeral key 
agreement considered in this work. 

Key separation alone, however, does not establish peer authenticity. X25519 provides 
key agreement but does not authenticate the communicating parties. Consequently, the ex-
changed ephemeral public keys must be verified using certificates, digital signatures, pre-
shared authentication keys, or an already authenticated secure channel. This assumption is 
explicitly incorporated into the proposed protocol and is discussed in Section 3.2. While mod-
ern key management effectively strengthens session-key generation, it does not by itself ad-
dress ciphertext authentication or spatial tamper localization. 

2.3. Integrity and Authenticated Encryption 

Authenticated encryption is formally defined through both confidentiality and integrity 
notions. Bellare and Namprempre showed that encrypt-then-MAC using independent keys 
provides ciphertext integrity and upgrades an IND-CPA encryption scheme to IND-CCA 
security when the MAC is unforgeable [24]. HMAC provides the required keyed authentica-
tion primitive [25], while ChaCha20-Poly1305 represents a standardized AEAD construction 
[9], [10]. A single global authentication tag is appropriate when an image is treated as one 
indivisible record, but it cannot identify which image region has been modified. Per-block 
AEAD offers a practical alternative; however, it requires careful management of nonce 
uniqueness together with block ordering, dimensions, and message context through associ-
ated data. 

Image-specific localization has commonly been addressed using fragile watermarking, 
reversible authentication, or block-hash techniques. Recent methods can detect and localize 
modifications and, in some cases, recover the altered content [11], [12], [15]. Nevertheless, 
these approaches generally operate in the plaintext domain, prioritize imperceptibility or re-
covery, or omit an authenticated ephemeral ciphertext layer. DNA-based encryption schemes 
with authentication have also been reported [13], [14], yet the reviewed methods do not jointly 
provide transcript-bound pre-decryption block authentication, spatial tamper localization, 
and a mechanism that mitigates the differential-sensitivity degradation introduced by HKDF-
managed key separation. Consequently, authenticated encryption and image-specific localiza-
tion remain largely separate research directions within DNA-chaos image encryption. 

2.4. Research Gap 

The refined research gap is not the absence of image authentication itself, but rather the 
absence of a unified architecture that combines multiple security properties within an HKDF-
managed DNA-chaos framework. Specifically, existing approaches do not simultaneously 
provide: (i) authenticated ciphertext and security-relevant metadata before decryption, (ii) 
cryptographic block-level tamper localization without modifying the plaintext representation, 
(iii) protection against block relocation, truncation, and cross-message splicing, and (iv) near-
ideal plaintext differential sensitivity despite preserving independent block processing. 

These requirements are inherently interdependent. Improving localization through block 
independence tends to reduce inter-block diffusion, whereas strengthening key separation 
may reduce differential sensitivity when chaotic initialization is independent of the plaintext. 
The framework proposed in this paper is therefore designed specifically to address these cou-
pled challenges by integrating authenticated key management, plaintext-coupled chaotic ini-
tialization, and block-wise ciphertext authentication within a single architecture.  

3. Proposed Method 

3.1. System Overview 

Figure 1 illustrates the overall workflow of the proposed framework, which is organized 
around three complementary objectives: authenticated session establishment, confidential im-
age encryption, and block-level integrity verification with tamper localization. The sender first 
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establishes an authenticated session and derives four domain-separated subkeys using X25519 
and HKDF-SHA256. These subkeys independently drive permutation, DNA operations, dif-
fusion, and authentication. The plaintext image is then canonicalized, partitioned into posi-
tion-preserved blocks, encrypted using block-specific chaotic seeds, and authenticated to-
gether with the canonical header. On the receiver side, every authentication tag is verified 
before decryption to generate a block-level tamper map and enforce the selected acceptance 
policy. 

 

Figure 1. Workflow of the proposed block-wise authenticated DNA-chaos image encryption framework. 

This processing order is intentional. Authenticated key establishment remains independ-
ent of the plaintext, plaintext coupling influences only chaotic seed generation, and authenti-
cation protects the transmitted representation rather than the decrypted image. Consequently, 
confidentiality, integrity, and tamper localization are implemented through distinct crypto-
graphic components with independently derived HKDF subkeys instead of relying on statis-
tically random-looking ciphertext as evidence of authenticity. 

This separation also simplifies the subsequent security analysis. Each component can be 
evaluated according to its own security objective while remaining interoperable within a uni-
fied authenticated image encryption framework. The following subsections describe these 
components in detail, beginning with authenticated session establishment and key derivation. 

3.2. Key Establishment and Derivation 

The proposed framework adopts ephemeral Elliptic Curve Diffie-Hellman (ECDH) 
over Curve25519 (X25519) to establish a unique shared secret for each communication ses-
sion [8]. Two communicating parties independently generate ephemeral private scalars 𝑎 and 

𝑏, and exchange the corresponding public keys. 

𝐴 = 𝑎𝐺,     𝐵 = 𝑏𝐺 (1) 
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where 𝐺 denotes the Curve25519 base point. Each party verifies the peer's ephemeral public 
key through a certificate/signature, a pre-shared authentication key, or an already authenti-
cated channel, then computes the shared secret. 

𝑆 = 𝑎𝑏𝐺, (2) 

The implementation rejects an all-zero shared secret and securely erases the ephemeral 
private scalars immediately after use. Ephemeral X25519 is adopted because it targets approx-
imately 128-bit classical security, uses compact 32-byte public keys, is standardized for in-
teroperable protocols, and is designed for efficient implementation with regular arithmetic 
[8]. Compared with a conventional uncompressed P-256 public-key encoding, the 32-byte 
X25519 representation reduces handshake overhead while providing a comparable classical 
security target. Certified P-256 nevertheless remains a valid deployment alternative [8], [26]. 
Accordingly, X25519 is not claimed to be intrinsically stronger; it is selected primarily for its 
compact representation, implementation maturity, and broad protocol adoption. 

A fresh 32-byte salt is generated for every session, and HKDF-SHA256 extracts a pseu-

dorandom key from the shared secret 𝑆 [7]: 

𝑃𝑅𝐾 = 𝐻𝐾𝐷𝐹 − 𝐸𝑥𝑡𝑟𝑎𝑐𝑡(𝑠𝑎𝑙𝑡, 𝑆) (3) 

Four independent 32-byte subkeys are subsequently derived using distinct transcript-bound 
labels: 

𝑘𝑖 =  𝐻𝐾𝐷𝐹 − 𝐸𝑥𝑝𝑎𝑛𝑑(𝑃𝑅𝐾, 𝑖𝑛𝑓𝑜𝑖, 𝐿),     𝑖 ∈  𝐼, (4) 

where 𝐼 = {𝑝𝑒𝑟𝑚, 𝑑𝑛𝑎, 𝑑𝑖𝑓𝑓, 𝑚𝑎𝑐} , 𝐿 = 32  bytes, and 𝑖𝑛𝑓𝑜𝑖 = "JCTA − DNA − AE −
v1" || 𝑠𝑒𝑠𝑠𝑖𝑜𝑛_𝑖𝑑 || 𝑡𝑟𝑎𝑛𝑠𝑐𝑟𝑖𝑝𝑡_ℎ𝑎𝑠ℎ || 𝑙𝑎𝑏𝑒𝑙_𝑖 

The transcript hash includes both ephemeral public keys together with their role order-
ing. HKDF extraction mitigates any non-uniformity in the ECDH output, whereas labeled 
expansion prevents accidental cross-stage key reuse [7]. Consequently, permutation, DNA 
operations, diffusion, and authentication operate with cryptographically separated key mate-
rial while remaining reproducible within the authenticated session. 

The canonical authenticated header 𝐴 contains the protocol version, algorithm suite, 
128-bit session identifier, 64-bit message sequence number, salt, ephemeral-key transcript, 
image dimensions, channel count, block size, tag length, and plaintext hash 𝐻. Receivers 
maintain the largest accepted sequence number, or an equivalent replay window, for each 
active session because a MAC alone cannot distinguish a legitimate replay from the original 
transmission. 

Peer authentication during key exchange is essential. X25519 without authenticated pub-
lic keys remains vulnerable to an active man-in-the-middle adversary that establishes separate 
session secrets with the sender and receiver. The image HMAC authenticates data relative to 
the resulting session key, but it cannot retroactively authenticate an unauthenticated key-es-
tablishment process. This assumption is therefore treated as part of the system model rather 
than as a property provided by the authentication layer itself. 

3.3. Plaintext-Coupled Chaotic Seeding 

Plaintext coupling is introduced to recover global differential sensitivity without intro-
ducing inter-block ciphertext chaining. The image is first canonicalized as unsigned 8-bit ras-
ter bytes in row-major order, preceded by fixed-width big-endian fields representing the image 

height, width, and channel count. Let 𝑃𝑐𝑎𝑛 denote this canonical representation, and com-
pute 

𝐻 =  SHA256(𝑃𝑐𝑎𝑛) (5) 

The resulting hash becomes the common plaintext-dependent context for all block-spe-
cific seed generation. Consequently, every block remains independently encrypted while pre-
serving global sensitivity to plaintext modifications. 

For encryption stage 𝑠 ∈ {𝑝𝑒𝑟𝑚, 𝑑𝑛𝑎, 𝑑𝑖𝑓𝑓} and block coordinates (𝑖, 𝑗), the digest 
and corresponding chaotic parameters are computed as 
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𝑑𝑠,𝑖,𝑗 = HMAC − SHA256(𝑘𝑠,seed ∥ 𝐻 ∥ 𝑢𝑖𝑛𝑡16(𝑖) ∥ 𝑢𝑖𝑛𝑡16(𝑗)),

(𝑥0,𝑠,𝑖,𝑗 , 𝑟𝑠,𝑖,𝑗) = 𝛷(𝑑𝑠,𝑖,𝑗) 
(6) 

This construction assigns an independent chaotic trajectory to every encryption stage and 
image block while maintaining deterministic reconstruction during decryption. The mapping 

𝛷 is fully specified as follows. Let 𝑢0 = 𝑂𝑆2𝐼𝑃(𝑑[0: 8]), 𝑢𝑖 = 𝑂𝑆2𝐼𝑃(𝑑[8: 16]) where 
both values are interpreted as unsigned big-endian integers. The initial state and control pa-

rameter are then defined as 𝑥0 =
𝑢0+0.5

264 , 𝑟 = 3.9 + 0.1 (
𝑢1

264). These definitions place 𝑥0 

strictly within the interval (0,1) and 𝑟 within [3.9,4.0). Incorporating the block coordi-

nates (𝑖, 𝑗) prevents equally sized blocks from sharing identical stage streams. The first 1000 
chaotic states are discarded as burn-in before keystream generation begins.  

Since the plaintext hash 𝐻 depends on every byte of the canonical image representation, 
a one-bit modification to the plaintext changes the seeds of every block simultaneously. In 

contrast, a ciphertext modification occurring after encryption does not alter 𝐻 and therefore 
remains confined to the affected block. This separation between plaintext sensitivity and ci-
phertext locality forms the basis for combining strong differential behavior with reliable 
block-level tamper localization. 

Each encryption stage employs the Logistic-Sine Map (LSM), 

𝑥𝑛 + 1 = (𝑟 𝑥𝑛(1 −  𝑥𝑛) +
(4 −  𝑟) sin(𝜋𝑥𝑛)

4
) 𝑚𝑜𝑑 1, (7) 

After the burn-in period, each chaotic state is converted into a byte according to 𝑏𝑛 =

[256𝑥𝑛], while permutation indices are obtained by stably sorting the next 𝐵2 real-valued 
states, using the original position to resolve exact ties. These implementation details eliminate 
ambiguity and ensure deterministic execution across independent implementations. They do 
not, however, transform the floating-point LSM into a standardized cryptographic pseu-
dorandom generator. Accordingly, the reduction presented in Section 3.6 treats the confiden-
tiality of the DNA-chaos encryption core as an explicit assumption rather than deriving for-
mal cryptographic security directly from chaos statistics. 

3.4. Block-wise DNA-Chaos Encryption 

The image is partitioned into non-overlapping 𝐵 × 𝐵 blocks. Block positions are pre-
served throughout encryption, each block uses independent stage streams, and no inter-block 

chaining is introduced. When the image dimensions are not divisible by 𝐵, each edge block 
retains its actual height and width. These dimensions, together with the ciphertext length, are 
authenticated as part of the corresponding block tag, thereby avoiding ambiguous zero pad-
ding. This organization is deliberately adopted so that post-encryption modifications remain 
spatially localized while preserving independent block processing. 

The block-wise encryption procedure consists of three sequential stages: permutation, 
DNA-domain transformation, and diffusion. Each stage provides a complementary confi-
dentiality function while preserving compatibility with the subsequent authentication layer. 

1. Permutation: For block (𝑖, 𝑗), the 𝑘𝑝𝑒𝑟𝑚-derived chaotic sequence generates a stable 

within-block permutation 𝜋 by sorting 𝐵2 chaotic states. Only pixel positions inside 
the current block are reordered. This stage primarily provides spatial confusion by dis-
rupting local pixel correlation, while intentionally remaining independent of the integrity 
mechanism.  

2. Each 8-bit pixel value is divided into four 2-bit symbols. A rule index 1 + (𝑏𝑛mod8) 
selects one of the eight Watson-Crick-consistent encoding rules listed in Table 2. Each 
symbol is encoded, XORed with a 2-bit chaotic DNA keystream, and subsequently de-
coded using the same rule. Employing all eight reversible mappings avoids a fixed DNA 
representation and increases symbolic diversity during encryption. Nevertheless, this 
DNA stage is inherited from the confidentiality component; the novelty of the proposed 
framework lies in its authenticated block-wise architecture rather than in introducing 
new DNA primitives. 
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Table 2. Watson-Crick-consistent DNA encoding rules used in the proposed framework. 

Rule 00 01 10 11 

1 A C G T 

2 A G C T 

3 C A T G 

4 C T A G 

5 G A T C 

6 G T A C 

7 T C G A 

8 T G C A 

 

3. Diffusion: The DNA-stage output is XORed bytewise with the 𝑘𝑑𝑖𝑓𝑓 -derived block 

keystream, 

𝐶 = 𝐷2 ⊕ 𝐾𝑆𝑑𝑖𝑓𝑓  (8) 

to produce the ciphertext block 𝐶𝑖𝑗. During decryption, inverse diffusion, DNA decod-

ing, and inverse permutation are applied using the authenticated plaintext hash 𝐻 re-
covered from the verified header. Accordingly, the sender performs the sequence 

𝑃𝑐𝑎𝑛 → hash → partition → permute → DNA → diffuse, whereas the receiver first 

authenticates the canonical header 𝐴 together with every ciphertext block before exe-
cuting the inverse operations. This processing order ensures that ciphertext integrity is 
verified prior to plaintext recovery, preventing modified ciphertext from entering the 
decryption stage. 

3.5. Block-wise Authentication and Tamper Localization 

Following encryption, every ciphertext block is authenticated using the encrypt-then-
MAC paradigm [24]. This design aligns the authentication granularity with the position-pre-
served block structure, allowing integrity verification and spatial tamper localization to be 
performed simultaneously before decryption. 

For block (𝑖, 𝑗) , let ℎ𝑖𝑗  and 𝑤𝑖𝑗  denote the actual block dimensions, and let 

len(∙), represent a fixed-width length prefix. The authentication tag is computed as 

𝑇𝑖𝑗 = 𝑇𝑟𝑢𝑛𝑐128 (𝐻𝑀𝐴𝐶𝑆𝐻𝐴256(𝑘𝑚𝑎𝑐 , len(𝐴) ∥ 𝐴 ∥ "block" ∥ 𝑖 ∥ 𝑗(9) ∥ ℎ𝑖𝑗 ∥ 𝑤𝑖𝑗

∥ len(𝐶𝑖𝑗) ∥ 𝐶𝑖𝑗)) 
(9) 

All integer fields use fixed-width big-endian encoding. Authenticating the canonical 
header A protects the plaintext hash, image dimensions, algorithm identifiers, protocol pa-
rameters, sequence number, and ephemeral-key transcript against modification. Binding block 
coordinates and dimensions prevents relocation attacks, while authenticating the ciphertext 
length together with the declared block grid prevents truncation. The inclusion of the session 
identifier and message sequence number further prevents cross-message splicing. 

The authentication tag is truncated to 𝜏=128 bits and verified using constant-time com-
parison. This choice matches the approximately 128-bit classical security target of X25519, 
reduces storage by half compared with a full 256-bit HMAC output, and retains a maximum 
random-guess acceptance probability of 2−128 for each modified block [25], [27]. For an image 

containing N blocks, a conservative union bound gives an upper bound of 𝑁 × 2−𝜏 for at 
least one accidental acceptance when every block is modified. 

The receiver independently recomputes each authentication tag and constructs the block 
tamper map.  

𝑀𝑖𝑗 = 1[𝑇′𝑖𝑗 ≠ 𝑇𝑖𝑗] (10) 

where 1[⋅] denotes the indicator function. The localization result is obtained from the union 

of all blocks for which 𝑀𝑖𝑗=1. A modified ciphertext block is accepted only if an adversary 
successfully forges its authentication tag or a truncated-tag collision occurs. Consequently, 
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detection is not mathematically deterministic, but the residual acceptance probability remains 

negligible under the stated security assumptions. The default block size of 𝐵 = 16 is selected 
from the measured trade-off knee, providing 16×16 spatial localization granularity with 6.25% 
tag storage overhead, a region IoU of 0.664, and a mean authentication time of 2.847 ms in 

the reference Python implementation. A smaller block size (𝐵 = 8) offers finer localization 
at the cost of approximately 25% tag overhead, whereas larger blocks reduce storage and 
computational overhead while decreasing localization resolution. 

3.6. Threat Model 

The proposed framework is analyzed under a network adversary that controls the com-
munication channel. The adversary may observe, drop, replay, reorder, inject, and adaptively 
modify transmitted messages [28]. It may also request encryptions and submit candidate ci-
phertexts for verification. However, the adversary is not assumed to compromise endpoint 
memory, authenticated long-term peer credentials, or freshly generated X25519 private sca-
lars. Side-channel attacks, endpoint malware, denial-of-service attacks, and post-quantum ad-
versaries are outside the scope of this work. Random transmission errors are evaluated sepa-
rately in Section 4.9 because the authentication layer is intentionally designed to treat acci-
dental corruption and malicious modification identically. 

The security argument is based on the following assumptions. 

• (A1) Peer ephemeral public keys are authenticated, and the X25519/HKDF output is 
computationally indistinguishable from independent subkeys for an uncompromised 
session. 

• (A2) The DNA-chaos encryption core 𝐸, when instantiated with fresh session material 
and the authenticated header context, satisfies IND-CPA security. 

• (A3) HMAC-SHA256 behaves as a pseudorandom function and is strongly unforgeable 

under chosen-message attack. Truncation limits random-guess security to 𝜏 bits. 

• (A4) Every (𝑠𝑒𝑠𝑠𝑖𝑜𝑛_𝑖𝑑, 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 𝑛𝑢𝑚𝑏𝑒𝑟) pair is unique, and replay protection is 
correctly enforced. 
 

These assumptions separate the properties established by standard cryptographic primi-
tives from those explicitly assumed for the underlying DNA-chaos confidentiality mecha-
nism. Consequently, the following propositions validate the authenticated composition with-
out claiming a standalone proof for the encryption core itself. 

Proposition 1 (Ciphertext Integrity): Under assumptions A1 and A3–A4, the proposed 

context-bound block authentication construction satisfies INT-CTXT security. For 𝑞𝑣 veri-
fication attempts over at most N blocks per image, the forgery advantage is bounded by the 

HKDF/HMAC distinguishing and forgery advantages together with 
𝑞𝑣𝑁

2𝜏 . Any newly ac-

cepted modified image necessarily contains at least one previously unseen tuple 
(𝐴, 𝑖, 𝑗, ℎ, 𝑤, len(𝐶), 𝐶) accompanied by a valid authentication tag. Replacing the derived 
MAC key with an independent random key reduces successful acceptance to either an HMAC 

forgery or a random 𝜏-bit guess. Furthermore, authenticating the header, block coordinates, 
dimensions, and ciphertext length prevents valid authentication data from being reused 
through relocation, truncation, protocol downgrade, or cross-message splicing. 

Proposition 2 (Conditional Adaptive Chosen-Ciphertext Privacy): Under assumptions 
A1–A4, the encrypt-then-MAC construction provides IND-CCA privacy provided that the 

underlying encryption core 𝐸 is IND-CPA secure. The verification-and-decryption oracle 
rejects every candidate containing a newly invalid authentication tag before releasing any 
plaintext. Except when Proposition 1 fails, accepted verification queries correspond only to 
previously generated ciphertexts or legitimate replays that are subsequently rejected by replay-
state enforcement. The remaining security challenge therefore reduces directly to the IND-

CPA security of 𝐸, consistent with the generic composition theorem of Bellare and Nam-
prempre [24]. Together, Propositions 1 and 2 establish that the proposed authentication layer 
strengthens the security guarantees of the overall construction without requiring modifica-
tions to the underlying DNA-chaos encryption algorithm. The formal contribution therefore 
lies in the authenticated composition rather than in proving new security properties of the 
confidentiality primitive itself. 
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Scope of the Proof: The preceding propositions formally validate the authentication 
composition but do not establish assumption A2 for the floating-point DNA-chaos encryp-
tion core. Statistical image-security measures, including entropy, adjacent-pixel correlation, 
NPCR, and UACI, provide useful empirical evidence but cannot establish IND-CPA security. 
Accordingly, this work claims formal ciphertext integrity together with a conditional IND-
CCA upgrade under the stated assumptions, while treating a formal proof of the confidenti-
ality core as future work. 

This distinction intentionally limits the security claims of the proposed framework. Ra-
ther than interpreting favorable image statistics as cryptographic proof, the manuscript ex-
plicitly separates empirical evaluation from formal security analysis. Such separation provides 
a clearer interpretation of the achieved guarantees and avoids overstating the security prop-
erties of the underlying chaos-based encryption mechanism. 

4. Results and Discussion 

4.1. Experimental Setup 

The proposed framework was evaluated using the Tuberculosis (TB) Chest X-ray Data-
base [29], [30]. Thirty chest radiographs, comprising 15 normal and 15 tuberculosis images, 
were converted to 8-bit grayscale and resized to 256×256 pixels. Unless otherwise stated, the 
block size was fixed at B=16 and the authentication tag length at 𝜏=128 bits. Every experi-
ment was repeated over five independently negotiated sessions with fresh salts, resulting in a 
total of 150 independent encryption instances. Differential-security measurements were ob-
tained from ten single-pixel, single-bit perturbation trials for each image. Unless otherwise 
specified, all reported results are presented as the mean ± standard deviation. 

The selected dataset serves as a pilot security-evaluation benchmark rather than a clinical 
population sample. Accordingly, the reported statistical observations are limited to the eval-
uated grayscale chest radiographs and image resolution and are not intended to establish mo-
dality-independent generalization. 

The authentication and AEAD microbenchmark were designed to isolate the overhead 
introduced by the proposed protection layer because the underlying DNA-chaos encryption 
core remains unchanged from the confidentiality baseline. The benchmark uses 30 independ-
ent payloads of 65,536 bytes with 40 repeated measurements per payload on an Intel Xeon 
E5-2673 v4 processor (2.30 GHz), Linux x86-64, Python 3.12.13, and cryptography 46.0.0 
under single-threaded execution. All reported execution times correspond to one encrypted 
image. The combined X25519 key establishment and 128-byte HKDF expansion require a 
median setup time of 0.212 ms. These reference Python measurements are intended to char-
acterize the relative computational overhead of the proposed authentication layer rather than 
optimized native or hardware-assisted performance. 

Integrity evaluation considers five representative ciphertext manipulations: region re-
placement, scattered bit flips, copy-move, salt-and-pepper corruption, and a single-bit cipher-
text modification. A block is counted as a true positive when its ciphertext differs from the 
original and the corresponding authentication tag fails verification. Conversely, an unchanged 
block whose verification fails is counted as a false positive. Localization accuracy is addition-
ally evaluated using pixel-level IoU between the union of flagged blocks and the pixel attack 
mask. Consequently, attacks affecting only a few pixels are expected to produce relatively low 
pixel IoU even when the correct block is successfully identified. 

4.2. Visual and Statistical Confidentiality 

The visual confidentiality of the proposed framework is illustrated in Figure 2. The ci-
phertext appears visually indistinguishable from random noise, whereas the decrypted image 
is identical to the original plaintext, demonstrating lossless recovery. Then, the corresponding 
intensity histograms are presented in Figure 3. The clustered histogram of the plaintext is 
transformed into an approximately uniform ciphertext distribution spanning the full 8-bit 
intensity range. Next, the adjacent-pixel correlation distributions are shown in Figure 4. The 
strong linear correlation observed in the plaintext disappears after encryption, indicating ef-
fective decorrelation of neighboring pixels. These visual observations provide empirical evi-
dence that the proposed transformation substantially reduces the statistical structure of the 
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tested images. As discussed in Section 3.6, however, histogram uniformity and pixel decorre-
lation are evaluated only as statistical diagnostics and are not interpreted as formal crypto-
graphic security guarantees. 

 

(a) (b) (c) 

Figure 2. End-to-end encryption results: (a) plaintext; (b) ciphertext; and (c) lossless decrypted   
image. 

 

(a) (b) 

Figure 3. Intensity histograms of (a) the plaintext and (b) the ciphertext. 

 

(a) (b) 

Figure 4. Adjacent-pixel correlation of (a) the plaintext and (b) the ciphertext. 

Table 3 summarizes the quantitative statistical confidentiality results obtained over all 
images and independent sessions. The average ciphertext entropy reaches 7.9972 ± 0.0002, 
approaching the theoretical 8-bit maximum. Horizontal, vertical, and diagonal adjacent-pixel 
correlations remain close to zero across all evaluated instances. The consistently small stand-
ard deviations indicate stable behavior over the evaluated dataset and repeated session keys, 
although the limited dataset does not support claims of modality-independent generalization. 
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Table 3. Statistical confidentiality metrics over 30 chest radiographs and five independent sessions.  

Metric Proposed (Mean ± Std.) Ideal 

Plaintext entropy 7.3631 ± 0.4699 — 

Ciphertext entropy 7.9972 ± 0.0002 8.0000 

Horizontal correlation 0.00008 ± 0.00388 0 

Vertical correlation 0.00002 ± 0.00400 0 

Diagonal correlation −0.00015 ± 0.00426 0 

 

Taken together, the visual observations and statistical measurements consistently indi-
cate that the proposed framework removes the spatial redundancy of the evaluated images 
while maintaining stable confidentiality characteristics across independent encryption ses-
sions. These results support the effectiveness of the confidentiality component under the 
evaluated experimental conditions while remaining consistent with the previously discussed 
conditional security claims. 

4.3. Differential Sensitivity 

Plaintext differential sensitivity was evaluated using the standard NPCR and UACI met-
rics [31]. Table 4 compares the proposed framework with the theoretical reference values and 
the confidentiality-only baseline reported in [5]. Plaintext-coupled chaotic seeding substan-
tially improves differential behavior. The average NPCR increases from 16.7251% in the 
baseline to 99.6098%, while the average UACI increases from 6.3289% to 33.4694%. Both 
values closely match the theoretical expectations for statistically independent 8-bit ciphertexts 
[16]. These improvements are specifically attributable to the proposed plaintext-coupled seed 
generation, which restores global differential sensitivity while preserving independent block 
processing. 

Table 4. Differential sensitivity metrics compared with the theoretical references and the        
confidentiality-only baseline. 

Metric Proposed (Mean ± Std.) Ideal Baseline [5] 

NPCR (%) 99.6098 ± 0.0078 99.6094 16.7251 

UACI (%) 33.4694 ± 0.0401 33.4635 6.3289 

 

Figure 5 provides a visual comparison between the proposed framework, the theoretical 
reference values, and the confidentiality-only baseline. The proposed results closely follow 
the theoretical expectations, whereas the baseline remains substantially below the desired dif-
ferential behavior. These observations support the effectiveness of plaintext-coupled chaotic 
seeding in recovering global plaintext sensitivity. 

 

Figure 5. Comparison of NPCR and UACI with the theoretical references and the confidentiality-
only baseline. 
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4.4. Key Sensitivity 

The sensitivity of the proposed framework to cryptographic key changes was evaluated 
by modifying a single bit of the negotiated session key. Since the modification propagates 
through HKDF, all four derived subkeys change simultaneously, resulting in independent 
permutation, DNA, diffusion, and authentication streams. The resulting ciphertext pair 
achieves an NPCR of 99.61% and a UACI of 33.50%. Decryption using the one-bit-different 
key produces a noise-like image with a ciphertext entropy of 7.997 and adjacent-pixel corre-
lations remaining close to zero. 

Figure 6 illustrates the corresponding visual behavior. A one-bit key modification pro-
duces substantially different ciphertexts, while decryption with the incorrect key fails to re-
cover meaningful image content. These observations demonstrate strong empirical key sen-
sitivity throughout the complete encryption pipeline. As with the statistical confidentiality 
metrics, this experiment illustrates output divergence under key perturbation but is not inter-
preted as formal evidence of resistance to cryptographic key-recovery attacks. 

 
(a) (b) 

 
(c) (d) 

Figure 6. Key sensitivity under a one-bit modification of the negotiated session key: (a) plaintext;  

(b) ciphertext; (c) decrypt with wrong key; (d) |𝐶(𝐾) − 𝐶(𝐾′)|. 

4.5. Integrity and Tamper Localization 

The proposed authentication layer was evaluated under five representative ciphertext-
tampering scenarios. These include region replacement, scattered bit flips, copy-move attacks, 
salt-and-pepper corruption, and single-bit ciphertext modification. Figure 7 presents a repre-
sentative region-replacement attack. The corresponding authentication tags correctly identify 
the affected blocks, while the resulting corruption remains confined to the modified region 
because the encryption architecture does not employ inter-block ciphertext chaining. Under 
the normal receiver policy, authentication is always performed before decryption, and any 
failed verification causes the entire image to be rejected. The corrupted decrypted image 
shown in Figure 7 is therefore included solely for forensic visualization of error confinement 
and does not represent content that would be accepted or released by the system. The quan-
titative localization results are summarized in Table 5. The evaluation includes 30 images with 
ten independent trials for each attack type. 
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Every modified block was detected, while no unchanged block was incorrectly flagged 
during the finite evaluation, resulting in an observed 100% true-positive rate, 0% false-posi-
tive rate, perfect block-level IoU, and 100% image-level detection. These experimental obser-
vations are consistent with the expected behavior of a cryptographic MAC. Nevertheless, they 
should not be interpreted as mathematically deterministic because a modified block may still 
be accepted with a probability bounded by the HMAC forgery advantage together with the 
2−128 random-guess probability established in Section 3.6. The relatively low pixel-level IoU 
observed for sparse attacks reflects the block-based localization granularity rather than incor-
rect detection. 

 
(a) (b) (c) (d) (e) 

Figure 7. Representative block-level tamper localization under a region-replacement attack: (a) plaintext; (b) ciphertext; (c) tempered 
ciphertext; (d) localization; (e) decrypted (tampered). 

Table 5. Observed integrity verification and block-level tamper localization results. 

Attack TPR FPR Block IoU Pixel IoU Image Detection 

Region replacement 100% 0% 1.000 0.650 100% 

Scattered bit flip 100% 0% 1.000 0.004 100% 

Copy-move 100% 0% 1.000 0.586 100% 

Salt-and-pepper 100% 0% 1.000 0.011 100% 

Single-bit modification 100% 0% 1.000 0.004 100% 

4.6. Block-Size Ablation 

The block size directly influences the trade-off among localization granularity, authenti-
cation storage overhead, computational latency, and the conservative whole-image forgery 
bound. Smaller blocks provide finer spatial localization at the expense of increased authenti-
cation metadata and per-block processing, whereas larger blocks reduce storage and compu-
tational cost while coarsening localization resolution. 

Table 6 summarizes the effect of varying the block size on localization performance and 
tag storage. Reducing the block size from B=64 to B=8 increases the region-level pixel IoU 
from 0.253 to 0.826, demonstrating substantially improved localization accuracy. This im-
provement is accompanied by an increase in authentication-tag storage from 0.25 KiB to 16 
KiB. For sparse attacks, the pixel-level IoU remains low because localization is intentionally 
performed at block granularity, although the correct tampered block continues to be identi-
fied. 

Table 6. Effect of block size on localization accuracy and authentication-tag storage. 

Block Size 
(B) 

Number of 
Blocks (N) 

Tag Storage 
(KiB) 

Storage 
Overhead 

Pixel IoU (Region 
Replacement) 

Pixel IoU  
(Bit Flip) 

8 1024 16.00 25.00% 0.826 0.016 

16 256 4.00 6.25% 0.664 0.004 

32 64 1.00 1.56% 0.416 0.001 

64 16 0.25 0.39% 0.253 0.001 

 

The corresponding authentication performance is presented in Table 7. Smaller blocks 
require a larger number of independent HMAC evaluations together with additional Python 
framing operations, leading to higher authentication latency. Nevertheless, the authenticated 
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byte volume remains linear with the image size because only the number of authenticated 
blocks changes. 

Table 7. Effect of block size on authentication performance and conservative forgery bound. 

Block Size 
(B) 

HMAC Time (ms) 
Throughput 

(MB/s) 
Streaming Block + 

Tag 
Conservative   

Forgery Bound 

8 7.957 ± 0.718 8.24 80 B 2-118 

16 2.847 ± 0.258 23.02 272 B 2-120 

32 1.261 ± 0.093 51.95 1040 B 2-122 

64 0.686 ± 0.079 95.49 4112 B 2-124 

 

Figure 8 visualizes the relationship between localization accuracy and authentication 
overhead. As the block size decreases, localization becomes increasingly precise, while storage 
overhead and per-block authentication cost increase accordingly. Based on this trade-off, the 
default configuration of B=16 provides a practical balance among localization accuracy, stor-
age efficiency, authentication latency, and the conservative forgery bound. 

 

Figure 8. Trade-off between localization accuracy and authentication overhead for different block 
sizes. 

4.7. Component-Level Ablation 

To better understand the contribution of each design component, an ablation study was 
performed by selectively removing or modifying individual elements of the proposed frame-
work. The evaluated variants include measured baselines together with analytical and struc-
tural modifications that cannot always be represented through image-security statistics alone. 
The results are summarized in Table 8. Removing plaintext-coupled seeding substantially re-
duces NPCR and UACI because this component is responsible for restoring global plaintext 
sensitivity. Replacing block-level authentication with a single global HMAC preserves the 
confidentiality metrics but eliminates block-level tamper localization. Eliminating HMAC re-
moves the ability to detect active ciphertext modification entirely. Likewise, collapsing the 
HKDF labels does not necessarily affect statistical image-security metrics, yet invalidates the 
cryptographic key-separation assumption required by the authenticated composition. Finally, 
the DNA stage belongs to the inherited confidentiality mechanism rather than the proposed 
authentication contribution; consequently, removing it requires a separate confidentiality eval-
uation and is not considered evidence for or against the authentication design. 

The ablation study demonstrates that the observed improvements originate from distinct 
design choices rather than from a single mechanism. Plaintext-coupled seeding primarily con-
tributes to differential sensitivity, whereas block-level HMAC enables integrity verification 
and tamper localization. HKDF-based key separation supports the reduction-based security 
argument without necessarily producing a measurable statistical signature, illustrating that 
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some security properties are established analytically rather than empirically. Together, these 
observations reinforce that the proposed framework combines complementary mechanisms 
whose contributions are independently justified by measurement, structural analysis, or cryp-
tographic reasoning. 

Table 8. Component-level ablation and interpretation of the proposed framework. 

Variant /  
Component 

Differential Behavior 
Integrity /  

Localization 
Interpretation and Evidence 

Full framework 
NPCR = 99.6098%; 
UACI = 33.4694% 

Yes / Yes Measured reference implementation. 

No plaintext 
coupling [5] 

NPCR = 16.7251%; 
UACI = 6.3289% 

Can remain Yes 
/ Yes 

Measured baseline demonstrating the  
contribution of global plaintext coupling. 

Single global 
HMAC tag 

Unchanged in principle Yes / No 

Analytical result. One authentication    
decision cannot identify the modified 

block, while storage overhead decreases to 
0.0244%. 

No HMAC Unchanged in principle No / No 
Structural analysis. Statistical encryption 
metrics cannot detect active ciphertext 

modification. 

No position- 
preserved blocks 

Potentially stronger in-
ter-block propagation 

Yes / No block 
localization 

Structural analysis. Removing block    
positions eliminates meaningful localiza-

tion coordinates. 

Collapsed 
HKDF labels 

No expected statistical 
signature 

Security       
assumption 
weakened 

Structural analysis. Independent        
encryption and authentication keys are no 

longer guaranteed. 

No DNA     
operation 

Not re-evaluated 
Authentication 

unchanged 

The DNA stage belongs to the inherited 
confidentiality component rather than the 

proposed authentication contribution. 

4.8. Runtime, Memory, and AEAD Comparison 

The runtime evaluation focuses on the incremental overhead introduced by the pro-
posed authentication layer. Under the default configuration (B=16), authentication requires 
an average processing time of 2.847 ms together with 4 KiB of tag storage for a 256×256 
grayscale image. Table 9 compares the proposed protection layer with global and block-wise 
implementations of HMAC-SHA256-128 and ChaCha20-Poly1305 using the same payload. 

Table 9. Reference Python microbenchmark of protection-layer implementations for 256 × 256 
grayscale images. 

Protection Layer 
Number of 

Tags 
Time (ms) Wire Overhead 

Block-Level   
Localization 

Global HMAC-SHA256-128 1 0.266 ± 0.033 0.0244% No 

Block HMAC-SHA256-128 ((B=16)) 256 2.847 ± 0.258 6.25% Yes 

Global ChaCha20-Poly1305 1 0.075 ± 0.011 0.0244% No 

Block ChaCha20-Poly1305 ((B=16)) 256 2.232 ± 0.281 6.25% Yes 

 

The global protection mechanisms achieve the lowest execution time and communica-
tion overhead because authentication is performed only once for the entire image. However, 
they cannot identify the location of a modification. In contrast, the block-wise approaches 
provide explicit spatial localization at the cost of additional authentication metadata and re-
peated per-block cryptographic operations. 

The reported block-wise timings include Python loop overhead, block extraction, mes-
sage framing, and repeated cryptographic library invocations, whereas the global implemen-
tations invoke optimized native primitives only once. Consequently, the comparison quanti-
fies the computational cost associated with block-level localization rather than implying that 
HMAC is inherently slower than ChaCha20-Poly1305. 
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If the confidentiality mechanism is replaced with a standard AEAD algorithm, block-
wise ChaCha20-Poly1305 provides a practical authenticated-encryption alternative with 
equivalent localization capability. In contrast, the proposed HMAC-based authentication layer 
is specifically intended for scenarios in which the existing DNA-chaos encryption engine is 
preserved while adding independently keyed authentication. Under the default configuration, 

the total execution time of the proposed framework is 𝑇DNA−chaos + 2.847ms, plus approx-
imately 0.212 ms for X25519 key establishment and HKDF expansion whenever a new ses-
sion is negotiated. 

4.9. Transmission Errors and Packet Loss 

The proposed authentication layer follows a fail-closed design rather than an error-tol-
erant one. Under the default configuration (B=16), each authenticated block record consists 
of 2048 ciphertext bits together with a 128-bit authentication tag, yielding a total protected 
record length of 2176 bits. Assuming an independent channel bit-error rate of p, the proba-

bility that at least one protected bit is corrupted is 1 − (1 − 𝑝)2176, and the corresponding 
block is rejected with overwhelming probability. Likewise, if either the ciphertext block or its 
authentication tag is missing, the header-declared block grid immediately identifies the miss-
ing block coordinate. These results are derived analytically and therefore complement, rather 
than replace, the image-encryption experiments presented in the previous subsections. Table 
10 summarizes the analytical behavior of the proposed framework under representative chan-
nel impairments. 

Table 10. Analytical fail-closed behavior under independent transmission impairments (B=16, 
N=256). 

Channel   
Impairment 

Error / Loss 
Rate 

Analytical Outcome Operational Implication 

Random bit 
error 

10-6 per bit 
0.217% of block records 

rejected 
Retransmit the affected block record. 

Random bit 
error 

10-5 per bit 2.153% rejected 
Authentication detects corruption but  

cannot determine whether it is accidental or 
malicious. 

Random bit 
error 

10-4 per bit 19.556% rejected 
Reliable transport or forward-error     

correction becomes necessary. 

Random bit 
error 

10-3 per bit 88.663% rejected 
The communication channel becomes   

impractical without retransmission or error 
correction. 

Block-packet 
loss 

0.01% 
97.472% probability that 

all 256 records arrive 
Expected missing blocks: 0.0256. 

Block-packet 
loss 

0.1% 
77.404% probability that 

all records arrive 
Expected missing blocks: 0.256. 

Block-packet 
loss 

1% 
7.631% probability that all 

records arrive 
Expected missing blocks: 2.56;           

retransmission or FEC is required. 

 

In reliable transport protocols such as TCP, TLS, and QUIC, ordinary retransmission 
mechanisms generally recover packet loss before the proposed image-authentication layer is 
executed. In contrast, UDP-based or disruption-tolerant communication requires each block 
to be transmitted together with its index and authentication tag, while retransmission or for-
ward-error-correction mechanisms should be employed to improve delivery reliability. 

The proposed framework is intentionally designed to detect and localize corrupted or 
missing block records rather than recover them. Treating authentication failures as harmless 
transmission noise would also permit malicious ciphertext modification to pass undetected. 
Therefore, the fail-closed behavior represents a deliberate security design choice rather than 
a limitation of the authentication mechanism. 

5. Discussion 

The principal contribution of the proposed framework is architectural rather than the 
introduction of new cryptographic primitives. X25519, HKDF, DNA encoding, chaotic 
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maps, and HMAC are all established techniques; the novelty lies in their composition to sat-
isfy two security objectives that are typically considered conflicting. Specifically, a pre-encryp-

tion plaintext modification propagates through the plaintext hash 𝐻 and changes every block 
seed, producing strong global differential behavior. In contrast, a post-encryption channel 

modification leaves 𝐻 unchanged, affects only the corresponding position-preserved cipher-
text block, and is detected before decryption through its block authentication tag. This sepa-
ration provides a systematic way to reconcile avalanche behavior with spatial tamper localiza-
tion within a single framework. 

To clarify the positioning of the proposed framework, Table 11 qualitatively compares 
it with conventional DNA-based image encryption, standardized authenticated encryption, 
and fragile watermarking. The comparison emphasizes the protection model, localization ca-
pability, principal advantage, and primary trade-off of each approach without introducing ad-
ditional experimental claims. 

Table 11. Qualitative comparison of the proposed framework with representative image-protection approaches. 

Approach 
Protection and Verification 

Model 
Tamper      

Localization 
Principal Advantage Primary Trade-off 

Conventional 
DNA-based im-
age encryption  

[1]–[4], [16], [17]. 

DNA encoding combined with 
chaotic permutation and diffusion 
primarily provides confidentiality; 

cryptographic integrity is not    
inherent. 

No 
Preserves image-oriented 
confusion, diffusion, and 

plaintext sensitivity. 

Modified ciphertext and protocol 
metadata cannot be authenticated or 

spatially localized reliably. 

Authenticated en-
cryption (e.g., 
ChaCha20-

Poly1305) [9], 
[10]. 

Standardized authenticated en-
cryption over ciphertext and    

associated data. 

Global by default; 
block-level locali-

zation requires 
separate records. 

Mature, efficient, and  
formally analyzed     
confidentiality and      

integrity. 

Block-wise deployment requires ad-
ditional framing, nonce manage-

ment, and associated-data binding, 
while replacing the DNA-chaos  

confidentiality core. 

Fragile water-
marking [11], [12] 

Authentication evidence is     
embedded in or derived from the 

host image. 
Yes 

Supports spatial tamper 
detection and, in some 

schemes, content       
recovery. 

Operates primarily in the plaintext 
domain, may modify the host image, 
and does not inherently provide ses-
sion-keyed ciphertext confidentiality. 

 

As summarized in Table 11, the proposed framework is not intended to replace stand-
ardized AEAD constructions or to suggest that they are generally inferior. Standard AEAD 
remains the preferred choice for general-purpose authenticated encryption. Instead, the pro-
posed design addresses a different problem: preserving an existing DNA-chaos image-en-
cryption pipeline while introducing session-bound, pre-decryption integrity verification with 
block-level localization. In this context, the framework complements rather than competes 
with conventional authenticated-encryption approaches. 

The experimental results further illustrate that the design parameters provide configura-
ble operational trade-offs. Smaller authentication blocks improve localization granularity at 
the cost of higher storage and computational overhead, whereas larger blocks favor efficiency 
while reducing spatial resolution. Likewise, the selected 128-bit authentication tag aligns with 
the classical security target of X25519 while avoiding unnecessary storage overhead associated 
with longer tags. These parameters should therefore be regarded as deployment choices rather 
than universally optimal settings. 

The communication analysis also clarifies the intended robustness of the proposed au-
thentication layer. Corrupted or missing records are detected and localized but are intention-
ally not corrected. Consequently, accidental transmission errors and malicious modifications 
produce the same authentication outcome, reflecting a deliberate fail-closed security policy. 
Practical deployment therefore depends on complementary protocol services, including au-
thenticated peer credentials, replay protection, reliable transport or forward-error correction, 
constant-time tag verification, strict parsing of protocol fields, and rejection of any image that 
fails authentication. 

Several limitations should be acknowledged. First, the confidentiality guarantee remains 
conditional because no formal IND-CPA proof is provided for the floating-point DNA-
chaos encryption core; statistical image-security metrics cannot substitute for such a proof. 
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Second, including the plaintext hash 𝐻 in the authenticated header permits an offline confir-
mation test for guessed low-entropy images. Deployments concerned with this information 

leakage should replace 𝐻 with a key-protected commitment or protect the seed material un-
der a separate derived key before reevaluating the differential behavior. Third, peer authenti-
cation for X25519 together with replay-state management remains an external protocol re-
quirement. Fourth, the image evaluation is limited to 30 resized grayscale tuberculosis radio-
graphs, and broader validation using color images, native resolutions, multiple imaging mo-
dalities, and larger datasets is needed before generalizing the statistical observations. Fifth, the 
runtime evaluation isolates the incremental authentication layer on a single Python/CPU plat-
form and does not represent an optimized production implementation. Finally, the frame-
work localizes corrupted or missing blocks but does not recover them. Future work will focus 
on strengthening the confidentiality foundation by formally analyzing or replacing the float-
ing-point DNA-chaos core, introducing a protected plaintext commitment, publishing in-
teroperable implementation test vectors, evaluating larger and more diverse image datasets, 
and integrating retransmission or erasure-coding mechanisms for communication over unre-
liable channels. 

6. Conclusions 

This paper presented a context-bound, block-wise authenticated DNA-based image-en-
cryption framework that integrates confidentiality, pre-decryption integrity, and spatial tam-
per evidence. Authenticated ephemeral X25519 and HKDF-SHA256 establish fresh domain-
separated keys, plaintext-coupled block-specific chaotic seeds recover global differential sen-
sitivity, and 128-bit HMAC-SHA256 tags bind each ciphertext block to its header, position, 
dimensions, length, session, and sequence number. The experimental results demonstrate that 
the proposed framework achieves its intended objectives. The tested radiographs exhibit high 
statistical confidentiality and near-ideal differential sensitivity, while the authentication layer 
provides reliable pre-decryption integrity verification and block-level tamper localization. The 
reduction-based argument further establishes ciphertext integrity and a conditional IND-
CCA upgrade under explicit assumptions, while acknowledging that the formal confidentiality 
of the DNA-chaos core remains an open problem. Overall, the proposed framework shows 
that global plaintext sensitivity and localized post-encryption tamper evidence can coexist 
within a unified authenticated image-encryption architecture. The resulting design provides a 
practical foundation for applications that require both encrypted image transmission and ac-
tionable integrity verification. 
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