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Abstract: Mobile face authentication for digital financial services must simultaneously satisfy recogni-

tion accuracy, computational efficiency, and biometric security under resource-constrained deployment 

conditions. This study proposes and evaluates a lightweight face-authentication framework that inte-

grates detector–recognition pipeline optimization, protected biometric-template transformation, and 

blockchain-backed integrity support. Five face detection–recognition pipelines were systematically 

evaluated using a shared LightCNN-29v2 backbone fine-tuned on the Indonesian Muslim Student 

Face Dataset (IMSFD), with Mahalanobis-based Distance-Based Encryption (DBE) providing pro-

tected template matching and blockchain hash anchoring serving as an architectural integrity layer. 

Experiments on 3,660 images from 68 identities demonstrate that the MTCNN + LightCNN pipeline 

achieves the most favorable in-domain performance, reaching 94.95% accuracy, a ROC-AUC of 

0.9970, an F1-score of 0.95, and successful processing of 3,546 out of 3,660 test images with an overall 

model size of approximately 5 MB. Applying Mahalanobis-based DBE further improves verification 

performance on IMSFD, increasing accuracy to 96.88% while reducing the False Acceptance Rate 

(FAR) from 0.83% to 0.18% and the False Rejection Rate (FRR) from 16.44% to 10.12%. Cross-

dataset evaluation on LFW, CFP-FF, CFP-FP, AgeDB-30, CALFW, and CPLFW indicates that the 

proposed framework generalizes well to frontal-domain benchmarks but exhibits expected perfor-

mance degradation under cross-pose and cross-age conditions due to distribution shift. Overall, the 

results demonstrate that detector selection is the dominant factor influencing end-to-end verification 

performance, while domain-specific fine-tuning and protected template matching are essential for se-

cure and practical deployment in mobile financial authentication systems. 

Keywords: Biometric authentication; Biometric template protection; Blockchain; Digital financial  

services; Distance-based encryption; Face recognition; LightCNN; Mobile authentication. 

 

1. Introduction 

Digital financial services increasingly rely on biometric authentication to replace tradi-
tional credential-based methods such as passwords and PINs. Among biometric modalities, 
facial recognition has gained particular traction in smartphone-based banking because of its 
suitability for electronic Know Your Customer (eKYC) and transaction authorization [1], [2]. 
This trend is especially evident in rapidly expanding digital finance markets such as Indonesia, 
where increasing smartphone penetration has created a growing demand for secure, scalable, 
and accessible identity verification. 

Despite its widespread adoption, mobile face authentication remains technically and op-
erationally challenging. Real-world deployment environments expose recognition systems to 
variations in camera quality, illumination, facial pose, and limited on-device computational 
resources, all of which are common across heterogeneous smartphone ecosystems [2]. These 
challenges are further compounded by adversarial threats, including spoofing, fake-video in-
jection, and presentation attacks. Consequently, a model that performs well on controlled 
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benchmark datasets may become unreliable or computationally impractical when deployed 
on consumer-grade mobile devices [3]–[5]. 

Lightweight architectures such as MobileNetV3 [6] and LightCNN [7] have been devel-
oped to address computational constraints, and subsequent studies have demonstrated their 
practical suitability for edge-device deployment [8], [9]. Recognition accuracy alone, however, 
is insufficient for secure financial authentication. Storing raw biometric templates introduces 
irreversible privacy and security risks that increase with deployment scale [10], while privacy-
preserving biometric systems must mitigate template leakage, unauthorized disclosure, and 
trust management throughout the authentication lifecycle [11]. Distance-Based Encryption 
(DBE) using a Mahalanobis-based formulation enables matching in a protected embedding 
space without exposing raw biometric templates [10], [12]. Blockchain-backed record man-
agement further provides tamper-evident integrity and traceability, although these benefits 
introduce additional coordination overhead that must be carefully balanced against deploy-
ment requirements. 

The research gap addressed in this study is not whether lightweight face recognition is 
feasible on smartphones, nor whether template protection and distributed integrity mecha-
nisms can independently enhance security. Rather, it is whether these components can be 
integrated into a single mobile authentication framework that simultaneously achieves recog-
nition accuracy, computational efficiency, and practical security for digital financial services 
on resource-constrained hardware. Existing studies have largely treated model efficiency and 
security enhancement as separate research directions, with relatively few investigations exam-
ining their combined interaction within a finance-oriented deployment context [2], [11]. 

Among face detectors suitable for mobile deployment, BlazeFace [13] targets sub-milli-
second GPU inference but provides a less mature TensorFlow Lite deployment path for 
CPU-only environments. RetinaFace [14] achieves robust face localization under uncon-
strained conditions but incurs higher computational cost than required for the target deploy-
ment scenario. YOLO-based detectors emphasize detection throughput but do not directly 
provide the facial landmark estimation required for alignment. MTCNN [15] was selected in 
this study for three reasons: its mature TensorFlow Lite conversion pipeline for Android 
deployment, its joint face detection and five-point landmark estimation that eliminates the 
need for a separate alignment module, and its cascade-based architecture that effectively sup-
presses false positives while maintaining a model size below 5 MB. LightCNN-29v2 was se-
lected over MobileFaceNets [16] and ShuffleFaceNet [17] because its Max-Feature-Map 
(MFM) activation has been reported to improve robustness against noisy and low-quality fa-
cial inputs [7], making it well suited to the image variability encountered on entry-level 
smartphone cameras. 

Based on these considerations, this study investigates whether lightweight face recogni-
tion, protected biometric-template matching, and blockchain-based integrity can be effec-
tively integrated into a practical authentication framework for digital financial services. Five 
face-detection strategies are evaluated using a shared LightCNN-29v2 recognition backbone, 
with eKYC onboarding and transaction authorization serving as representative deployment 
scenarios. Rather than pursuing state-of-the-art recognition accuracy on public benchmarks, 
this work emphasizes deployment-oriented evaluation under resource-constrained environ-
ments by jointly considering recognition performance, computational efficiency, template 
protection, and system integrity. This study makes the following four contributions: 

• A controlled comparison of five detector–recognition pipelines, using a common 
LightCNN-29v2 backbone to isolate the effect of detector selection under identical eval-
uation conditions. 

• A deployment-oriented evaluation framework that jointly considers recognition perfor-
mance, verification reliability, computational efficiency, and detection coverage for mo-
bile financial authentication. 

• An empirical evaluation of Mahalanobis-based Distance-Based Encryption (DBE) for 
protected biometric-template matching under both in-domain and cross-domain condi-
tions. 

• The integration of blockchain-based hash anchoring using Ethereum Testnet and IPFS 
as an architectural integrity layer to support tamper-evident biometric record manage-
ment within the proposed authentication framework. 
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The remainder of this paper is organized as follows. Section 2 reviews the related work. 
Section 3 describes the proposed methodology. Section 4 presents experimental results. Sec-
tion 5 discusses the key findings, positions the proposed approach relative to related studies, 
and outlines the limitations of the current work. Finally, Section 6 concludes the paper. 

2. Literature Review 

2.1. Face Biometrics in Digital Finance 

Face-biometric authentication has become a key technology for digital financial services 
because it relies on unique physiological characteristics rather than conventional knowledge-
based credentials. Smartphone-based facial recognition is widely adopted for electronic Know 
Your Customer (eKYC) onboarding and transaction authorization owing to its convenience 
and compatibility with standard mobile cameras [1], [2]. As smartphone-based financial trans-
actions continue to expand, particularly in markets such as Indonesia, authentication systems 
must simultaneously satisfy security, scalability, and user convenience. 

Unlike general-purpose face recognition, financial authentication demands substantially 
higher reliability because authentication failures may lead to account takeover, fraudulent 
transactions, or denial of access for legitimate users [18]. Practical deployment must therefore 
remain robust against heterogeneous device conditions, illumination changes, pose variation, 
and adversarial threats such as spoofing, replay attacks, and presentation attacks [2]–[4]. Con-
sequently, recent research increasingly evaluates mobile face-authentication systems not only 
by recognition accuracy but also by inference efficiency, detection robustness, and secure 
biometric data management. 

2.2. Lightweight Vision Models for Efficient Mobile Deployment 

The demand for on-device intelligence has accelerated the development of lightweight 
deep-learning architectures optimized for resource-constrained environments. MobileNetV3 
combines hardware-aware neural architecture search with efficient network design to reduce 
computational cost while maintaining competitive performance [6]. Subsequent studies have 
confirmed that lightweight architectures can substantially reduce inference time and memory 
consumption, making them suitable for mobile and edge deployment [8], [9]. In mobile face 
authentication, however, overall performance depends on both face detection and face recog-
nition rather than either stage alone. Most previous studies focus primarily on recognition 
backbones, whereas the influence of detector selection on end-to-end verification perfor-
mance remains comparatively underexplored. 

Among lightweight detectors, MTCNN provides joint face localization and five-point 
landmark estimation for accurate alignment [15]. Classical approaches such as DLib HOG 
remain competitive when combined with preprocessing techniques including CLAHE and 
image upsampling, whereas directly applying a general-purpose classifier such as Mo-
bileNetV3 for face detection generally produces inferior localization because it was not de-
signed for that task. For face representation, LightCNN employs Max-Feature-Map (MFM) 
activation to generate compact and discriminative facial embeddings with improved robust-
ness to noisy inputs [7]. Its lightweight architecture enables efficient L2-normalized embed-
ding generation with low memory overhead, making it suitable for resource-constrained mo-
bile deployment [2], [7]. Although lightweight face-recognition models have demonstrated 
promising performance, comparatively few studies have systematically investigated how de-
tector selection affects end-to-end verification under identical deployment conditions. This 
motivates the controlled detector-comparison strategy adopted in this work. 

2.3. Secure Template Storage and Matching 

Protecting biometric templates is essential because, unlike passwords, biometric traits 
cannot be replaced once compromised. Secure biometric systems therefore avoid storing raw 
templates and instead employ protection mechanisms that reduce leakage, inversion, and un-
authorized reuse while preserving verification capability [10], [11], [19], [20]. This requirement 
is particularly important for mobile financial authentication, where facial embeddings contain 
sensitive identity information. 

Distance-Based Encryption (DBE) enables biometric matching in a protected embed-
ding space without exposing raw templates [10]. In addition, Mahalanobis distance considers 
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feature covariance, providing a similarity measure that better reflects the statistical distribution 
of high-dimensional facial embeddings than conventional Euclidean distance [12]. Recent 
studies further emphasize that biometric security should be evaluated throughout the authen-
tication lifecycle, including enrollment, template storage, matching, revocation, and auditing 
[11]. 

Despite these advances, existing research has largely emphasized privacy preservation 
itself, while comparatively fewer studies have examined the empirical impact of protected 
template matching on verification performance under lightweight mobile deployment. This 
motivates the evaluation of Mahalanobis-based DBE across both in-domain and cross-do-
main scenarios in this study. 

2.4. Tamper-Evident Records and Decentralized Trust via Blockchain 

Blockchain has attracted increasing attention in digital identity, Know Your Customer 
(KYC), and biometric authentication because it provides tamper-evident records, auditability, 
and decentralized trust [21]–[23]. Rather than storing biometric data directly, blockchain typ-
ically maintains cryptographic hashes or references to protected templates, enabling integrity 
verification without exposing sensitive biometric information. This capability improves trace-
ability and reduces single points of failure in biometric identity management [24]. 

Despite these benefits, blockchain introduces additional latency, infrastructure complex-
ity, and protocol management overhead [23], [25], [26]. It should therefore be viewed as a 
complementary integrity mechanism rather than a replacement for efficient biometric recog-
nition or protected template storage. Existing studies primarily emphasize blockchain-enabled 
trust and record integrity, whereas comparatively few investigate its integration with light-
weight face-authentication systems for practical mobile deployment. Accordingly, blockchain 
is incorporated in this work as an architectural integrity layer that complements protected 
biometric matching while maintaining deployment feasibility. 

2.5. Research Gap and Contribution 

The literature review indicates that lightweight face recognition, secure biometric-tem-
plate protection, and blockchain-based identity integrity have largely been investigated as sep-
arate research directions. Existing studies primarily optimize recognition accuracy or compu-
tational efficiency, strengthen template security, or improve identity integrity through decen-
tralized trust. Comparatively few studies examine how these complementary components can 
be integrated into a unified authentication framework suitable for deployment in resource-
constrained mobile financial services. 

Accordingly, the objective of this study is not to achieve state-of-the-art recognition ac-
curacy on public benchmarks, but to investigate whether lightweight recognition, protected 
biometric-template matching, and blockchain-based integrity can be effectively combined 
into a practical authentication pipeline. Unlike high-performing recognition models such as 
MobileFaceNet [16], which are primarily optimized for benchmark performance, the pro-
posed approach emphasizes deployment-oriented requirements, including computational ef-
ficiency, fraud-sensitive verification, protected template management, and system integrity. 
The methodology developed to address this gap is presented in the following section. 

3. Proposed Method 

This study proposes a deployment-oriented mobile face-authentication framework de-
signed for digital financial services operating on resource-constrained devices. Rather than 
optimizing a single recognition model, the framework evaluates the combined effect of face 
detection, feature extraction, protected biometric-template matching, and integrity support 
within a unified authentication pipeline. The primary design objective is to identify a detector–
recognition configuration that balances recognition performance, computational efficiency, 
and security requirements under realistic mobile deployment conditions [18]. 

To enable a fair comparison, all candidate pipelines share the same LightCNN-29v2 
recognition backbone, while only the face-detection component is varied. This design isolates 
detector selection as the primary experimental variable, allowing performance differences to 
be attributed to face localization quality rather than changes in the recognition model. In 
addition, protected template matching using Mahalanobis-based Distance-Based Encryption 
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(DBE) and blockchain-based integrity support are incorporated as complementary security 
layers to evaluate their suitability for practical mobile financial authentication. 

3.1. System Architecture 

The proposed framework consists of seven sequential stages: face detection, prepro-
cessing, feature extraction, identity embedding, identity verification, template protection, and 
integrity support, as illustrated in Fig. 1. The overall design follows a modular architecture in 
which each component performs a distinct function while remaining independent of the oth-
ers, allowing individual modules to be evaluated or replaced without modifying the complete 
authentication pipeline. 

 

Figure 1. Overall workflow of the proposed lightweight mobile face-authentication framework. 

The framework operates through two phases: enrollment and authentication. During 
enrollment, facial images are first detected and aligned before being resized to 128 × 128 
grayscale images. The processed images are then passed through LightCNN-29v2 [7], which 
generates compact 256-dimensional L2-normalized facial embeddings. A mean embedding is 
computed for each identity and stored as the gallery representation, producing a gallery matrix 
of size (68 × 256) for subsequent verification. 

During authentication, an input image captured by a smartphone camera is first pro-
cessed by the selected face detector. MTCNN [15], the primary detector adopted in the pro-
posed framework, performs face localization and simultaneously estimates five facial land-
marks through its three-stage cascade (P-Net, R-Net, and O-Net), enabling consistent facial 
alignment before recognition. Images in which no valid face is detected are excluded from 
subsequent processing to avoid propagating localization errors into the recognition stage. The 
cropped facial region is resized to 128 × 128 grayscale and forwarded to LightCNN-29v2 to 
produce a normalized query embedding. Identity verification is performed by comparing the 
query embedding with the gallery using cosine similarity, 

𝑠𝑖𝑚(𝑞, 𝑔) = 𝑞𝑇𝑔 (1) 

where 𝑞 and 𝑔 denote the L2-normalized query and gallery embeddings, respectively. In 
recognition mode, the identity with the highest similarity score is returned through nearest-
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neighbor retrieval. For verification, the similarity score is compared against a decision thresh-

old 𝜏; authentication is accepted when 𝑠𝑖𝑚(𝑞, 𝑔) ≥ 𝜏, otherwise it is rejected. The operating 
threshold is determined experimentally and discussed in Section 3.5. 

The layer-level architecture of the selected pipeline is illustrated in Fig. 2. MTCNN per-
forms robust face localization and landmark detection, while LightCNN-29v2 extracts com-
pact facial representations using Max-Feature-Map (MFM) activation. This combination was 
selected because it provides a practical balance between detection robustness, recognition 
capability, and computational efficiency for deployment on entry-level mobile hardware. 

 

Figure 2. Layer-level architecture of the selected authentication pipeline: (a) MTCNN three-stage 
face detector [15]; (b) LightCNN-29v2 recognition backbone [7]. 

The functional role of each component is summarized in Table 1. 

Table 1. Core components and functional specifications of the proposed biometric authentication 
framework. 

Component Model/Method Specification Primary Function 

Face Detec-
tion 

MTCNN (selected) Confidence = 0.9; margin = 20 px 
Face localization and 
landmark estimation 

Face Recog-
nition 

LightCNN-29v2 
128 × 128 grayscale; 256-dimen-
sional L2-normalized embedding; 

MFM activation [7] 

Compact facial repre-
sentation 

Similarity 
Metric 

Cosine Similarity Adaptive verification threshold Identity verification 

Template 
Protection 

Mahalanobis-based DBE 
Matching in protected embedding 
space; covariance estimated from 

IMSFD training set 

Protected biometric-
template matching 

Integrity 
Layer 

Ethereum Testnet + 
IPFS 

Hash anchoring 
Tamper-evident integ-

rity and auditability 

Database PostgreSQL Binary embedding storage (BYTEA) 
Protected template 

storage 
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3.2. Data Sources and Evaluation Setting 

The proposed framework was evaluated using the Indonesian Muslim Student Face Da-
taset (IMSFD), which comprises 68 identities distributed across three subsets (A1, A2, and 
B1) with a total of 3,660 testing images. The dataset includes frontal, near-frontal, and side-
profile facial poses acquired under varying indoor lighting conditions, reflecting realistic 
smartphone-based eKYC and financial authentication scenarios in Indonesia. Fine-tuning was 
performed using 12,246 face-cropped training images, while all 3,660 testing images were 
reserved for evaluation [39]. 

 

Figure 3. Representative anonymized face samples from the IMSFD dataset (shown with face blur-
ring applied for privacy protection). 

IMSFD was selected as the primary evaluation dataset because it closely represents the 
intended deployment domain. Unlike widely used public benchmarks, the target demographic 
of Indonesian mobile financial services is underrepresented in datasets such as LFW, CFP, 
and AgeDB. The NIST Face Recognition Vendor Test (FRVT) Part 3 [28] reports demo-
graphic-dependent performance variation across population groups, while Buolamwini and 
Gebru [29] further demonstrate measurable accuracy disparities for non-Western popula-
tions. Consequently, IMSFD provides a more representative evaluation environment for the 
target application than general-purpose public benchmarks. 

Public benchmark datasets play a complementary role in this study. Rather than serving 
as the primary evaluation datasets, LFW, CFP, AgeDB, CALFW, and CPLFW are used to 
assess out-of-distribution performance under cross-domain, cross-pose, and cross-age condi-
tions. Accordingly, IMSFD is used to evaluate deployment-specific performance, whereas the 
public benchmarks provide additional evidence of model generalization. 

Dataset annotation was performed using SCRFD (det_size = 320 × 320), producing 
standardized 128 × 128 grayscale face crops with coverage ranging from 92% to 100% across 
the three subsets. The resulting dataset consists of 12,246 training crops and 3,566 gallery-
compatible testing crops. Considering that the objective of this study is a controlled compar-
ison of detector–recognition pipelines rather than population-scale benchmarking, the scale 
of IMSFD is appropriate for isolating the influence of detector selection under consistent 
evaluation conditions [27], [30]. The limitation regarding broader population-level generaliza-
tion is discussed further in Section 5.3. 

3.3. Candidate Pipelines, Preprocessing, and Embedding Generation 

To isolate the influence of face detection on end-to-end authentication performance, 
five candidate pipelines were evaluated while maintaining LightCNN-29v2 as the common 
recognition backbone. All configurations generate 256-dimensional L2-normalized facial em-
beddings and perform gallery-based nearest-neighbor matching using cosine similarity. The 
evaluated configurations are: 

• P1: MTCNN + LightCNN 

• P2: DLib HOG + LightCNN (with CLAHE and 2× upsampling) 

• P3: MobileNetV3 + LightCNN (ImageNet pretrained, sliding-window detection, with-
out task-specific fine-tuning) 
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• P4: LightCNN only (without an external face detector) 

• P5: DLib CNN + LightCNN 
 

By fixing the recognition backbone across all configurations, performance differences 
can be attributed primarily to the face-detection stage rather than variations in feature repre-
sentation. This controlled experimental design enables a more objective assessment of detec-
tor suitability for lightweight mobile authentication. 

LightCNN-29v2 was fine-tuned on IMSFD to adapt the pretrained facial representations 
to the target deployment domain while preserving the compact network architecture. Training 
employed the Adam optimizer with discriminative learning rates for different network layers, 
Cosine Annealing Warm Restarts scheduling, early stopping, and standard image augmenta-
tion, including horizontal flipping, slight rotation, and brightness–contrast variation. The clas-
sification layer was reinitialized for the 68 IMSFD identities, whereas the remaining network 
parameters were initialized from the pretrained MS-Celeb-1M model. Complete training hy-
perparameters are summarized in Table 2. 

After fine-tuning, the model was converted to TensorFlow Lite (.tflite) to support on-
device deployment. Inference performance was evaluated using a Raspberry Pi 4 Model B (4 
GB RAM) operating under CPU-only conditions to approximate the computational con-
straints of entry-level mobile hardware, consistent with previous deployment-oriented bio-
metric authentication studies [27], [30]. 

Table 2. Experimental design and evaluation settings. 

Component Description 

Research design 
Comparative experimental evaluation with laboratory validation and de-

ployment-oriented simulation 

Evaluation dataset IMSFD: 3,660 testing images (68 identities) 

Training dataset 12,246 annotated face crops 

Inference platform Raspberry Pi 4 Model B (4 GB RAM), CPU-only 

Candidate pipelines 
MTCNN + LightCNN; DLib HOG + LightCNN; MobileNetV3 + 

LightCNN; LightCNN only; DLib CNN + LightCNN 

Recognition backbone 
LightCNN-29v2 fine-tuned on IMSFD [7]; 256-dimensional L2-normalized 

embeddings 

Matching strategy Gallery-based nearest-neighbor using cosine similarity 

Evaluation metrics 
Accuracy, F1-score, ROC-AUC, TPR, TNR, FAR, FRR, detection cover-

age, and inference latency 

Security components 
Mahalanobis-based DBE for protected template matching; Ethereum Test-

net and IPFS for blockchain-based integrity support 

3.4. Template Protection and Blockchain Integration 

To prevent exposure of sensitive biometric information, the proposed framework stores 
protected facial templates rather than raw embeddings. Following feature extraction, each 
embedding is transformed using Mahalanobis-based Distance-Based Encryption (DBE), en-
abling template matching while preserving the privacy of the original biometric representa-
tion. This design separates identity verification from raw template storage, reducing the risk 
associated with template leakage or database compromise. The protected template is gener-
ated through the affine transformation 

𝐸(𝑥) = 𝐴𝑥 + 𝑏 (2) 

where 𝑥 denotes the original facial embedding, 𝐴 is a random orthogonal matrix, 𝑏 is a ran-

dom translation vector, and 𝐸(𝑥) represents the protected template stored in PostgreSQL 
as a binary object. 

Verification is subsequently performed in the protected embedding space using Ma-
halanobis distance, 

𝑑𝑀(𝐸(𝑥), 𝐸(𝑦)) = (𝐸(𝑥) − 𝐸(𝑦))
𝑇

Σ−1(𝐸(𝑥) − 𝐸(𝑦)) (3) 
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where Σ denotes the covariance matrix estimated from the IMSFD training embeddings dur-
ing enrollment. Precomputing the covariance matrix minimizes computational overhead dur-
ing authentication while preserving distribution-aware similarity measurement. 

To strengthen record integrity, cryptographic hashes of the protected templates are an-
chored to Ethereum Testnet and IPFS. Blockchain therefore functions as an architectural 
integrity layer that provides tamper-evident provenance without participating in the biometric 
matching process, consistent with previous blockchain-supported identity management and 
eKYC frameworks [21], [22]. 

3.5. Evaluation Metrics and Threshold Selection 

The evaluation protocol was designed to reflect the operational requirements of mobile 
financial authentication rather than maximizing recognition accuracy alone. Metric selection 
follows the recommendations of the FIDO Alliance Biometric Component Certification, 
ISO/IEC 19795-1 reporting guidelines, and the NIST FRVT 1:1 verification protocol, ensur-
ing that both security and usability are considered throughout the evaluation. 

Because unauthorized access represents the primary security risk in financial services, 
the False Acceptance Rate (FAR) is treated as the principal security metric [18]. The False 
Rejection Rate (FRR) measures usability by quantifying the proportion of legitimate users 
rejected during authentication. ROC-AUC provides a threshold-independent assessment of 
discriminative capability, while detection coverage measures the proportion of input images 
that successfully produce valid facial embeddings. Inference latency reflects deployment fea-
sibility for real-time mobile applications and is interpreted relative to the 100 ms interaction 
threshold commonly adopted in mobile user experience studies. Accuracy and F1-score are 
additionally reported to facilitate comparison with existing face-recognition literature but are 
considered secondary to FAR and FRR in the target deployment scenario. 

Two complementary evaluation protocols were employed. The first is closed-set recog-
nition, which evaluates all 3,660 testing images using gallery-based nearest-neighbor retrieval. 
The second is face verification, which evaluates 1,000 genuine pairs and 1,000 impostor pairs 
using a cosine similarity threshold to reflect practical authentication scenarios. Classification 
performance was computed from the confusion matrix (TP, TN, FP, and FN) using the 
standard definitions: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 (4) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 (5) 

𝑅𝑒𝑐𝑎𝑙𝑙 (𝑇𝑃𝑅) =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 (6) 

𝐹1 =
2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙 
 (7) 

𝑇𝑁𝑅 =
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
,     𝐹𝐴𝑅 =

𝐹𝑃

𝐹𝑃 + 𝑇𝑁
,      𝐹𝑅𝑅 =

𝐹𝑁

𝐹𝑁 + 𝑇𝑃
 (8) 

Identity assignment follows gallery-based nearest-neighbor retrieval, 

𝑖∗ = arg max 𝑠𝑖𝑚(𝑞, 𝑔𝑖)
   𝑖       

 (7) 

where 𝑔𝑖 denotes the mean embedding associated with identity 𝑖. 
The verification threshold 𝜏 was determined through a parameter sweep over the inter-

val [0.60,0.80] with increments of 0.01 using 1,000 genuine and 1,000 impostor pairs. The 
operating point was selected by minimizing FAR while satisfying the constraint FAR≤1%, 
reflecting the asymmetric risk profile of financial authentication [22], [31]. The resulting op-

erating threshold, 𝜏=0.70, achieved a FAR of 0.83% and an FRR of 16.44%, and was subse-
quently adopted throughout all verification experiments. 
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4. Results 

4.1. Comparative Pipeline Performance 

The comparative performance of the five evaluated pipelines is summarized in Table 3, 
while the corresponding ROC curves and deployment-oriented performance comparison are 
presented in Fig. 3 and Fig. 4, respectively. Among the evaluated configurations, MTCNN + 
LightCNN-29v2 achieved the strongest overall performance, obtaining the highest accuracy 
(94.95%), F1-score (0.95), and ROC-AUC (0.9970), while successfully processing 3,546 of 
3,660 test images. DLib HOG + LightCNN, enhanced with CLAHE and 2× upsampling, 
achieved comparable performance (94.68% accuracy; ROC-AUC 0.9953), indicating that clas-
sical detection remains competitive when appropriate preprocessing is applied. 

The remaining pipelines exhibited lower deployment suitability. DLib CNN + 
LightCNN achieved relatively high discriminative capability (ROC-AUC 0.9548) but substan-
tially higher inference latency. MobileNetV3 + LightCNN, configured as a sliding-window 
detector without task-specific fine-tuning, produced the weakest overall performance, while 
LightCNN only demonstrated insufficient impostor rejection despite moderate recognition 
capability. These quantitative results establish MTCNN + LightCNN-29v2 as the most bal-
anced configuration under the evaluated deployment setting. 

Table 3. Comparative performance of the five evaluated face-processing pipelines. 

Pipeline 
Accuracy 

(%) 
F1 

ROC-
AUC 

TPR (%) TNR (%) 
Detection 

Time 
Interpretation 

MTCNN + 
LCNN (selected) 

94.95 0.95 0.9970 50* 95.00 72 ms 

Highest accuracy 
and ROC-AUC 

with high detection 
coverage 

DLib HOG + 
LCNN 

94.68 0.95 0.9953 95.00 95.00 357 ms 
Competitive after 

CLAHE and 2× up-
sampling 

MobileNetV3 + 
LCNN 

33.81 0.32 0.7122 30.00 47.00 ~598 ms 

Unsuitable as a face 
detector without 
task-specific fine-

tuning 

LCNN only 63.50 0.54 0.6996 64.18 63.16 0 ms 
Limited impostor 
rejection capability 

DLib CNN + 
LCNN 

64.42 0.65 0.9548 66.00 71.00 ~1724 ms 
High discriminabil-
ity but excessive in-

ference latency 

*TPR at 𝜏 = 0.70 (FAR-constrained banking operating point). See Section 4.3. 

4.2. Architecture of the Selected Pipeline: MTCNN and LightCNN-29v2 

The selected pipeline combines MTCNN for face detection and alignment with 
LightCNN-29v2 for facial representation learning, as illustrated in Fig. 2. MTCNN operates 
as a three-stage cascade (P-Net, R-Net, and O-Net) that progressively refines face localization 
while suppressing false positives. The final stage additionally estimates five facial landmarks, 
enabling facial alignment before feature extraction [15]. Aligned 128 × 128 grayscale face 
images are subsequently processed by LightCNN-29v2 [7], which generates a 256-dimen-
sional L2-normalized embedding for gallery-based cosine similarity matching (Eq. (1) and Eq. 
(9)). The use of Max-Feature-Map (MFM) activation provides compact feature extraction 
while maintaining robustness to image quality variation. The complete deployment pipeline 
occupies approximately 5 MB, making it suitable for resource-constrained Android devices. 

4.3. Note on TPR in the Verification Protocol 

The TPR reported for MTCNN + LightCNN in Table 3 (50%) appears substantially 
lower than the corresponding recognition accuracy (94.95%). This difference arises because 
the two metrics are computed under different evaluation protocols. Recognition accuracy is 
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measured using a closed-set nearest-neighbor protocol, in which each detected face is as-
signed to the closest gallery identity. In contrast, TPR is computed under a verification pro-

tocol using a fixed similarity threshold (𝜏 = 0.70) on 1,000 genuine pairs. Since the threshold 
was selected to constrain the False Acceptance Rate (FAR) below 1%, only genuine pairs 
exceeding this conservative operating threshold are accepted. Accordingly, the reported TPR 
reflects the selected operating point rather than the intrinsic discriminative capability of the 
model. This interpretation is supported by the high ROC-AUC (0.9970), indicating strong 
class separability across the full threshold range. The chosen threshold therefore prioritizes 
security by minimizing false acceptance, consistent with the requirements of financial authen-
tication, while accepting a lower genuine acceptance rate at the selected operating point. 

 

Figure 4. ROC curves of the five evaluated face-detection and face-authentication pipelines. 

 

Figure 5. Comparative deployment characteristics of the evaluated pipelines in terms of recognition 
performance and inference latency. 
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4.4. Verification Characteristics of the Selected Pipeline 

The verification performance of the selected MTCNN + LightCNN-29v2 pipeline is 
summarized in Table 4, while the distribution of detection and recognition outcomes is illus-
trated in Fig. 5. Using rank-1 nearest-neighbor retrieval, the selected pipeline achieved 94.95% 
recognition accuracy with a macro F1-score of 0.95 across all 68 identities. Of the 3,660 test-
ing images, 3,546 were successfully processed, while 114 images (3.1%) were rejected during 
face detection because no valid face could be localized. Among the processed images, 3,367 
(92.0%) were correctly classified and 179 (4.9%) were misclassified during recognition, as 
shown in Fig. 5. The corresponding ROC-AUC of 0.9970 indicates strong discriminative ca-
pability across the complete similarity-score range, while macro precision and recall both 
reached 0.95, suggesting balanced verification performance across the evaluated identities. 

Table 4. Confusion matrix of the selected MTCNN + LightCNN pipeline. 

 Predicted Positive Predicted Negative Total 

Actual Positive (Genuine) TP = 808 FN = 159 967 pairs 

Actual Negative (Impostor) FP = 8 TN = 961 969 pairs 

 

Figure 6. Outcome distribution of the selected MTCNN + LightCNN pipeline on the IMSFD test 
set (n = 3,660), showing correctly classified images, recognition errors, and detection failures. 

4.5. Deployment Feasibility and Overall Result Synthesis 

The selected MTCNN + LightCNN-29v2 pipeline requires approximately 5 MB of stor-
age, making it suitable for deployment on entry-level Android devices with limited computa-
tional resources. In addition, Mahalanobis-based DBE protects biometric templates before 
storage, while blockchain-based hash anchoring provides tamper-evident integrity without 
participating in the verification process. Together, these components demonstrate the feasi-
bility of integrating lightweight face authentication, protected template management, and in-
tegrity support within a single mobile financial authentication framework. 

The normalized multi-metric comparison presented in Fig. 6 highlights the deployment 
trade-offs among the five evaluated pipelines. MTCNN + LightCNN provides the most bal-
anced overall profile, combining high recognition performance with low inference latency. 
DLib HOG + LightCNN achieves comparable recognition performance but requires sub-
stantially longer preprocessing, whereas DLib CNN + LightCNN offers strong discriminative 
capability at the expense of prohibitive latency. In contrast, MobileNetV3 + LightCNN and 
LightCNN only exhibit substantially weaker deployment characteristics because of limited 
detection quality and verification reliability. 

Overall, the experimental results indicate that end-to-end deployment performance de-
pends primarily on detector quality rather than the recognition backbone alone. Furthermore, 
integrating protected template matching and integrity support introduces additional security 
capabilities while preserving the lightweight characteristics required for mobile financial au-
thentication. 
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Figure 7. Normalized multi-metric comparison of the five evaluated face-authentication pipelines. 

4.6. Cross-Dataset Evaluation 

To assess the generalizability of the proposed framework beyond the target deployment 
domain, the fine-tuned MTCNN + LightCNN-29v2 pipeline was evaluated on six public 

face-recognition benchmarks using the same cosine similarity threshold (𝜏=0.70) and evalua-
tion protocol described in Section 3.5. The results are summarized in Table 5. 

Table 5. Cross-dataset evaluation results of the fine-tuned MTCNN + LightCNN-29v2 pipeline. 

Dataset Accuracy (%) ROC-AUC FAR (%) FRR (%) Notes 

IMSFD (in-
domain) 

94.95 0.9970 0.83 16.44 Target deployment domain 

LFW 90.32 0.9500 1.15 10.43 
Frontal-dominant; demo-

graphic mismatch with 
IMSFD 

CFP-FF 87.45 0.9200 2.41 13.12 Frontal–frontal verification 

CFP-FP 68.20 0.7600 4.12 28.15 Cross-pose evaluation 

AgeDB-30 73.65 0.8100 3.48 24.90 Cross-age evaluation 

CALFW 81.12 0.8800 2.95 19.55 Cross-age LFW variant 

CPLFW 71.40 0.7900 4.05 26.28 Cross-pose LFW variant 

 

The proposed pipeline achieved the strongest performance on IMSFD, the target de-
ployment dataset, with 94.95% accuracy and a ROC-AUC of 0.9970. Among the public 
benchmarks, performance remained relatively strong on frontal-dominant datasets such as 
LFW and CFP-FF, whereas larger performance degradation was observed on cross-pose 
(CFP-FP, CPLFW) and cross-age (AgeDB-30, CALFW) benchmarks. This trend is consistent 
with the increasing domain shift between the IMSFD training distribution and the evaluation 
datasets. 

For reference, state-of-the-art models evaluated under the standard benchmark proto-
cols typically report higher recognition performance, including 99.4–99.8% on LFW [32], 
99.0–99.5% on CFP-FF [33], 92–98% on CFP-FP [32], [33], 95–98% on AgeDB-30 [34], 95–
96% on CALFW [32], and 90–93% on CPLFW [32]. These results, however, are obtained 
using benchmark-specific protocols such as landmark-based alignment and 10-fold cross-val-
idation. In contrast, the present study employs a single FAR-constrained operating threshold 
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(𝜏=0.70) without benchmark-specific optimization to better reflect the intended mobile de-
ployment scenario. Consequently, the comparison is intended to provide performance con-
text rather than establish direct numerical superiority. 

4.7. Effect of Mahalanobis-Based DBE on Verification Performance 

The effect of Mahalanobis-based Distance-Based Encryption (DBE) on verification per-
formance is summarized in Table 6, which compares the baseline cosine similarity matcher 
with the proposed protected-template configuration across IMSFD and the six public bench-
mark datasets. The covariance matrix used for Mahalanobis distance computation was esti-
mated from the IMSFD training embeddings. 

Table 6. Verification performance comparison between cosine similarity and Mahalanobis-based DBE across datasets. 

Dataset 
Baseline     

Accuracy (%) 

Baseline FAR 

(%) 

Baseline 

FRR (%) 

DBE       

Accuracy (%) 

DBE FAR 

(%) 

DBE FRR 

(%) 

Accuracy 

Change 

FAR 

Change 

IMSFD (in-domain) 94.95 0.83 16.44 96.88 0.18 10.12 +1.93 −0.65 

LFW 90.32 1.15 10.43 91.15 0.22 11.45 +0.83 −0.93 

CFP-FF 87.45 2.41 13.12 88.20 0.45 14.28 +0.75 −1.96 

CFP-FP 68.20 4.12 28.15 64.55 0.98 42.60 −3.65 −3.14 

AgeDB-30 73.65 3.48 24.90 72.10 0.75 34.15 −1.55 −2.73 

CALFW 81.12 2.95 19.55 79.45 0.60 27.80 −1.67 −2.35 

CPLFW 71.40 4.05 26.28 67.85 0.88 38.50 −3.55 −3.17 

 

Within the target deployment domain, Mahalanobis-based DBE improved overall veri-
fication performance by increasing accuracy from 94.95% to 96.88%, while simultaneously 
reducing FAR from 0.83% to 0.18% and FRR from 16.44% to 10.12%. Similar reductions in 
FAR were also observed on frontal-dominant public benchmarks, including LFW and CFP-
FF, with only minor changes in overall recognition accuracy. 

On datasets exhibiting larger distribution shifts, particularly the cross-pose (CFP-FP, 
CPLFW) and cross-age (AgeDB-30, CALFW) benchmarks, DBE consistently maintained 
lower FAR but was accompanied by increased FRR and modest reductions in recognition 
accuracy. This pattern indicates that the security benefit provided by protected-template 
matching remains consistent across datasets, whereas the associated usability trade-off be-
comes increasingly apparent as domain mismatch grows. A more detailed analysis of this be-
havior is presented in Section 5.1. 

5. Discussion 

5.1. Key Findings 

This study investigated the proposed framework from three complementary perspec-
tives: detector selection, the security–usability trade-off, and generalization under domain 
shift. Their implications for deployment-oriented mobile financial authentication are dis-
cussed below, followed by the positioning of the proposed framework relative to existing 
studies and its current limitations. 

5.1.1. Detector selection as the primary design variable 

The controlled comparison demonstrates that face detection is the dominant factor in-
fluencing end-to-end authentication performance when the recognition backbone is held con-
stant. Although all evaluated configurations employed the same LightCNN-29v2 feature ex-
tractor, substantial performance variation was observed across detector configurations, indi-
cating that localization quality directly affects downstream feature extraction and identity ver-
ification. These finding highlights that optimizing the recognition backbone alone is insuffi-
cient for deployment-oriented mobile authentication, where robust face localization remains 
a prerequisite for reliable verification. 

Among the evaluated configurations, MTCNN + LightCNN-29v2 provided the most 
balanced deployment profile by combining high recognition performance, broad detection 
coverage, and low inference latency. In contrast, MobileNetV3, when repurposed as a sliding-
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window detector without task-specific fine-tuning, proved unsuitable for face localization de-
spite its success as a lightweight image-classification architecture. Similarly, DLib CNN pro-
duced competitive discriminative performance but incurred latency incompatible with real-
time mobile authentication. 

An interesting observation is that the performance gap between classical and deep-learn-
ing detectors becomes considerably smaller after appropriate image preprocessing. Applying 
CLAHE and image upsampling enabled the DLib HOG detector to achieve performance 
approaching that of MTCNN, suggesting that detection failures were influenced more by 
image quality than by limitations of the handcrafted descriptor itself. This result indicates that 
carefully designed preprocessing remains a practical strategy for lightweight deployments 
where computational resources are limited. 

Taken together, these findings suggest that detector selection, image preprocessing, and 
recognition should be considered as an integrated design problem rather than independently 
optimized components, consistent with previous studies on secure biometric authentication 
for resource-constrained environments [22], [27], [35], [36]. 

5.1.2. Security–usability trade-off 

The evaluation further demonstrates that financial authentication should be optimized 
from a risk-aware perspective rather than by recognition accuracy alone. Because false ac-
ceptance directly corresponds to unauthorized access, the selected operating threshold prior-
itizes minimizing FAR while maintaining acceptable verification performance, consistent with 
the asymmetric security requirements of financial applications [22], [31]. 

The proposed framework achieved this objective while remaining computationally fea-
sible for mobile deployment. The selected operating point satisfied real-time inference re-
quirements on CPU-only hardware and, when combined with Mahalanobis-based DBE, fur-
ther reduced the probability of false acceptance within the target deployment domain. At the 
same time, the experiments illustrate the inherent trade-off between security and usability: 
stronger protection against impostor access inevitably increases the likelihood of rejecting 
legitimate users. Consequently, deployment should consider FAR, FRR, latency, and detec-
tion coverage jointly rather than relying solely on recognition accuracy. 

Beyond recognition performance, the proposed framework also incorporates protected 
template storage and blockchain-based integrity support. DBE protects biometric templates 
before storage, reducing the impact of database compromise, while blockchain provides tam-
per-evident provenance without participating directly in the verification process [10]–[12], 
[19], [20], [24]. These components complement the authentication pipeline by strengthening 
operational security while preserving the lightweight characteristics required for mobile finan-
cial services. 

 

5.1.3. Generalization under domain shift 

Cross-dataset evaluation demonstrates that the proposed framework generalizes well 
when the target data remains similar to the IMSFD training distribution but gradually de-
grades as domain shift increases. Performance remains comparatively stable on frontal-dom-
inant benchmarks, whereas larger degradation is observed under cross-pose and cross-age 
conditions, indicating that the learned representation remains closely coupled to the charac-
teristics of the target deployment domain. 

Several factors likely contribute to this behavior. First, IMSFD predominantly contains 
frontal facial images, limiting the diversity of pose variation available during fine-tuning. Sec-
ond, the evaluation protocol intentionally omits benchmark-specific landmark alignment to 
better reflect practical deployment conditions; previous studies have shown that alignment 
can substantially improve cross-pose verification performance [33]. Third, the relatively nar-
row demographic and age distribution of IMSFD reduces the model's ability to learn age-
invariant facial representations, a challenge that remains widely recognized in face-recognition 
research [34]. 

The behavior observed after applying Mahalanobis-based DBE further reinforces this 
interpretation. Although protected template matching consistently reduced FAR across all 
evaluated datasets, FRR increased progressively as domain mismatch became larger. This pat-
tern suggests that covariance estimation derived from the target deployment domain remains 
effective for in-domain verification but becomes increasingly restrictive under distribution 
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shift. Consequently, extending the training distribution or adopting adaptive threshold cali-
bration may improve cross-domain deployment without sacrificing the security benefits of 
protected template matching. 

5.2. Positioning Relative to Related Studies 

The proposed framework is intended to complement, rather than directly compete with, 
existing face-recognition systems. Because previous studies differ substantially in dataset char-
acteristics, evaluation protocols, deployment objectives, and security scope, direct numerical 
comparison alone would not provide a meaningful assessment. Instead, the proposed ap-
proach is positioned relative to existing work from four complementary perspectives: deploy-
ment efficiency, security integration, computational cost, and application context. 

Previous financial face-authentication studies have reported recognition accuracies ex-
ceeding 99% using large public datasets such as MUCT and AR Face Database [37], [38]. 
These studies primarily evaluate recognition performance under benchmark-oriented proto-
cols and do not incorporate protected biometric-template storage or blockchain-supported 
integrity mechanisms. Consequently, their reported performance reflects recognition capabil-
ity in isolation rather than the behavior of a complete deployment-oriented authentication 
framework. 

From the perspective of lightweight deployment, MobileFaceNets [16] represents an im-
portant reference because it combines compact model size with fast inference on mobile de-
vices. Compared with MobileFaceNets, the proposed MTCNN + LightCNN-29v2 pipeline 
remains within a similar storage footprint while operating under CPU-only inference on re-
source-constrained hardware. Although inference latency is higher, the proposed framework 
extends beyond lightweight recognition by incorporating protected template matching, fraud-
aware threshold selection, and integrity support within a unified authentication pipeline. 

The closest architectural comparison is provided by the blockchain-enabled framework 
of [30], which combines FaceNet with fully homomorphic encryption (FHE), IPFS, and 
Ethereum. While FHE provides stronger cryptographic protection, it also introduces sub-
stantially greater computational complexity. In contrast, the proposed framework adopts Ma-
halanobis-based Distance-Based Encryption (DBE) as a lightweight template-protection 
mechanism that better matches the computational constraints of entry-level mobile devices. 
The primary contribution therefore lies not in maximizing cryptographic strength, but in 
achieving a practical balance between biometric protection, computational efficiency, and de-
ployment feasibility. Overall, the proposed framework should be viewed as a deployment-
oriented integration strategy rather than a benchmark-oriented recognition model. The public 
benchmark evaluation presented in Section 4.6 provides evidence of robustness under do-
main shift, whereas the primary contribution of this work is the integration of lightweight 
face recognition, protected biometric-template management, and blockchain-supported in-
tegrity within a single authentication architecture for digital financial services. 

5.3. Limitations and Future Work 

Although the proposed framework demonstrates promising performance for deploy-
ment-oriented mobile financial authentication, several limitations should be acknowledged. 
First, the framework was primarily optimized and fine-tuned using the IMSFD dataset, which 
represents the target deployment domain but remains limited in demographic diversity and 
population scale. Although additional public benchmarks were included to evaluate robust-
ness under cross-domain conditions, broader validation across larger and more diverse pop-
ulations is required before the framework can be generalized to large-scale operational envi-
ronments. 

Second, the Mahalanobis-based DBE was evaluated using a covariance matrix estimated 
from the IMSFD training distribution. As demonstrated by the cross-dataset experiments, 
this domain-specific statistical model remains effective for in-domain verification but be-
comes increasingly conservative under distribution shift, resulting in higher False Rejection 
Rates. Future work should investigate adaptive covariance estimation, domain-adaptive tem-
plate protection, or dynamic threshold calibration to improve cross-domain robustness while 
preserving the security advantages of protected template matching. 
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Third, blockchain integration in this study was evaluated as an architectural proof of 
concept that demonstrates tamper-evident provenance and secure record management. How-
ever, comprehensive evaluation of blockchain scalability, transaction latency, network con-
gestion, and operational cost under production-scale financial systems remains beyond the 
scope of this work. These aspects warrant further investigation before large-scale deployment. 

Finally, the present study focused on evaluating detector selection while maintaining a 
fixed recognition backbone. Future work may extend this framework by incorporating more 
recent lightweight recognition models, additional template-protection mechanisms, presenta-
tion-attack detection, and larger real-world financial authentication datasets to further im-
prove robustness and deployment readiness. 

6. Conclusions 

This study investigated whether lightweight face recognition, protected biometric-tem-
plate matching, and blockchain-based integrity support can be effectively integrated into a 
practical authentication framework for digital financial services operating on resource-con-
strained mobile devices. The experimental results demonstrate that this objective can be 
achieved through a deployment-oriented architecture that jointly considers recognition per-
formance, computational efficiency, template protection, and system integrity. 

The comparative evaluation showed that detector selection is the primary factor govern-
ing end-to-end authentication performance when the recognition backbone is held constant. 
Among the five evaluated configurations, MTCNN + LightCNN-29v2 provided the most 
balanced deployment profile by combining high recognition accuracy, broad detection cov-
erage, low inference latency, and a compact model size suitable for entry-level mobile devices. 
The results also demonstrate that carefully enhanced classical detectors remain competitive 
under stricter computational constraints, highlighting the continued importance of efficient 
preprocessing for lightweight deployment. 

The proposed Mahalanobis-based Distance-Based Encryption (DBE) strengthened the 
authentication framework by reducing the False Acceptance Rate within the target deploy-
ment domain while maintaining practical verification performance. Cross-dataset evaluation 
further showed that the security benefit of protected template matching remained consistent 
across different benchmarks, although increased domain shift led to higher False Rejection 
Rates, indicating that deployment-specific threshold calibration remains an important consid-
eration. In addition, blockchain-based hash anchoring was successfully incorporated as a 
lightweight integrity mechanism that provides tamper-evident provenance without increasing 
the computational complexity of the verification process. 

The findings demonstrate that lightweight face verification, protected biometric-tem-
plate management, and blockchain-supported integrity can be successfully integrated into a 
unified authentication framework for digital financial services. By emphasizing deployment 
feasibility alongside recognition performance and security, the proposed framework provides 
a practical reference for designing secure mobile biometric authentication systems operating 
under realistic resource constraints. 
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