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Abstract: This study presents a Graph-Augmented Isolation Forest (GAIF), an unsupervised anomaly-
detection framework for analyzing mobile user behavior. The proposed framework represents users
and behavioral attributes as a user—feature bipartite graph, enabling the capture of relational depend-
encies that are not explicitly modeled in conventional vector-based approaches. Low-dimensional user
representations are learned through Node2Vec and Graph Sample and Aggregate (GraphSAGE), and
the resulting embeddings are subsequently processed by an Isolation Forest to produce anomaly scores.
Experiments are conducted on a Mobile Device Usage and User Behavior dataset comprising 700 user
profiles derived from application-level behavioral indicators. The dataset is treated as a behavioral ab-
straction rather than as a malware classification benchmark. A consistent 80:20 stratified train—test split
is employed, with all learning-capable operations restricted to the training data to mitigate information
leakage. Detection performance is evaluated post hoc using precision, recall, F1-score, and area under
the curve (AUC) metrics. Under the evaluated setting, GAIF achieves an F1-score of 0.94 and an AUC
of 0.97, demonstrating improved anomaly detection effectiveness relative to representative unsuper-
vised baseline methods. These results are obtained on a static, proxy dataset and should not be inter-
preted as evidence of real-time deployment capability. Model interpretability is supported through post-
hoc Uniform Manifold Approximation and Projection (UMAP) visualizations of the learned embed-
dings, providing structural insights into anomalous user behavior. Overall, the findings indicate that
integrating graph-based representation learning with isolation-based anomaly scoring constitutes a
computationally efficient approach for unsupervised mobile user behavior anomaly detection within
the scope of this study.

Keywords: Bipartite graph modeling; Cybersecurity analytics; Graph-based learning; Isolation forest;

Mobile user behavior analysis; Unsupervised anomaly detection; User behavior modeling; User—feature

graph.

1. Introduction

The rapid proliferation of mobile devices and applications has fundamentally trans-
formed the way users interact with digital services. As mobile platforms increasingly manage
sensitive personal, financial, and communication data, abnormal patterns of user behavior
have emerged as potential indicators of cybersecurity threats, including fraud, identity theft,
and account compromise [1]. Traditional detection mechanisms, which primatily rely on static
signatures, permission analysis, or heuristic rules, are often insufficient for identifying sophis-
ticated or previously unseen behavioral anomalies [2], [3]. This limitation has motivated
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growing interest in machine learning and data-driven approaches for anomaly detection in
mobile user behavior analytics [4], [5].

In this study, mobile user behavior anomaly refers to user-level deviations from estab-
lished patterns in aggregated application usage, resource consumption, and device interaction
profiles. The objective of mobile user behavior anomaly detection is to identify atypical user
interaction patterns, such as unusual application usage behavior, network usage characteris-
tics, session duration distributions, or device configuration profiles [1], [2]. These interactions
inherently form complex dependencies among users and behavioral attributes, which are
poorly captured by conventional vector-based representations that assume feature independ-
ence [6]—[8]. This structural limitation constrains the effectiveness of widely used unsuper-
vised anomaly detection methods, such as Isolation Forest (IF), Local Outlier Factor (LOF),
and One-Class Support Vector Machine (OC-SVM), particularly when anomalies manifest
only within the relational context of user—feature interactions [9]—[12].

Recent advances in graph-based anomaly detection have demonstrated the advantages
of explicitly modeling relational and structural dependencies for identifying atypical entities
[13], [14]. In particular, bipartite graph representations have proven effective for modeling
interactions between two distinct node types, such as users and features, enabling the detec-
tion of structural anomalies across heterogeneous data sources [15], [16]. By capturing node
connectivity and relational context, graph-based embeddings often provide richer represen-
tations than flat feature vectors, thereby facilitating the detection of contextual and structural
anomalies [17], [18]. However, these benefits frequently come at the cost of increased com-
putational complexity, sensitivity to hyperparameter choices, and limited interpretability,
which can hinder their suitability for computationally efficient and scalable anomaly detection
under resource-constrained or label-scarce settings.

Parallel to these developments, graph representation learning (GRL) methods have been
introduced to encode nodes, edges, and neighborhood structures into low-dimensional em-
beddings that preserve relational information [3], [4]. Such embeddings enable anomaly de-
tection systems to exploit structural and topological characteristics beyond raw behavioral
features. For example, group anomaly detection frameworks have employed spatiotemporal
convex-hull models to identify irregular application usage patterns in mobile network envi-
ronments [5]. Nevertheless, while graph-based models effectively capture relational context,
they often require substantial computational resources and, in some cases, large labeled da-
tasets for training [4]. In contrast, tree-based ensemble methods such as Isolation Forest offer
scalability, robustness, and interpretability, but lack awareness of relational structure.

This contrast reveals a clear methodological gap between vector-based unsupervised
anomaly detectors and graph-only anomaly detection approaches. Vector-based methods, in-
cluding Isolation Forest, LOF, and OC-SVM, are computationally efficient and scalable, yet
they fail to capture relational dependencies among behavioral features, limiting their ability to
detect contextual and structural anomalies. Conversely, graph-based anomaly detection meth-
ods explicitly model relational structure but often incur higher computational costs, require
careful parameter tuning, and may exhibit limited stability on mid-sized behavioral datasets.
Graph-based modeling of relational contagion has also shown promise in behavioral analysis
domains. For instance, CoSoGMIR, a social graph contagion diffusion framework incorpo-
rating movement—interaction—return dynamics, has been proposed to model anomalous
propagation patterns, underscoring the importance of relational modeling in detecting behav-
ioral deviations within networked systems [19]. Despite these advances, relatively few studies
have explored the integration of relational modeling, anomaly isolation, and computational
efficiency within a unified unsupervised framework for mobile user behavior analysis.

To address this gap, Graph-Augmented Isolation Forest (GAIF) is proposed as an un-
supervised anomaly detection pipeline that integrates graph representation learning with iso-
lation-based anomaly scoring. GAIF models mobile user behavior as a user—feature bipartite
graph, enabling the explicit encoding of relational dependencies that are absent in conven-
tional feature-vector representations. Low-dimensional embeddings are learned using
Node2Vec [20], which captures global structural patterns, and Graph Sample and Aggregate
(GraphSAGE) [21], which aggregates local neighborhood information in an inductive man-
ner. These enriched representations are subsequently processed by an Isolation Forest to as-
sign anomaly scores, combining relational awareness with computational efficiency.

The central hypothesis of this study is that integrating isolation-based anomaly detection
with graph-derived embeddings that encode user—feature relational structures can improve
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the identification of mobile user behavior anomalies, compared with approaches that rely
solely on vector-based representations or graph modeling in isolation. This work is situated
within a broader body of research on cybersecurity analytics, which emphasizes the need for
adaptive and intelligent analytical methods [22], [23]. Prior studies have addressed challenges
such as securing mobile transactions [24], mitigating interface-based attacks [25], and detect-
ing phishing threats [26]. In contrast, GAIF is not intended as a deployed security mechanism,
but rather as an offline analytical framework for highlighting suspicious user profiles that
warrant further investigation, thereby complementing existing security and monitoring sys-
tems.

The mobile user behavior data considered in this study is inherently relational. The focus
is on identifying contextual and structural anomalies at the user level, such as users whose
behavioral profiles exhibit atypical relational patterns within a network of users and features,
rather than point anomalies in individual network packets or application-specific malware
signatures [22], [27]. Accordingly, this study does not address malware classification, intrusion
detection, or real-time event monitoring. Instead, it targets the problem of profiling users
based on holistic behavioral abstractions to flag deviations from learned normative patterns.
The proposed framework is evaluated using the publicly available Mobile Device Usage and
User Behavior Dataset [23], which is derived from the Drebin Android malware corpus. The
dataset has been curated to represent user-level behavioral abstractions rather than malware
signatures, comprising 700 synthetic user profiles characterized by 11 application-level be-
havioral indicators, such as application usage intensity and data consumption patterns.

The main contributions of this paper are summarized as follows:

e An unsupervised, graph-aware anomaly detection framework that integrates relational
user—feature structures with isolation-based scoring for mobile user behavior analysis.

e A unified pipeline combining offline chi-square feature filtering, user—feature bipartite
graph modeling, dual graph embeddings using Node2Vec and GraphSAGE, and isola-
tion-based anomaly scoring.

e An empirical evaluation of the proposed framework against representative unsupervised
anomaly detection baselines on a public mobile user behavior dataset.

e Anembedding-level interpretability analysis based on Uniform Manifold Approximation
and Projection (UMAP) to provide structural insights into anomalous user behavior.
The remainder of this paper is organized as follows. Section 2 reviews related work in

anomaly detection and graph learning. Section 3 desctibes the GAIF methodology, data pre-

processing, and experimental setup. Section 4 presents experimental results, ablation studies,
and comparative analyses. Section 5 concludes the paper by summarizing key findings, dis-
cussing limitations, and outlining directions for future research.

2. Related Works

The rapid expansion of mobile applications and digital services has positioned
smartphones as central components of modern digital ecosystems, generating large volumes
of behavioral data that reflect user interactions, contextual usage patterns, and system states.
Detecting anomalies within such data remains a challenging task due to high feature hetero-
geneity, dynamic behavioral contexts, and the limited availability of labeled data in real-world
environments [3], [6]. Mobile user behavior anomaly detection seeks to identify deviations
from expected usage patterns, such as abnormal battery consumption, excessive application
activity, or unusual network behavior, which may indicate security threats or system misuse
[13], [14].

Eatly studies in mobile anomaly detection primarily relied on conventional machine
learning techniques, including K-Means clustering, LOF, and Gaussian Mixture Models
(GMM), to identify irregular user behavior patterns [14], [22], [28]—[30]. While these methods
offered computational simplicity, they often struggled with high-dimensional data and failed
to capture inter-feature dependencies that are critical for modeling complex user behavior.
Subsequent approaches introduced more advanced models, such as the OC-SVM [31] and
Random Forest-based anomaly detectors, which improved detection sensitivity but required
extensive hyperparameter tuning and exhibited scalability limitations in dynamic mobile en-
vironments [32].

The adoption of deep learning techniques further advanced mobile anomaly detection
research. Models based on Autoencoders (AEs), Variational Autoencoders (VAEs), and
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Recurrent Neural Networks (RNNs) were applied to learn latent representations of normal
user behavior and identify deviations as anomalies [10], [33]. Although these approaches im-
proved detection accuracy and enabled temporal modeling, they were often computationally
expensive and lacked interpretability, particularly when applied to mid-sized datasets such as
Drebin [2], [34], [35]. Moreover, most deep learning-based methods continued to rely on
vector-based representations, implicitly assuming feature independence and overlooking re-
lational dependencies among user behavior attributes.

Recent work has demonstrated the effectiveness of graph-based learning in addressing
these limitations by explicitly modeling relationships among users and behavioral features.
Graph embedding techniques have been applied to user interaction networks for anomaly
detection, enabling the capture of both structural and attribute information [36]. Sutveys of
graph-based anomaly detection methods emphasize the importance of integrating topological
structure with node attributes to identify complex anomalous patterns in graph data [18], [37].
Representative embedding methods, including Node2Vec [20], GraphSAGE [21], and Deep
Graph Infomax (DGI) [38], have been shown to encode local and global structural infor-
mation into low-dimensional representations, facilitating more effective anomaly detection
[6], [34]. Applications of such methods include temporal graph-based detection in mobile
networks [27] and mobility-trajectory modeling for behavioral anomaly identification [22].
Despite these advances, most graph-based approaches remain computationally intensive, sen-
sitive to hyperparameter choices, or dependent on labeled data, limiting their applicability in
scalable and unsupervised mobile behavior analysis settings [36], [39]-[42].

In parallel, the Isolation Forest (IF) algorithm has been widely adopted as an efficient
and scalable unsupervised anomaly detection method [9], [43]. IF identifies anomalies through
recursive random partitioning rather than explicit modeling of normal behavior, making it
well suited for high-dimensional datasets such as Drebin. Its non-parametric structure and
relatively low computational cost contribute to its robustness and practical appeal. However,
conventional IF operates on flat feature vectors and treats behavioral attributes as independ-
ent, thereby failing to capture relational dependencies among user behaviors and limiting its
interpretability in relational settings [9], [44].

Despite substantial progress across these research directions, existing anomaly detection
systems continue to face persistent challenges, including limited interpretability in deep leatn-
ing models, insufficient modeling of relational dependencies, and reduced robustness in high-
dimensional or weakly imbalanced data scenarios [45]—[49]. These challenges are particularly
pronounced in mobile user behavior analysis, where user actions are inherently relational and
context dependent.

More recent graph neural network-based anomaly detection frameworks, such as
Anomal-E [50] and hybrid graph neural network (GNN) transformation models [51], further
demonstrate the importance of graph structures for capturing complex relational patterns.
For instance, GNN-assisted anomaly detection has been shown to improve real-time fraud
detection in fintech systems [52], while lightweight GNN-based models have been proposed
for anomaly detection in cognitive wireless sensor networks [53]. Hybrid node representation
learning approaches have also been shown to enhance graph anomaly detection by capturing
complementary structural signals [17]. Comprehensive surveys highlight the increasing adop-
tion of hybrid graph-based anomaly detection techniques across both static and temporal
domains [54]. Additionally, graph clustering frameworks have been proposed to expose
anomalous relational patterns in user interaction networks that are not detectable using tradi-
tional vector-based methods [55]. Nevertheless, most existing approaches focus on homoge-
neous or domain-specific interaction graphs, such as transaction or sensor networks, and do
not explicitly model bipartite user—feature relationships, leaving a gap in unsupervised uset-
level mobile behavioral anomaly detection.

The proposed GAIF framework is designed to address this methodological gap by inte-
grating relational modeling and isolation-based anomaly detection within a unified unsuper-
vised pipeline. GAIF encodes mobile user behavior as a user—feature bipartite graph, enabling
relational dependencies to be incorporated into anomaly scoring. By combining chi-square-
based offline feature filtering, graph-based representation learning, and Isolation Forest de-
tection, GAIF aims to balance representational richness, computational efficiency, and inter-
pretability. This integrated design supports dimensionality reduction, context-aware behav-
ioral representation, and scalable anomaly detection, positioning GAIF as a methodologically
grounded approach for mobile user behavior anomaly analysis.
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3. Materials and Methods

This study proposes the GAIF framework, which enhances isolation-based anomaly de-
tection through graph-based representation learning. GAIF is designed to operate in an un-
supervised setting, explicitly capture relational structure in mobile user behavior data, and
enforce a strict separation between training and evaluation stages to prevent information leak-
age. The framework comprises six sequential stages: data abstraction, preprocessing, offline
feature relevance assessment, train—test splitting, graph construction and representation learn-
ing, and isolation-based anomaly scoring. An overview of the complete pipeline is shown in
Figure 1. Each subsection below describes a corresponding stage of the GAIF pipeline, from
data preparation to anomaly interpretation.
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' Data preprocessing ' : H H
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: . Encodin : istical Test on »{ Rankimp : | (2D Embeding) :
: |Data Preprocessing 9 ' . B Features| | ' A
DATASET : (Label/One-hot) ; | _Training data set | : | —_—
Feature K Visualization of i
Scaling (MinMax) | ! Retain Top-K H Clusters :
; H : Attributes ! : H

—

Detection & Evaluation H Model Training (Isolation Graph Construction & Embeding

' Forest)
Evaluate Metrics ; Build User-Feature
(Precision, Recall, Biparlite Graph
AUC, F1) ¢ i

Threshold-b
Labeling

Train on Graph-
Embedded Data

Visualization
(UMAP, Graph
Projections)

Generate Embeddings

Compute Isolation
Scores

(Node2Vec/GraphSAGE)
on Training Graph

Figure 1. Overview of the proposed GAIF framework

3.1. Data Collection

This study uses the Mobile Device Usage and User Behavior Dataset, a publicly available,
preprocessed derivative of the Drebin Android corpus. The original Drebin dataset is not
used directly. Instead, the curated dataset reorganizes application-level indicators into uset-
level behavioral profiles, enabling the analysis of mobile usage behavior rather than malware
classification.

In this dataset, a user represents an abstract behavioral profile constructed by aggregating
multiple Android applications and their associated attributes. The resulting user profiles are
synthetic behavioral abstractions derived from application-level data and are not balanced
across behavioral categories, reflecting the heterogeneous nature of the source corpus. Con-
sequently, anomaly detection is performed at the user level, consistent with the evaluation
and discussion presented in Section 4.

Each user profile is described using a fixed-dimensional set of behavioral attributes de-
rived from application-level indicators. These attributes capture permission access frequency,
proxies for application usage intensity, and resource-related capabilities such as network ac-
cess, background execution, and storage usage. Conceptually, these features characterize be-
havioral tendencies rather than malicious intent, allowing the identification of users whose
interaction patterns deviate structurally or contextually from the normative population.
3.1.1. Dataset Limitations

The dataset represents static behavioral snapshots and does not capture temporal evo-
lution or real-time user interactions. Furthermore, as a proxy dataset derived from application
indicators, it abstracts user behavior rather than recording direct human interaction logs.

These limitations are explicitly acknowledged in the interpretation of experimental results in
Section 4 and motivate future validation using longitudinal and real-world mobile usage data.

3.2. Data Preprocessing

Aggregation and initial preprocessing steps, including feature consolidation, normaliza-
tion, and the removal of application identifiers, were performed by the dataset creators prior
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to this study. The resulting dataset consists of 700 user-level behavioral profiles, each treated
as a static snapshot of mobile usage behavior.

In this work, these profiles are used exclusively to construct user—feature graphs and to
evaluate unsupervised anomaly detection performance, as reported in Section 4. Importantly,
this study does not perform malware classification, application-level detection, or packet-level
intrusion analysis. The dataset is used strictly as a proxy representation of mobile user behav-
iot, enabling controlled evaluation of uset-level behavioral anomalies through post-hoc pet-
formance metrics and embedding-based interpretability analyses.

3.3. Feature Relevance Analysis

To reduce dimensionality and suppress statistically insignificant predictors, a Chi-square
(x?) relevance analysis is performed exclusively on the training data. The Chi-square test
evaluates the statistical dependency between each behavioral attribute and the available class
labels and is used solely as an offline feature filtering mechanism, not as a learning signal.

Although GAIF performs anomaly detection in an unsupervised manner, this limited
use of labels is restricted to identifying behaviorally informative attributes prior to graph con-
struction. Attributes with negligible y? scores are discarded to improve computational effi-
ciency and model interpretability without influencing the unsupervised detection process. The
Chi-square statistic is defined as:

K
0, — E))?
i=1 L

where O; denotes the observed frequency of a feature within a given class, E; represents the
expected frequency under the assumption of independence, and K is the number of feature—
class combinations.

Higher y Zyalues indicate stronger statistical association between a feature and user be-
havior, implying greater relevance. The resulting scores are used to rank behavioral attributes,
retaining only the top-ranked features for subsequent graph construction. Attributes such as
gender, age, and device model exhibit low y? values, confirming their limited influence on
behavioral variation and anomaly likelihood.

Class labels are never used during graph construction, embedding learning, anomaly
scoring, or threshold estimation. Their role is confined strictly to offline statistical filtering
and post-hoc evaluation. While the use of Chi-square introduces a form of weak supervision,
potential bias is mitigated by restricting feature selection to the training partition and ensuring
that labels are not exposed to the detection model. As a result, the anomaly detection pipeline
remains fully unsupervised during both training and inference.

Alternative unsupervised filtering methods, such as variance thresholding or Laplacian
score, could be applied in this stage. However, Chi-square is selected for its simplicity, intet-
pretability, and effectiveness in supptessing noise in sparse mobile behavioral data. Graph-
based variable selection methods also provide principled alternatives. For example, [55] pro-
posed a causal graph-based feature selection approach for BERT-based survival prediction
from clinical discharge data, demonstrating how relational structure can guide the identifica-
tion of contextually relevant predictors—principles that complement GAIF’s offline statisti-
cal filtering and subsequent graph embedding pipeline

3.4. Data Split and Leakage Control

To ensure unbiased evaluation and prevent information leakage, the optimized user be-
havior dataset is partitioned into training and testing subsets using an 80:20 stratified split,
following standard machine learning practice [9], [13]. The training set is used exclusively for
all learning-dependent operations, including feature relevance analysis, graph construction,
and embedding learning.

To preserve a strict separation between training and evaluation, test instances are em-
bedded inductively using parameters learned from the training graph. No test data are in-
volved in feature selection, graph topology construction, or embedding optimization. This
protocol ensures that evaluation results reflect genuine model generalization rather than
memortization or contamination.
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3.5. Graph Construction and Representation Learning

GAIF models mobile user behavior using a user—feature bipartite graph G = (V, E)
where one set of nodes represents users and the other represents behavioral attributes. Edges
encode observed user—feature interactions, with weights proportional to normalized feature
values. Bipartite modeling explicitly preserves relational dependencies between users and be-
havioral attributes, enabling the detection of anomalies arising from atypical relational pat-
terns rather than deviations in individual features alone [15], [16]. An illustration of the con-
structed bipartite graph is shown in Figure 2, where nodes correspond to users and features,
and edges represent interaction strength.

To generate low-dimensional representations suitable for anomaly detection, two com-
plementary graph representation learning methods are applied. Node2Vec [20] captures both
local and global structural relationships through biased random walks, while GraphSAGE
[17] petforms inductive neighborhood aggregation, enabling generalization to unseen users.
Together, these methods produce embeddings that preserve structural topology and local
semantic context [17], [18].

The embeddings learned by Node2Vec and GraphSAGE are fused through vector con-
catenation, forming a unified representation for each user. Let

Z = [zy,25, ..., 2,] € R™4 )

denote the resulting embedding matrix, where 7 is the number of users and d is the embed-
ding dimension. This fused representation combines global structural information with local
neighborhood context and serves as input to the Isolation Forest for anomaly scoring.

For GraphSAGE, node embeddings are computed using the mean-aggregation formu-
lation:

h® = o (W, AGGREGATE ({n{* "|j € N()}) +b®) o
(1)

4
of node i, W® and b® are learnable parameters, and 0 is a nonlinear activation function
(ReL.U in this study).

The integration of Node2Vec, GraphSAGE, and Isolation Forest allows GAIF to ex-
ploit their complementary strengths. Node2Vec captures global structural irregularities,
GraphSAGE preserves local contextual dependencies and supports inductive inference, and
Isolation Forest efficiently isolates sparse and atypical regions in the embedding space. Indi-
vidually, these methods are insufficient: vector-based Isolation Forest ignores relational struc-
ture, Node2Vec alone lacks fine-grained neighborhood context, and GraphSAGE alone does
not encode global topology. Their integration enables effective anomaly isolation while main-
taining computational efficiency.

where h; "’ denotes the representation of node i at at layer k, N (i) is the neighborhood

Table 1. Hyperparameter settings.

Component Parameter Value
Node2Vec Embedding dimension 64
Walk length 10
Walks per node 50
Return parameter (p) 1.0
In—out parameter (q) 1.0
GraphSAGE Number of layers 2
Hidden dimension 64
Aggregation function Mean
Activation function ReLU
Isolation Forest Number of trees 200
Contamination rate 0.07
Max samples Auto

Random state 42
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In the GAIF framework, the contamination threshold of the Isolation Forest is set to
0.07, selected empirically from the training data using silhouette analysis to balance false pos-
itives and detection sensitivity. This value deviates from the default setting (0.1) to better
reflect dataset-specific sparsity. All hyperparameters are held constant across experiments to

ensure fair and reproducible comparisons. The complete configuration is summarized in Ta-
ble 1.

3.6. Isolation Forest—Based Anomaly Detection

Following the graph construction and representation learning stage described in Section
3.5, the user—feature bipartite graph illustrated in Figure 2 serves as the structural foundation
for the final anomaly detection process. Graph embeddings learned from this structure en-
code both global connectivity patterns and local neighborhood context, which are subse-
quently leveraged by the Isolation Forest for unsupervised anomaly scoring.

Users
Features

Figure 2. User—Feature Bipartite Graph used for GAIF

Algorithm 1. Isolation Forest—Based Anomaly Detection in GAIF
INPUT: Z € R™: graph-embedded user representations, t: number of isolation trees; :
subsampling size per tree; T: anomaly score threshold

OUTPUT: A: binary anomaly labels (0 = normal, 1 = anomalous); S: anomaly scores for
all user instances

1: Initialize the Isolation Forest with t trees and subsampling size 1.
2: For each isolation tree Tj, randomly sample a subset Zy, € Z

3: Recursively partition Zy, by randomly selecting a feature dimension and split value
until instances are isolated.

Compute the expected path length E (h(Zj)) for each instance (Zj).

Calculate anomaly scores: S (Zj) according to Eq. (4).
Assign anomaly labels based on threshold .
Return anomaly scores S and labels A for all users.

Specifically, the fused embedding matrix obtained from the concatenation of Node2Vec
and GraphSAGE representations (defined in Eq. (2)) is used as the sole input to the Isolation
Forest. No raw behavioral features or class labels are involved at this stage, ensuring that
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anomaly detection operates purely on graph-informed representations and preserves the un-
supervised nature of the GAIF framework.

The Isolation Forest identifies anomalous users by recutsively partitioning the embed-
ding space and isolating instances that require fewer splits to separate from the majority of
the data. Users whose embeddings occupy sparse or structurally isolated regions—often aris-
ing from atypical relational patterns encoded in the bipartite graph shown in Figure 2—are
assigned higher anomaly scores [9], [44], [56]. The complete anomaly detection procedure is
formally described in Algorithm 1.

Let z; denote the fused embedding of user j. As detailed in Algorithm 1, the anomaly

score is computed based on the expected path length E (h(zj)) across an ensemble of iso-

lation trees:

E(h(z)))
S() =20 “

where c(¥) =2H(@ — 1) — % is the normalization constant and H(-) denotes the

harmonic number. Higher anomaly scores indicate instances that are more easily isolated in
the embedding space.

To obtain binary anomaly labels, a contamination threshold of 0.07 is applied, classifying
users with anomaly scores exceeding this threshold as anomalous. This threshold is selected
empirically using silhouette analysis on the training data to balance detection sensitivity and
false positive rates and differs from the default Isolation Forest setting to reflect dataset-
specific sparsity. Threshold selection is performed exclusively on the training partition, and
the same threshold is applied unchanged during testing to ensure unbiased evaluation.

By integrating graph-derived embeddings with isolation-based anomaly scoring, as for-
malized in Algorithm 1 and Eq. (4), the GAIF framework enables the detection of user-level
behavioral anomalies that arise from atypical relational structures rather than isolated feature
deviations. This stage completes the GAIF pipeline by transforming relational patterns en-
coded in the bipartite graph (Figure 2) into interpretable anomaly scores suitable for down-
stream analysis.

4. Results and Discussion

This section presents the experimental evaluation of the proposed GAIF framework on
the curated Drebin-derived mobile user behavior dataset. All experiments follow the meth-
odological protocol described in Section 3, including strict separation between training and
testing data, inductive embedding of test instances, and fully unsupervised anomaly scoring.
The evaluation focuses on overall detection effectiveness, computational efficiency, and the
contribution of individual pipeline components.

4.1. Experimental Setup and Evaluation Overview

All experiments were conducted in a controlled CPU-based environment to ensure re-
producibility and fair runtime comparison. The implementation was developed in Python
(version 3.10) and executed on a system equipped with an Intel Xeon processor operating at
2.3 GHz and 16 GB of RAM, running Windows 10.

Graph representation learning was implemented using PyTorch and PyTorch Geomet-
ric, while anomaly detection and evaluation metrics were computed using scikit-learn. Data
handling was performed with pandas, and UMAP was used exclusively for post-hoc visuali-
zation and interpretability analysis.

The dataset was split using the 80:20 stratified protocol described in Section 3, yielding
560 training instances and 140 test instances. Runtime was measured as the total elapsed time
covering graph construction, embedding generation, and Isolation Forest—based anomaly
scoring, excluding offline preprocessing steps. All experiments were executed in a single-
threaded CPU setting and repeated five times, with mean runtime reported to reduce varia-
bility. As GAIF operates in an unsupervised manner, anomaly scores were computed without
using class labels and converted into binary predictions using a contamination threshold of
0.07, selected from the training data as described in Section 3.6. Performance was assessed
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using precision, recall, F1-score, and area under the ROC curve (AUC), enabling direct com-
parison with baseline unsupervised anomaly detection methods.

4.2. Quantitative Results

Table 2 summarizes the quantitative performance of GAIF under the evaluation setting
described above. The results indicate that GAIF achieves strong detection effectiveness, char-
acterized by high precision and recall, resulting in an Fl-score of 0.94 and an AUC of 0.97.
These findings suggest that incorporating graph-based representations enhances the ability of
isolation-based detection to distinguish anomalous user behavior profiles within the evaluated
dataset.

The reported runtime reflects the combined cost of embedding generation and anomaly
scoring, demonstrating that the performance gains achieved by GAIF do not require prohib-
itive computational overhead. This balance between detection effectiveness and efficiency
supports the practical feasibility of the proposed framework for offline and near-real-time
analytical scenatios, rather than deployed real-time systems.

Table 2. Quantitative performance of GAIF.

Metric Value
Precision 0.96
Recall 0.94
F1-score 0.94
AUC 0.97
Runtime (s) 33.8

4.3. Ablation Studies

To assess the contribution of individual components within the GAIF pipeline, an abla-
tion study was conducted by progressively enabling graph-based modeling and embedding
mechanisms. The evaluated configurations, summarized in Table 3, range from a vector-based
baseline to the full GAIF framework. This staged design allows the isolated impact of feature
filtering, graph embedding, and embedding fusion to be examined.

The baseline configuration (Cq) applies Isolation Forest directly to the original feature
space. Configuration C; introduces offline Chi-square feature filtering prior to anomaly de-
tection. Configuration Cz incorporates Node2Vec-based graph embeddings to encode global
relational structure. The final configuration (C4) corresponds to the complete GAIF frame-
work, combining Node2Vec and GraphSAGE embeddings with Isolation Forest. UMAP is
used solely for visualization and does not constitute a model configuration.

Table 3. Model configurations for ablation analysis.

Case Description Components
Cq Baseline Isolation Forest Isolation Forest
C, Feature-filtered IF Chi-square filtering + IF
Cs Graph-embedded IF Node2Vec + IF
Cy GAIF (full model) Node2Vec + GraphSAGE + IF

Table 4 reports the comparative performance of these configurations. The baseline Iso-
lation Forest (Cq) provides a reference point for vector-only anomaly detection. Introducing
Chi-square feature filtering (C5) yields moderate improvements, indicating the benefit of sup-
pressing weak or noisy attributes. A more substantial performance gain is observed with
Node2Vec-based embeddings (Cs), highlighting the importance of capturing global relational
structure. The full GAIF framework (Cg4) achieves the strongest overall performance, demon-
strating that combining global structural encoding with local neighborhood aggregation pro-
duces a more discriminative embedding space for isolation-based anomaly detection. Notably,
these gains are achieved with only a marginal increase in runtime, underscoring the practicality
of the proposed framework within the evaluated offline analytical setting.
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Table 4. Performance comparison of ablation configurations.

Model Precision Recall Fl-score AUC Runtime (s)
Cy 0.89 0.85 0.86 0.90 28.4
C, 0.91 0.87 0.88 0.92 27.6
Cs 0.94 0.92 0.93 0.95 33.2
Cy 0.96 0.94 0.94 0.97 33.8

4.4. Interpretability Analysis

Figure 3 presents a side-by-side compatison of two-dimensional UMAP visualizations
across the GAIF ablation stages, illustrating how graph-based representation learning pro-
gressively improves the separability of normal and anomalous user profiles. The figure com-
pares embeddings derived from raw features, GraphSAGE, Node2Vec, and the fused GAIF
representation, using a consistent color scheme to support visual interpretability.
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Figure 3. UMAP projections of user embeddings across ablation stages, including raw features, GraphSAGE, Node2Vec, and GAIF
fusion. Normal user profiles are shown in blue (RGB: 31, 119, 180), and anomalous user profiles are shown in red (RGB: 214, 39, 40),

with consistent coloring across all subplots.

In the raw feature space, normal and anomalous users exhibit substantial overlap, indi-
cating that independent feature vectors provide limited structural discrimination for isolation-
based anomaly detection. Without explicit relational modeling, the resulting embedding ge-
ometry is diffuse, and anomalous users are not clearly separated from the majority population.

The GraphSAGE embedding introduces improved local organization by aggregating
neighborhood information from the user—feature bipartite graph. This leads to a denser cen-
tral cluster of normal users; however, noticeable overlap with anomalous users remains, sug-
gesting that local neighborhood aggregation alone is insufficient to capture broader relational
irregularities.

The Node2Vec embedding further enhances separability by encoding global structural
relationships through biased random walks on the bipartite graph. In this representation,
anomalous users are more frequently displaced toward peripheral regions of the embedding
space, reflecting the role of global topological context in highlichting atypical relational pat-
terns.

The GAIF fusion embedding exhibits the most pronounced separation, characterized
by a compact manifold of normal users and more distinctly isolated anomalous points. This
outcome arises from the complementary integration of Node2Vec’s global topology preset-
vation and GraphSAGE’s local neighborhood aggregation, yielding an embedding space that
more effectively amplifies structural deviations relevant to anomaly detection.
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From an isolation-based perspective, the geometry of these embeddings directly influ-
ences Isolation Forest behavior. Users embedded in sparse or weakly connected regions are
isolated with fewer random splits, resulting in shorter average path lengths, whereas users
embedded within dense clusters require deeper partitioning. This interaction between graph
topology, embedding geometry, and isolation dynamics explains the quantitative performance
improvements reported in Table 4, without modifying the underlying anomaly detection al-
gorithm. Overall, the visual patterns observed in Figure 3 demonstrate that GAIF improves
anomaly detection performance primarily through representation enhancement driven by
graph structure, rather than through changes to the isolation mechanism itself. This reinforces
the interpretation of GAIF as a graph-aware representation pipeline for unsupervised mobile
user behavior anomaly detection, consistent with the methodological scope of this study.

4.5. Comparative Performance Evaluation

This section compares the performance of the proposed GAIF with representative un-
supervised anomaly detection baselines that were reimplemented and evaluated under the
same dataset, preprocessing pipeline, and evaluation protocol described in Sections 3 and 4.
The comparative results are summarized in Table 5, which reports precision, recall, F1-score,
AUC, and runtime for each method. To ensure experimental fairness and reproducibility, all
baseline methods—including IF, LOF, OC-SVM, and Autoencoder-based anomaly detec-
tion—were evaluated on the same Mobile Device Usage and User Behavior dataset, using
identical train—test splits, preprocessing steps, and evaluation metrics. Prior studies are refer-
enced only for methodological context in the related work section and are not used for direct
numerical comparison.

Table 5. Comparative performance of GAIF and reimplemented unsupervised anomaly detection
baselines evaluated under the same dataset and experimental protocol.

Model Precision Recall F1-Score AUC Rur(lst;me Observation
IF 0.89 0.85 0.86 0.90 28.4 Efficient, but ignores relational
structure
LOF 0.88 0.84 0.85 0.89 31.6 Sensitive to neighborhood size
OC-SVM 0.90 0.86 0.88 0.91 42.3 Kernel-sensitive, higher cost
Autoencoder 091 0.88 0.89 0.92 39.8  Captures nonlinearity, limited inter-
pretability

GAIF (Ours)  0.96 0.94 0.94 0.97 33.8  Best accuracy with efficient runtime

As shown in Table 5, GAIF achieves the strongest overall performance across all evalu-
ation metrics. In particular, GAIF attains the highest F1-score (0.94) and AUC (0.97), indi-
cating improved detection effectiveness and discrimination capability compared with the
baseline methods evaluated under the same conditions. Despite incorporating graph-based
representation learning, GAIF maintains competitive computational efficiency, with runtime
comparable to or lower than several vector-based baselines.

Among the reimplemented baselines, the standard Isolation Forest exhibits strong effi-
ciency but lower detection accuracy due to its inability to model relational dependencies
among behavioral attributes. Local Outlier Factor and One-Class SVM achieve moderate per-
formance but are sensitive to neighborhood size and kernel selection, respectively, which can
limit robustness in heterogeneous behavioral spaces. Autoencoder-based anomaly detection
captures nonlinear feature interactions but incurs higher computational cost and offers lim-
ited interpretability.

By contrast, GAIF benefits from integrating graph-based representation learning with
isolation-based anomaly scoring. Modeling user behavior as a user—feature bipartite graph
enables the framework to encode relational dependencies that are not accessible to vector-
based methods. The resulting graph-informed embeddings reshape the data geometry in a
manner that enhances the effectiveness of Isolation Forest without increasing algorithmic
complexity. Overall, this comparative evaluation demonstrates that GAIF provides a favora-
ble balance between detection effectiveness and computational efficiency within the evaluated
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offline analytical setting, outperforming conventional unsupervised anomaly detection base-
lines when assessed under identical experimental conditions..

5. Conclusions

This study proposed GAIF, an unsupervised framework for mobile uset behavior anom-
aly detection that integrates graph-based representation learning with isolation-based anomaly
scoring. GAIF models user behavior through a user—feature bipartite graph and combines
Node2Vec and GraphSAGE embeddings to capture both global structural topology and local
contextual relationships, which are subsequently exploited by an Isolation Forest for anomaly
detection. Experimental results on the Mobile Device Usage and User Behavior Dataset, a
curated proxy dataset derived from the Drebin Android corpus, demonstrate that GAIF
achieves improved detection effectiveness compared with representative vector-based and
graph-only unsupervised baselines under the evaluated setting. Quantitative gains in F1-score
and AUC are complemented by embedding-level interpretability, where UMAP visualizations
reveal progressive structural separation between normal and anomalous user profiles. These
findings support the central hypothesis that enriching isolation-based anomaly detection with
graph-informed representations enhances the identification of user-level behavioral anoma-
lies driven by relational and contextual deviations.

From a methodological perspective, this work contributes a reproducible and computa-
tionally efficient pipeline that bridges the gap between vector-based anomaly detectors, which
lack relational awareness, and graph-only approaches, which often incur high computational
cost. By demonstrating that performance improvements arise primarily from representation
enhancement rather than algorithmic modification, GAIF clarifies the role of graph-based
embeddings as a complementary mechanism for isolation-based detection rather than as a
standalone detection model.

Several limitations of this study should be acknowledged. The evaluated dataset repre-
sents static behavioral snapshots rather than continuous user activity, aggregates multiple ap-
plications into synthetic user profiles, and does not capture real-time interactions. As a result,
the findings should not be interpreted as evidence of real-time deployment capability. Future
work should focus on validating the proposed framework on longitudinal and real-world mo-
bile usage data, extending the model to temporal and streaming settings, and exploring alter-
native unsupervised feature selection and graph construction strategies to further improve
robustness and generalizability. Overall, GAIF provides a principled and interpretable ap-
proach for unsupervised mobile user behavior anomaly detection, contributing to ongoing
research on graph-aware behavioral analytics and offering a foundation for future extensions
in real-world mobile security and monitoring applications..
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