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Abstract: The increasing complexity and scale of modern network traffic driven by IoT and cloud-

based infrastructures have made accurate intrusion detection a critical challenge. Conventional network 

intrusion detection systems (NIDS) and many deep learning–based approaches struggle to reliably de-

tect minority and stealthy attacks due to severe class imbalance and limited discrimination of subtle 

traffic patterns. To address these limitations, this study proposes a hybrid CNN–RBF–Attention 

framework for network intrusion detection. The proposed model integrates three complementary com-

ponents: (i) a convolutional neural network for hierarchical feature extraction from network flow data, 

(ii) a radial basis function (RBF) network for localized nonlinear classification using prototype-based 

decision regions, and (iii) an attention mechanism that adaptively weights RBF activations to emphasize 

discriminative traffic patterns. SMOTE is applied exclusively to the training data to mitigate class im-

balance. The framework is evaluated on the widely used CICIDS2017 and CICIDS2018 benchmark 

datasets in both binary and multiclass settings, using recall, precision, F1-score, confusion matrices, 

and ROC analysis. Experimental results demonstrate that the proposed hybrid model consistently out-

performs standalone CNN and RBF baselines, particularly in terms of recall and F1-score. On the 

CICIDS2018 dataset, the model achieves 99.81% accuracy and 99.81% F1-score in binary classifica-

tion, and 99.54% accuracy and 99.54% F1-score in multiclass classification. On CICIDS2017, it 

achieves 98.12% accuracy and 98.12% F1-score in binary classification, and 98.92% accuracy and 

98.92% F1-score in multiclass classification. Confusion matrix and ROC analyses further show strong 

class separability and reliable performance in low–false-positive-rate regions, which is critical for real-

world IDS deployment. These results confirm that combining deep hierarchical feature learning, local-

ized prototype-based classification, and attention-guided refinement yields a robust, operationally reli-

able intrusion detection framework for highly imbalanced network environments. 

Keywords: Anomaly Detection; Attention Mechanism; CNN–RBF Model; Cybersecurity Analytics; 

Hybrid Deep Learning; Internet of Things Security; Network Intrusion Detection; Network Traffic 

Analysis. 

 

1. Introduction 

The rapid expansion of interconnected infrastructure driven by technologies such as the 
Internet of Things (IoT), 5G, fog computing, utility computing, grid computing, edge com-
puting, and cloud services has dramatically increased both the complexity and volume of 
network traffic[1]. This surge has enabled cyber-attacks to evolve into more advanced, covert, 
and persistent threats, leaving modern networks highly susceptible to incidents such as ran-
somware, zero-day exploits, distributed denial-of-service (DDoS) attacks, and man-in-the-
middle attacks [2]–[4]. 

Network Intrusion Detection Systems (NIDS) serve as a critical defense layer, continu-
ously monitoring network traffic to identify and block unauthorized access and malicious 
activity. Conventional approaches, which depend on signature-based matching, can 
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effectively detect known threats but struggle against new or highly sophisticated attacks. They 
also tend to produce excessive false positives and lack the precision and speed needed to 
handle today’s dense, high-velocity traffic streams [5], [6]. 

To address these shortcomings, the cybersecurity research community has shifted to-
ward intelligent NIDS that incorporate Machine Learning (ML) and Deep Learning (DL) 
methods. Techniques such as K-Means, Logistic Regression, Decision Trees, Support Vector 
Machines (SVM), Recurrent Neural Networks (RNN), and Convolutional Neural Networks 
(CNN) excel at processing massive datasets, recognizing attack patterns, and uncovering sub-
tle anomalies that evade signature rules [7]–[11]. Incorporating ML and DL has markedly 
boosted detection accuracy, precision, and the ability to spot previously unknown threats. 
Nevertheless, to our knowledge, no study has investigated a hybrid framework that fuses 
CNNs with an Attention-Enhanced Radial Basis Function (ARBF) network for cybersecurity 
intrusion detection. 

Motivated by this gap, this work proposes a hybrid CNN–RBF–Attention framework 
for network intrusion detection. The proposed model combines: 

• Deep Convolutional Neural Networks (DCNNs) for hierarchical feature extraction, en-
abling rich representations of complex traffic patterns; 

• Radial Basis Function (RBF) networks for prototype-based nonlinear classification, al-
lowing localized and fine-grained separation between benign and malicious flows; and 

• An attention mechanism applied to RBF activations, which adaptively emphasizes the 
most relevant prototypes, improving discrimination in imbalanced and ambiguous attack 
scenarios. 
The main objective of this research is to design and evaluate a hybrid security framework 

that enhances intrusion detection performance in complex network environments. Specifi-
cally, the proposed approach aims to improve detection accuracy and recall across diverse 
attack types, reduce false-positive rates through prototype-based decision modeling, and en-
hance generalization to previously unseen threats while maintaining a modular, scalable ar-
chitecture. Section 2 reviews related work and identifies key research gaps in existing intrusion 
detection approaches. Section 3 presents the proposed CNN–RBF–Attention framework, 
including the model architecture, training strategy, and preprocessing pipeline. Section 4 re-
ports the experimental setup, evaluation protocol, and results on the CICIDS2017 and CI-
CIDS2018 datasets, followed by comparative analysis and discussion. Finally, Section 5 con-
cludes the paper by summarizing the main findings, discussing limitations, and outlining di-
rections for future research. 

2. Theoretical Background and Related Works 

2.1. CNN-based Feature Extraction for NIDS 

Convolutional Neural Networks (CNNs) are widely used in NIDS because they can au-
tomatically learn hierarchical feature representations from high-dimensional traffic data. In 
the proposed framework, a deep CNN is employed as an automated feature extractor to 
transform raw or selected network traffic features into compact and discriminative represen-
tations that subsequent classifiers can effectively process [12]–[14]. Figure 1 illustrates the 
CNN architecture used for feature extraction. The network consists of an input layer with 
feature dimensions matching the selected features, followed by successive convolutional and 
pooling layers that capture local temporal patterns and higher-level abstractions from network 
flow sequences. Fully connected layers with dropout are included to improve generalization 
and reduce overfitting. 

The CNN is built with TensorFlow/Keras, using convolutional, pooling, and dense lay-
ers. The architecture includes an input layer, multiple Conv1D layers (with 32–128 filters, 
kernel size 3, and ReLU activation), MaxPooling1D layers for downsampling, and dense layers 
with dropout regularization. An output softmax layer is used during pretraining but is not 
employed as the final decision component in the hybrid model. Instead, the CNN primarily 
functions as a hierarchical feature extractor. Feature vectors are extracted from the penulti-
mate dense layer, resulting in embeddings of dimension 𝑑 = 128, which are then passed to 
the RBF classifier for final intrusion detection. 
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Figure 1. Conceptual illustration of a CNN-based feature extraction process (adapted for illustration 
purposes). 

To extract hierarchical representations from network traffic sequences, the CNN applies 
a series of convolution and pooling operations that progressively transform the input into 
higher-level feature maps. For each convolutional layer 𝑙, the feature map produced by filter 

𝑓 at position 𝑖 is computed as: 

𝑍[𝑙][𝑓, 𝑖] = 𝑚𝑎𝑥(∙) (1) 

where a kernel size of 𝐾 = 3 and a stride 𝑆 = 1, are used, with zero-padding applied to 
preserve the spatial dimensions of the input. The output length after convolution is given by: 

𝐻𝑜𝑢𝑡 = [
𝐻 + 2𝑃 − 𝐾

𝑆
] + 1 (2) 

where 𝐻 denotes the input length, and 𝑃 is the padding size. To reduce dimensionality while 
retaining the most informative patterns, max pooling is applied to the resulting feature maps: 

𝑃[𝑖] = max
0≤𝑚<𝐾𝑝

𝑍[𝑙][𝑖 + 𝑆𝑝 + 𝑚] (3) 

with a pooling window size 𝐾𝑝 = 2 and stride 𝑆𝑝 = 2. After successive convolution and 
pooling stages, the output of the final dense layer (before the softmax activation) is flattened 

into a feature vector 𝑓 ∈ 𝑅𝑑 which serves as the input to the subsequent RBF classifier. 
Through this sequence of operations, the CNN automatically learns local temporal pat-

terns and increasingly abstract feature interactions from network traffic data, producing com-
pact and discriminative representations that significantly enhance intrusion detection perfor-
mance when combined with the RBF-based classification module. 

2.2. RBF-based Classification for Intrusion Detection 

Radial Basis Function (RBF) networks are widely used for nonlinear classification due 
to their ability to model localized decision boundaries in high-dimensional feature spaces. In 
the proposed framework, the RBF network serves as the final classification component, op-
erating on the high-level feature representations extracted by the CNN. By mapping these 
features into an RBF space, the classifier enables precise discrimination between normal and 
malicious traffic patterns [15]–[17]. Figure 2 illustrates the RBF architecture employed in this 
study. The network consists of an input layer, a hidden layer of Gaussian radial basis neurons, 
and a linear output layer. Each hidden neuron measures the similarity between the input fea-
ture vector and a learned prototype (center), allowing the model to capture localized variations 
in network traffic behavior that are often difficult to separate using global decision bounda-
ries.  

Formally, for each RBF unit 𝑘 = 1, … , 𝐾, the activation of the hidden layer is computed 
as: 

𝜙𝑘(𝑥) = 𝑒𝑥𝑝 (−
‖𝑥 − 𝜇𝑘‖2

2𝜎2
) (4) 
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where 𝜇𝑘 ∈ ℝ𝑑, denotes the center obtained via K-Means clustering on the CNN feature 

space, 𝜎 > 0 is the spread parameter, and 𝑥 ∈ ℝ𝑑 is the input feature vector. The output 

logits for the 𝑗-th class are then computed as: 

𝑍𝑗 = ∑ 𝑊𝑘𝑗𝜙𝑘(𝑥) + 𝑏𝑗

𝑁

𝑘=1

, 𝑗 = 1,2, … , 𝐶 (5) 

where 𝑊𝑘𝑗 ∈ ℝ and 𝑏𝑗  are the learned weights and bias parameters of the output layer. 
These logits are transformed into normalized class probabilities using the softmax function: 

𝑦̂𝑗 =
𝑒𝑧𝑗

∑ 𝑒𝑍𝑐𝐶
𝑐=1

  , 𝑗 = 1,2, … , 𝐶 (6) 

and the final predicted class is obtained as: 

𝑦̂𝑓𝑖𝑛𝑎𝑙 = arg max
𝑖

𝑦̂𝑗 (7) 

By combining K-Means–initialized centers with a trainable linear output layer, the RBF 
classifier efficiently captures localized nonlinear decision boundaries in the CNN-transformed 
feature space. This design enhances interpretability, accelerates convergence, and improves 
classification performance, particularly for overlapping or minority attack classes. The inte-
gration of the RBF classifier with hierarchical features extracted from CNNs enables effective 
intrusion detection by combining deep representation learning with prototype-based nonlin-
ear classification. 

 

Figure 2. Conceptual illustration of an RBF-based classifier applied to CNN-extracted feature em-
beddings. 

2.3. Related Works and Research Gap 

In recent years, numerous studies have explored hybrid models for network intrusion 
detection, evaluated on benchmark datasets such as CICIDS2017, CICIDS2018, UNSW-
NB15, and KDD Cup 99. These works include ensemble-based machine learning and deep 
learning approaches designed to improve robustness under multiclass imbalanced intrusion 
detection scenarios [18]. 

For instance, Qazi et al. [19] proposed a convolutional recurrent neural network (CNN–
RNN) hybrid model for intrusion detection, leveraging CNN for local feature extraction and 
RNN for sequential analysis. Evaluated on CICIDS2018, the model achieved an average ac-
curacy of 98% in detecting malicious attacks. While effective for handling temporal depend-
encies in network traffic, the model lacks an attention mechanism, limiting its ability to focus 
on rare or zero-day attacks, and exhibits limited cross-dataset generalization due to dataset-
specific tuning. 

Umair et al. [7] introduced a hybrid multilayer deep learning model combining a multi-
layer CNN for feature extraction and selection with a softmax classifier, supplemented by a 
deep neural network for classification. Tested on the NSL-KDD and KDDCUP’99 datasets, 
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this approach achieved 99% accuracy. Although it excels at high-level feature abstraction 
from large datasets, it struggles with nonlinear class separation for closely related attack types 
and lacks adaptability to emerging threats, as it relies heavily on predefined statistical patterns 
rather than dynamic feature weighting. 

Zhao and Zhao [20] developed a hybrid RBF–SVM model using RBF networks for fea-
ture extraction and Support Vector Machines (SVM) for intrusion detection. On the KDD99 
dataset, the model achieved 97% accuracy and over 99% precision. The RBF component 
provides strong nonlinear mapping capabilities; however, the model suffers from high com-
putational demands when applied to large-scale datasets and demonstrates limited effective-
ness in handling highly imbalanced classes or zero-day attacks without additional mechanisms 
for feature prioritization. 

More recently, Sajid et al. [21] presented a hybrid ML–DL approach integrating 
XGBoost and CNN for feature extraction, combined with LSTM for classification. Evaluated 
on CICIDS2017, UNSW-NB15, NSL-KDD, and WSN-DS datasets, the model demonstrated 
high detection rates with low false acceptance rates. Despite its robustness across multiple 
datasets, this ensemble-based approach introduces high computational complexity due to the 
integration of boosting and recurrent layers, along with limited interpretability, a common 
limitation in large-scale bagging-based IDS frameworks [22], which can hinder real-time de-
ployment and analysis of rare attack patterns. 

Overall, these studies demonstrate that hybrid intrusion detection models can achieve 
strong performance on specific benchmark datasets. However, several limitations remain con-
sistently observed across prior work: 

• Limited generalization across datasets or real-world traffic conditions due to dataset-
specific optimization strategies. 

• Insufficient nonlinear separation of closely related or rare attack classes, particularly in 
models lacking advanced kernel functions or adaptive mechanisms. 

• Difficulty adapting to zero-day or emerging attacks, as many approaches lack mecha-
nisms for focusing on subtle anomalies. 

• High computational complexity and limited interpretability, especially in ensemble-heavy 
or recurrent hybrid architectures. 
Despite the strong performance of recent CNN and deep learning–based intrusion de-

tection systems, several challenges remain insufficiently addressed. Pure CNN or DL archi-
tectures typically rely on global feature representations and softmax-based decision bounda-
ries, which are sensitive to class imbalance and often fail to capture subtle local variations 
associated with rare or emerging attack patterns. In highly imbalanced IDS datasets such as 
CICIDS2017 and CICIDS2018, these models frequently achieve high overall accuracy while 
exhibiting poor recall for minority attack classes [23]. Similarly, RBF-based models and pro-
totype-driven classifiers offer strong local decision-making capabilities and interpretable non-
linear mappings [24], as demonstrated by recent hybrid RBF-based intrusion detection frame-
works [20]. However, when used in isolation, these models depend heavily on the quality of 
handcrafted or pre-extracted features and lack hierarchical representation learning. 

Recent studies have shown that attention mechanisms can significantly enhance intru-
sion detection performance, particularly in highly imbalanced scenarios where minority and 
hard-to-detect attack classes are easily overlooked [18], [25]. However, most existing hybrid 
approaches still rely on combinations of deep models and classical classifiers without inte-
grating attention-guided prototype weighting. As a result, these models rarely unify deep hi-
erarchical feature extraction, prototype-based local classification, and adaptive attention 
mechanisms within a single framework, limiting their ability to focus on rare or subtle attack 
patterns. 

3. Proposed Method and Experimental Setup 

3.1. Overview of the Proposed Hybrid CNN–RBF–Attention Framework 

To overcome the limitations of existing intrusion detection approaches in handling 
highly imbalanced traffic, overlapping attack patterns, and rare or emerging threats, we pro-
pose a hybrid CNN–RBF–Attention model that integrates deep feature extraction, nonlinear 
prototype-based classification, and adaptive attention within a unified pipeline. The overall 
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workflow of the proposed method is illustrated in Figure 3, which presents the main pro-
cessing stages from data acquisition and preprocessing to final intrusion prediction. 

 

Figure 3. Intrusion detection model workflow for a hybrid model, add an attention mechanism 

As shown in Figure 3, the pipeline consists of three core components. First, a CNN-
based feature extraction module is used to learn hierarchical representations from network 
traffic data. By employing a one-dimensional convolutional architecture optimized for se-
quential flow features, the CNN captures local temporal patterns and higher-order feature 
interactions, producing compact embeddings that serve as inputs to subsequent classification 
stages. 

Second, the extracted CNN feature embeddings are passed to an RBF layer, which per-
forms nonlinear classification in a prototype-based feature space. The RBF layer maps deep 
feature representations into an RBF space using Gaussian prototypes initialized via K-Means 
clustering, enabling localized decision boundaries that are particularly effective for separating 
closely related or minority attack classes. 

Third, an attention mechanism is applied to the RBF activations to weight the most 
informative prototypes for each input sample dynamically. This attention-guided weighting 
allows the model to focus on discriminative basis functions while suppressing less relevant 
responses, thereby enhancing sensitivity to subtle and low-frequency attack patterns. 

This modular yet unified design combines the representation-learning strengths of deep 
neural networks with the interpretability and local discrimination capabilities of prototype-
based classifiers, while avoiding the computational complexity of ensemble-heavy or recur-
rent architectures. Detailed descriptions of the dataset characteristics and preprocessing steps 
are provided in Section 3.2, and the architectural configuration and training procedure of the 
hybrid model are presented in Section 3.3. 

3.2. Datasets and Preprocessing 

The proposed hybrid CNN–RBF–Attention model is evaluated using two widely 
adopted benchmark datasets for network intrusion detection: CICIDS2017 and CICIDS2018. 
These datasets differ in scale, traffic composition, and attack diversity, providing a compre-
hensive basis for assessing model robustness and generalization. The CICIDS2018 dataset 
contains 6,659,532 network flow records described by 80 traffic features, including flow-
based statistics, packet counts, and protocol-specific attributes. It includes a wide range of 
attack types such as DDoS, brute-force, port scanning, botnet activity, and benign traffic. The 
CICIDS2017 dataset consists of 2,830,744 flow records with a similar feature representation, 
covering attack categories such as DDoS, infiltration, brute-force, and web-based attacks, and 
capturing diverse temporal and behavioral patterns of network activities [23]. 

Table 1 reports the original class distributions of both datasets before any preprocessing 
or resampling. As shown, both datasets exhibit severe class imbalance, with benign traffic 
accounting for more than 70% of samples in CICIDS2017 and approximately 80% in 
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CICIDS2018. Several attack categories account for less than 0.1% of total traffic, reflecting 
the highly skewed nature of real-world intrusion detection data and motivating the use of 
imbalance-aware training strategies. 

Table 1. Original class distribution of CICIDS2017 and CICIDS2018 datasets. 

CICIDS2017 
Class 

Samples % 
CICIDS2018 

Class 
Samples % 

BENIGN 2,273,097 72.3 Benign 5,329,008 80.0 

DoS Hulk 231,073 7.3 
DDoS LOIC-

HTTP 
575,364 8.6 

PortScan 158,930 5.1 DDoS HOIC 198,861 3.0 

DDoS 128,027 4.1 DoS Hulk 145,199 2.2 

DoS GoldenEye 10,293 0.33 Bot 144,535 2.2 

FTP-Patator 7,938 0.25 Infiltration 118,483 1.8 

SSH-Patator 5,897 0.19 SSH-Bruteforce 94,048 1.4 

DoS Slowloris 5,796 0.18 DoS GoldenEye 41,406 0.6 

DoS Slow-
httptest 

5,499 0.17 DoS Slowloris 9,908 0.15 

Bot 1,966 0.06 
DDoS LOIC-

UDP 
1,730 0.03 

Web Attack BF 1,507 0.05 
Brute Force-

Web 
568 <0.01 

Web Attack XSS 652 0.02 
Brute Force-

XSS 
229 <0.01 

Infiltration 36 <0.01 SQL Injection 85 <0.01 

Web Attack 
SQLi 

21 <0.01 
DoS Slow-
HTTPTest 

55 <0.01 

Heartbleed 11 <0.01 FTP-BruteForce 53 <0.01 

 
To ensure data quality, consistency, and computational efficiency, comprehensive pre-

processing was applied. Duplicate records were removed, missing or inconsistent values were 
handled, and highly correlated features (correlation coefficient > 0.95) were filtered out to 
reduce redundancy. Numerical features were normalized using StandardScaler, while categor-
ical attributes were encoded using OneHotEncoding to ensure compatibility with both CNN 
and RBF components. 

To prevent model performance from being dominated by extremely rare classes, six mi-
nority attack categories with very limited samples (Brute Force-XSS, SQL Injection, Infiltra-
tion, Brute Force-Web, DoS SlowHTTPTest, and FTP-BruteForce) were excluded from se-
lected multiclass experiments. For completeness and fair comparison with previous studies, 
binary classification experiments (benign vs. attack) were also conducted on the full datasets 
without any class exclusion. Finally, to avoid data leakage, SMOTE was applied exclusively to 
the training set after the train–test split. The test set was kept fully untouched and retained 
the original class distribution, ensuring unbiased and reliable performance evaluation. 

3.3. Hybrid CNN–RBF–Attention Model: Architecture and Training 

This section presents the architecture and training procedure of the proposed hybrid 
CNN–RBF–Attention model. The framework integrates a one-dimensional CNN for hierar-
chical feature extraction, a prototype-based RBF layer for nonlinear classification, and an at-
tention mechanism for adaptive prototype weighting. The complete architecture is illustrated 
in Figure 4, and the detailed hyperparameter configuration is summarized in Table 2. 

3.3.1. CNN-Based Feature Extraction 

The CNN component is designed as a one-dimensional convolutional network tailored 
to sequential network flow features. It consists of stacked Conv1D layers, followed by batch 
normalization, max pooling, and dropout to ensure stable training and effective regulariza-
tion. The convolutional layers use 32, 64, and 128 filters with kernel size 3 and ReLU 
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activation, enabling the extraction of local temporal patterns and higher-order feature inter-
actions from network traffic data. 

 

Figure 4. CNN-RBF-Attention learning framework 

Table 2. Architectural hyperparameters of the proposed hybrid CNN-RBF-attention model 

Component Parameter /       
Configuration 

Value / Description 

CNN Feature 
Extractor 

Architecture Custom CNN (Conv1D → MaxPooling → Conv1D → 
MaxPooling → Flatten) 

Input shape (216000, 9, 1) 

Number of filters 32 → 64 → 128 

Kernel sizes 3, 3 

Pooling MaxPooling1D (pool size = 2) 

RBF Layer 

Number of centers (K) 128 

Center initialization K-Means clustering on 10,000 training CNN features 

Trainable centers No (fixed after initialization) 

Gamma initialization 1 / (2 × median nearest-neighbor distance²) 

Gamma training Trainable (softplus-parameterized) 

Attention 
Mech-anism 

Type Lightweight residual gating attention (multiplicative) 

Attention heads Single-head 

Weight matrix dimension 128 × 128 

Learnable Yes (end-to-end) 

 

Classifier Head 

Optimizer Adam (learning rate = 1e−4) 

Loss function Categorical / Binary Cross-Entropy 

Regularization Early stopping (patience = 3, monitor = val_loss) 

 

Given an input sequence 𝑋 ∈ ℝ𝐿×1, the output of the convolutional layer at position 𝑖 
is computed as: 

𝑍𝑖
[𝑙]

= 𝜎 (∑ 𝑤𝑘 ∙ 𝑋𝑖+𝑘−1 + 𝑏

𝐾

𝑘=1

) (8) 

where 𝑤𝑘 denotes convolutional kernel weights, 𝑏 is the bias term, 𝐾 is the kernel size, and 

𝜎(∙) is the ReLU activation function. Max pooling is applied to reduce dimensionality while 
retaining dominant features. 
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After training, the final softmax classifier is discarded, and feature embeddings are ex-

tracted from the penultimate dense layer, yielding a compact representation 𝑓 ∈ ℝ𝑑  (with 

𝑑 = 128). These embeddings serve as inputs to the RBF layer. 

3.3.2. RBF Layer with Prototype Initialization 

The RBF layer performs nonlinear classification on CNN-extracted feature embeddings 

using Gaussian basis functions. A total of 𝐾 = 128 RBF units are employed, each repre-

senting a prototype in the embedding space. The centers 𝜇𝑘 ∈ ℝ𝑑 are initialized using K-
Means clustering on a random subset of 10,000 normalized training embeddings, ensuring 
representative coverage of the feature distribution. The activation of the 𝑘-th RBF unit is 
defined as: 

𝜙𝑘(𝑓) = 𝑒𝑥𝑝(−𝛾‖𝑓 − 𝜇𝑘‖2) (9) 

where 𝛾 is the spread parameter controlling the width of the Gaussian basis function. The 

initial value of 𝛾 is set using the median nearest-neighbor distance between cluster centers: 

𝛾init =
1

2𝜎2
, 𝜎 = median (‖𝜇𝑖 − 𝜇𝑗‖

2
) (10) 

To ensure numerical stability, 𝛾 is optimized during training using a softplus-parameterized 
scalar. 

3.3.3. Attention Mechanism and Classification Head 

To enhance sensitivity to informative and minority attack patterns, a lightweight multi-
plicative attention mechanism is applied to the RBF activations. Attention weights are com-
puted as: 

𝛼 = softmax(𝑊𝑎𝜙 + 𝑏𝑎) (10) 

where 𝑊𝑎 ∈ ℝ𝑑×𝑑  and 𝑏𝑎 are learnable parameters. The attended RBF representation is 
obtained by element-wise multiplication: 

𝜙̃ = 𝜙 ⊙ 𝛼 (11) 

This mechanism emphasizes discriminative prototypes while suppressing less informa-
tive ones. The attended representation is then passed through two fully connected layers with 
ReLU activation, batch normalization, and dropout (rates 0.2 and 0.3). The final output layer 
applies softmax (for multiclass tasks) or sigmoid (for binary tasks) to produce class probabil-
ities. 

3.3.4. Training Strategy and Optimization 

Training is performed in two stages to ensure stable convergence and effective repre-
sentation learning. In the first stage, the CNN feature extractor is trained independently using 
cross-entropy loss to learn robust hierarchical representations. After convergence, CNN 
weights are frozen, and feature embeddings are extracted from the penultimate layer. 

In the second stage, the RBF layer, attention mechanism, and dense classification head 
are trained using the extracted embeddings. The model is optimized using the Adam opti-

mizer with a learning rate of 10−4 . Early stopping is applied based on validation loss, with 
a patience of 3 epochs, to prevent overfitting. Categorical cross-entropy is used for multiclass 
classification, while binary cross-entropy is applied for binary tasks. 

3.3.5. Inference and Confidence-Based Fusion 

During inference, the hybrid model produces class probabilities from the attention-en-
hanced RBF classifier. To further reduce false positives, the output of the hybrid classifier 
can be combined with the standalone CNN softmax output using a weighted fusion scheme: 

𝑦̂final = arg max 
𝑖

(𝜆𝑦̂𝑖
CNN + (1 − 𝜆)𝑦̂𝑖

hybrid) (12) 

where 𝜆 ∈ [0,1] is tuned on a validation set to balance detection sensitivity and false positive 
rate. 

For clarity and reproducibility, the overall training and inference pipeline of the proposed 
model is summarized in Algorithm 1. 
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Algorithm 1. Training and Inference Procedure of the Proposed CNN–RBF–Attention 
Model 

INPUT: Network flow features 𝑋, labels 𝑦 

OUTPUT: Predicted class 𝑦̂ 
1: Train CNN using cross-entropy loss to learn hierarchical feature representations. 

2: Extract feature embeddings 𝑓 ∈ ℝ𝑑 from the penultimate dense layer. 
3: Normalize embeddings using training-set statistics. 
4: Initialize RBF centers 𝜇𝑘  via K-Means clustering. 
5: Compute RBF activations 𝜙𝑘(𝑓) using Gaussian basis functions. 
6: Apply attention to RBF activations to obtain weighted responses. 
7: Train dense classification head using cross-entropy loss. 
8: During inference, optionally fuse CNN and hybrid outputs to reduce false positives. 

9: Output final prediction 𝑦̂. 

3.4. Experimental Setup 

This section describes the experimental design used to evaluate the proposed hybrid 
CNN–RBF–Attention model. It covers the evaluation protocol, baseline models, ablation 
settings, and the computational environment used to ensure reproducibility and fair compar-
ison. All experiments are conducted on the CICIDS2017 and CICIDS2018 benchmark da-
tasets. For stability in multiclass evaluation, several attack categories with extremely small 
sample sizes are excluded, as listed in Section 3.2. These exclusions are applied consistently 
across all models, ensuring that comparisons are conducted under identical class-selection 
conditions. 

The performance of the proposed approach is evaluated on both binary classification 
(benign vs. attack) and multiclass classification tasks, reflecting realistic intrusion detection 
scenarios. Three main model families are considered: a standalone CNN model, a standalone 
RBF model, and the proposed hybrid CNN–RBF–Attention model. All models are trained 
and evaluated using the same preprocessing pipeline, including normalization, encoding, and 
class balancing, to ensure fairness. To assess the contribution of individual components, an 
ablation study is performed.  

The CNN-only model uses the same convolutional backbone followed by a softmax 
classifier, serving as a deep learning baseline. The RBF-only model operates on handcrafted 
and preprocessed features without CNN-based representation learning. Additional hybrid 
variants include CNN–RBF without attention and CNN–RBF with attention. This design 
enables a clear assessment of the impact of CNN feature extraction, RBF-based nonlinear 
classification, and the attention mechanism. The results show that the attention-enhanced 
hybrid model significantly improves recall for minority attack classes while maintaining low 
false positive rates. 

3.4.1. Environment Setup 

All experiments are conducted in a cloud-based computing environment using Google 
Colab, which provides virtual machines with dynamic resource allocation. Each experimental 
session typically uses a standard runtime configuration consisting of 2 CPU cores (Intel® 
Core™ i7-8650U @ 1.90 GHz × 8), up to 16 GB of RAM, and a Tesla T4 GPU for acceler-
ated training when available. Approximately 256 GB of disk space is allocated for dataset 
storage and model checkpoints.  

The implementation is based on Python (version 3.10+) and relies on a comprehensive 
set of open-source libraries. TensorFlow (v2.15+) and Keras are used to build and train deep 
learning models. Pandas and NumPy support data manipulation and preprocessing. Scikit-
learn is employed for feature scaling (e.g., StandardScaler, LabelEncoder), evaluation metrics 
(e.g., classification report, confusion matrix, ROC–AUC), and class balancing using SMOTE 
from the imbalanced-learn library. Visualization of experimental results is performed using 
Matplotlib and Seaborn. To ensure reproducibility, all datasets are downloaded programmat-
ically via the Kaggle API, and a fixed random seed (SEED = 42) is used for all stochastic 
operations, including data splitting, sampling, and model initialization. 
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3.5. Evaluation Protocol and Performance Metrics 

The performance of the proposed models is evaluated using a controlled, consistent 
protocol designed for intrusion detection tasks with highly imbalanced class distributions. All 
experiments follow the training and inference procedure described in Algorithm 1, and iden-
tical preprocessing, data splits, and class selection criteria are applied to all compared models 
to ensure fairness. The datasets are divided into 80% training and 20% testing sets using 
stratified sampling to preserve the original class distribution. Model selection and early stop-
ping are performed using a validation subset drawn solely from the training data. Performance 
is reported on the held-out test set, which remains fully untouched throughout training. 

3.5.1. Confusion Matrix and Class-Wise Evaluation 

To analyze classification behavior in detail, a confusion matrix summarizes the relation-
ship between predicted and true labels, including true positives (TP), true negatives (TN), 
false positives (FP), and false negatives (FN). This analysis is particularly important for intru-
sion detection, where false negatives result in undetected attacks and pose a critical security 
risk. 

3.5.2. Primary Evaluation Metrics 

Several complementary metrics are used to provide a comprehensive evaluation of in-
trusion detection performance. Given the highly imbalanced nature of network traffic data, 
no single metric is sufficient; different measures are interpreted with varying priorities. Accu-
racy is reported to provide a global view of overall classification correctness. However, in 
highly imbalanced intrusion detection datasets, high accuracy can be achieved by favoring the 
dominant benign class [9], [26]. Therefore, accuracy is not used as the primary performance 
indicator and is interpreted with caution. 

accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑁 + 𝑇𝑁 + 𝐹𝑃
 (13) 

Recall measures the proportion of attacks correctly detected and is treated as the primary 
evaluation metric, particularly for minority and rare attack classes, where false negatives are 
most critical. 

recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 (13) 

Precision quantifies the reliability of detected attacks and complements recall by controlling 
false alarms. 

precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 (13) 

The F1-score provides a balanced summary of detection performance by combining precision 
and recall. 

F1 =
2 × recall × precision

precision + recall
 (13) 

For multiclass experiments, macro-averaged metrics are reported to ensure that all attack 
classes contribute equally to the evaluation, preventing dominant classes from masking poor 
detection on minority categories. 

 

3.5.3. ROC Analysis and False Positive Behavior 

Receiver Operating Characteristic (ROC) curves are used to analyze the trade-off be-
tween true positive rate (TPR) and false positive rate (FPR) across different decision thresh-
olds. The Area Under the ROC Curve (AUC) provides a threshold-independent measure of 
class separability [27], [28]. In security-sensitive scenarios, particular attention is given to low-
FPR operating regions, where intrusion detection systems are typically deployed to avoid 
overwhelming analysts with false alerts. Models that maintain high recall while operating at 
low false positive rates are considered more suitable for real-world deployment. 

3.5.4. Reporting Strategy 

Results are reported for both binary (benign vs. attack) and multiclass classification tasks. 
For multiclass evaluation, per-class recall is used to highlight performance on minority attack 
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categories, while macro-averaged metrics summarize overall detection effectiveness. This 
evaluation protocol ensures that reported performance reflects not only overall accuracy but 
also the model’s ability to detect rare and high-risk intrusions under realistic, imbalanced con-
ditions. 

4. Results and Discussion 

This section presents the experimental results of the proposed hybrid CNN–RBF–At-
tention model on the CICIDS2018 and CICIDS2017 datasets under both binary and mul-
ticlass classification settings. Performance is compared against two baselines: a standalone 
CNN and a standalone RBF network. All models are evaluated using the same preprocessing 
pipeline, data splits, and evaluation protocol described in Section 3. 

Given the highly imbalanced nature of intrusion detection datasets, recall and macro-
averaged recall are emphasized as the primary evaluation metrics, while accuracy is reported 
for completeness. Special attention is paid to performance in low false-positive-rate (FPR) 
regions, which are critical for real-world IDS deployment.  

4.1. Results on CICIDS2018 Dataset 

The CICIDS2018 dataset contains more than six million network flows described by 78 
initial features and exhibits severe class imbalance, posing a significant challenge for reliable 
intrusion detection. To mitigate this issue, SMOTE oversampling and label encoding were 
applied to the training data for multiclass classification. In addition, feature selection was per-
formed to retain only the most discriminative variables, reducing noise and computational 
overhead and improving model generalization. 

To ensure stable learning and avoid bias introduced by extremely rare classes, several 
attack categories with very limited samples were excluded, namely Brute Force-XSS, SQL 
Injection, Brute Force-Web, DoS SlowHTTPTest, and FTP-Brute Force. The Infiltration 
class was also omitted due to its well-documented ambiguity and high confusion with benign 
traffic reported in prior studies. This preprocessing strategy maintains realistic learning con-
ditions while balancing class representativeness and robustness. 

Table 3 summarizes the binary and multiclass classification results obtained on the CI-
CIDS2018 dataset. The standalone RBF model provides a baseline but struggles with over-
lapping attack distributions and minority classes. The CNN model substantially improves 
performance by learning hierarchical representations, achieving higher recall across most at-
tack categories. However, residual misclassifications remain for low-frequency attacks, indi-
cating the limitation of global feature representations. 

Table 3. Classification results on CICIDS2018 

Class Model Acc. (%) Prec. (%) Rec. (%) F1 (%) 

Binary classifica-
tion 

RBF 98.92 98.96 98.92 98.63 

CNN 99.63 99.64 99.63 99.63 

CNN-RBF 99.74 99.74 99.74 99.74 

CNN-RBF-Attention 99.81 99.81 99.81 99.81 

Multiclass classi-
fication 

RBF 96.59 96.63 96.59 96.56 

CNN 99.21 99.21 99.21 99.21 

CNN–RBF 99.49 99.50 99.49 99.49 

CNN–RBF–Attention 99.54 99.55 99.54 99.54 

 
The proposed CNN–RBF–Attention model achieves the strongest performance across 

all metrics, with consistent improvements in recall and F1-score while maintaining a low false 
positive rate. The improvement is particularly evident for minority and hard-to-detect attack 
classes, confirming that integrating localized RBF decision regions with attention-based 
weighting enhances sensitivity to subtle and rare attack patterns. 

To analyze misclassification behavior in detail, only the confusion matrices of the pro-
posed model are presented. Figure 6 shows the multiclass confusion matrix for CICIDS2018, 
which exhibits strong diagonal dominance across all attack categories. Misclassifications be-
tween closely related DoS variants and between benign and low-rate attacks are substantially 
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reduced, indicating that the attention mechanism effectively prioritizes discriminative RBF 
prototypes derived from CNN features. The ROC curves of the proposed model are shown 
in Figure 7. Although near-perfect AUC values are observed across most classes due to the 
dataset's overall separability, the proposed model shows a steep increase in the true positive 
rate at low false–positive rates. This operating characteristic is critical for real-world IDS de-
ployment, where even small increases in false alarms can lead to significant operational over-
head. 

For binary classification, the confusion matrix in Figure 8 shows that the proposed 
model achieves near-perfect separation between benign and attack traffic, with only a minimal 
number of misclassifications. The corresponding ROC curve in Figure 9 further confirms 
superior sensitivity in low-FPR regions, reinforcing the suitability of the proposed model for 
deployment in practical intrusion detection systems where recall and false alarm control are 
more critical than accuracy alone. 

 

Figure 6. Multiclass confusion matrix for CICIDS2018 results 

The ROC curves (Figures 8 and 9) show that although all models achieve near-perfect 
AUC values due to the dataset's overall separability, the proposed model shows a steeper rise 
in the true positive rate at low false–positive rates. This operating regime is particularly critical 
for real-world IDS deployment, where even small increases in false alarms can overwhelm 
security operations. The results on CICIDS2018 indicate that the proposed hybrid architec-
ture not only improves overall classification performance but also enhances robustness under 
extreme class imbalance, making it more suitable for practical intrusion detection scenarios 
where minority attack detection and controlled false alarms are primary requirements. 
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Figure 7. Multiclass ROC-AUC for CICIDS2018 results 

 

Figure 8. Binary class confusion matrix for CICIDS2018 results 

 

Figure 9. Binary class ROC-AUC for CICIDS2018 results 

4.2 Results on CICIDS2017 Dataset 

The CICIDS2017 dataset represents a more challenging intrusion detection scenario 
than CICIDS2018 due to its higher diversity of attack types, stronger temporal variations, and 
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more severe class imbalance across multiple low-frequency categories. The same prepro-
cessing pipeline and evaluation protocol described in Section 3 were applied to ensure fair 
and consistent comparison across all models. Binary and multiclass classification results are 
reported in Table 4. 

Table 4. Classification results on CICIDS2017 

Class Model Acc. (%) Prec. (%) Rec. (%) F1 (%) 

Binary classifica-
tion 

RBF 92.57 92.73 92.57 92.56 

CNN 97.86 97.87 97.86 97.86 

CNN-RBF 97.97 97.98 97.97 97.97 

CNN-RBF-Attention 98.12 98.12 98.12 98.12 

Multiclass classi-
fication 

RBF 91.66 91.81 91.66 91.41 

CNN 97.89 97.94 97.89 97.68 

CNN–RBF 98.18 98.20 98.18 98.18 

CNN–RBF–Attention 98.92 98.95 98.92 98.92 

 
As shown in Table 4, the standalone RBF classifier provides a baseline level of perfor-

mance but suffers from elevated false negatives when distinguishing overlapping and low-rate 
attack classes. This limitation is particularly evident in multiclass settings, where prototype-
based classification without hierarchical feature abstraction struggles to separate subtle attack 
behaviors from benign traffic. The CNN model significantly improves overall performance 
by learning hierarchical and correlation-aware feature representations, achieving strong recall 
for high-volume attacks. However, its performance remains sensitive to severe class imbal-
ance, as reflected by reduced recall for minority attack classes. This behavior indicates that 
global deep representations alone are insufficient to capture localized variations in rare intru-
sion patterns fully. 

 

Figure 10. Multiclass confusion matrix for CICIDS2017 results 
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The proposed CNN–RBF–Attention model consistently achieves the best performance 
across all metrics in both binary and multiclass settings. By combining CNN-based feature 
extraction with localized RBF decision regions and attention-guided weighting, the hybrid 
model reduces false negatives while maintaining a low false positive rate. The improvement 
is particularly pronounced in multiclass classification, where attention-enhanced prototype 
weighting enables more precise separation of minority and overlapping attack categories. To 
avoid redundancy, only the confusion matrix and ROC curve of the proposed model are 
presented in Figures 10 and 11. The multiclass confusion matrix (Figure 10) exhibits strong 
diagonal dominance across all classes, indicating effective separation between benign traffic 
and multiple attack types, including low-frequency categories. Misclassifications are limited 
and primarily occur among behaviorally similar DoS variants, which are known to be difficult 
to distinguish in flow-based IDS datasets. 

 

Figure 11. Multiclass ROC-AUC for CICIDS2017 results 

The ROC curve in Figure 11 further confirms the robustness of the proposed model. 
While AUC values are near-perfect for most classes, the curve shows a steeper increase in the 
true positive rate at low false–positive rates, which is the most critical operating regime for 
real-world intrusion detection systems. This behavior demonstrates that the proposed model 
can detect rare and stealthy attacks while keeping false alarms at a manageable level for secu-
rity operations. The results on CICIDS2017 validate the effectiveness of integrating deep 
hierarchical feature learning, localized prototype-based classification, and attention mecha-
nisms. The proposed hybrid architecture demonstrates improved robustness under severe 
class imbalance. It provides more reliable detection of minority attacks, making it suitable for 
deployment in practical IDS environments where controlled false alarms and high recall are 
essential. 

 

Figure 12. Binary class confusion matrix for CICIDS2017 results 



Journal of Computing Theories and Applications 2026 (February), vol. 3, no. 3, Kabura and Nsabimana. 365 
 

 

 

Figure 13. Binary class ROC-AUC for CICIDS2017 results 

4.3 Comparison with Existing Intrusion Detection Methods 

To assess the competitiveness of the proposed approach, Table 5 compares the hybrid 
CNN–RBF–Attention model with representative state-of-the-art intrusion detection meth-
ods reported in the literature. The comparison covers both binary and multiclass classification 
tasks on the CICIDS2017 and CICIDS2018 datasets, which are among the most widely used 
benchmarks for network intrusion detection. 

Table 5. Comparison with existing intrusion detection methods on CICIDS2017 and CICIDS2018. 

Models Ref Dataset 
Classification 

Type 
Acc. (%) Prec. (%) Rec. (%) F1 (%) 

CNN–LSTM [14] CICIDS2017 Multiclass 98.67 97.21 47.00 93.32 

CNN–LSTM [21] CICIDS2017 Multiclass 96.21 NR NR NR 

CNN–LSTM [8] CICIDS2018 Binary 98.80 98.50 98.60 98.60 

CNN–RNN [19] CICIDS2018 Multiclass 98.80 98.64 99.15 99.03 

DL–BiLSTM [1] CICIDS2018 Multiclass 98.61 66.52 73.18 67.23 

Proposed 
method 

Ours  

CICIDS2017 
Binary 98.12 98.12 98.12 98.12 

Multiclass 98.92 98.95 98.92 98.92 

CICIDS2018 
Binary 99.81 99.81 99.81 99.81 

Multiclass 99.54 99.55 99.54 99.54 

 
The proposed model achieves performance competitive with, and in several cases supe-

rior to, existing deep-learning-based IDS approaches, particularly in recall and F1-score. This 
improvement is most evident in multiclass scenarios, where severe class imbalance and over-
lapping attack patterns typically degrade the performance of conventional CNN, RNN, or 
LSTM-based models. While recurrent architectures such as CNN–LSTM and BiLSTM 
achieve strong accuracy on dominant classes, they often exhibit substantial recall degradation 
for minority attacks, as reflected in several prior works that report incomplete or imbalanced 
metric sets. 

In contrast, the proposed hybrid architecture maintains consistently high recall across 
both datasets and classification settings. This behavior can be attributed to the combination 
of hierarchical CNN feature extraction, localized RBF prototype modeling, and attention-
based weighting, which together enhance sensitivity to rare and low-frequency attack patterns 
without inflating false positives. Unlike recurrent or ensemble-based approaches, the pro-
posed model achieves robustness with a relatively lightweight, interpretable architecture, 
which is advantageous for deployment in resource-constrained or real-time IDS environ-
ments. It is also notable that several prior studies report only accuracy, omitting recall and 
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F1-score, limiting their suitability for security-critical evaluation where false negatives carry 
high operational risk. The consistent reporting of recall, precision, and F1-score in this work 
enables a more reliable assessment of detection effectiveness and highlights the practical 
strengths of the proposed model in realistic intrusion detection scenarios. 

4.4. Discussion 

The results on both CICIDS2018 and CICIDS2017 confirm that combining CNN-
based feature learning, RBF-based nonlinear mapping, and attention-based weighting leads 
to more reliable intrusion detection than standalone CNN or RBF models. The most con-
sistent gains are observed in recall and F1-score, especially for minority and low-frequency 
attack classes, which are critical in realistic IDS settings. The RBF-only model struggles with 
overlapping and rare attack patterns, while the CNN improves performance through hierar-
chical representation learning but remains sensitive to class imbalance. The proposed hybrid 
architecture effectively bridges these limitations: the RBF layer creates localized decision re-
gions in the CNN feature space, and the attention mechanism selectively amplifies the most 
discriminative prototypes. This interaction substantially reduces false negatives without in-
creasing false positives. 

Importantly, the hybrid model performs better in low false-positive-rate regions, which 
is essential for operational deployment, where excessive alerts are unacceptable. Compared 
to recurrent or ensemble-based IDS models, the proposed approach achieves competitive 
performance with lower architectural complexity and improved interpretability, making it 
well-suited for practical, real-time intrusion detection systems. 

5. Conclusions 

This study proposed an attention-enhanced hybrid CNN–RBF framework for network 
intrusion detection in highly imbalanced traffic environments. The model integrates three 
complementary components: hierarchical feature extraction through a CNN, localized non-
linear classification via RBF prototypes, and an attention mechanism that adaptively weights 
discriminative prototypes. This design directly addresses key limitations of existing IDS mod-
els, particularly the weak detection of minority and overlapping attack classes and the sensi-
tivity of global classifiers to severe class imbalance. 

Experimental results on the CICIDS2017 and CICIDS2018 benchmark datasets demon-
strate that the proposed framework consistently outperforms standalone CNN and RBF 
baselines in both binary and multiclass settings. The most significant gains are observed in 
recall and F1-score, especially for low-frequency attack categories that are typically missed by 
conventional deep learning models. Confusion matrix and ROC analyses further confirm that 
the hybrid model operates reliably in low false-positive-rate regions, which is critical for prac-
tical deployment in security operations centers. These findings support the main research 
objective of improving detection sensitivity while maintaining controlled false alarms under 
realistic traffic imbalance.  

From a methodological perspective, the results show that performance improvements 
are not driven solely by architectural complexity or accuracy, but by the synergy among deep 
feature learning, prototype-based local decision boundaries, and attention-guided refinement. 
This combination enables the model to focus on subtle and rare intrusion patterns while 
preserving interpretability and computational efficiency. Compared to recurrent or ensemble-
heavy IDS architectures, the proposed framework achieves competitive or superior perfor-
mance with a lighter and more modular design, making it suitable for real-time or resource-
constrained environments. Despite these promising results, several limitations remain. First, 
the evaluation is limited to offline experiments on static benchmark datasets. Real-world de-
ployment introduces additional challenges, such as concept drift, evolving attack strategies, 
and strict latency constraints, which this study does not address. Second, although SMOTE 
improves class balance during training, synthetic samples may not fully capture the complexity 
of adversarial traffic, potentially affecting generalization to unseen attack behaviors. 

Future work will therefore focus on extending the proposed framework toward opera-
tional settings. Key directions include real-time evaluation and integration with existing NIDS 
platforms (e.g., Snort, Suricata, Zeek), the development of online or incremental learning 
strategies to handle concept drift and zero-day attacks, evaluation on more recent and diverse 
datasets, and the incorporation of explainability mechanisms such as attention visualization 



Journal of Computing Theories and Applications 2026 (February), vol. 3, no. 3, Kabura and Nsabimana. 367 
 

 

and prototype relevance analysis to support security analysts better. Overall, the proposed 
CNN–RBF–Attention architecture provides a robust and effective foundation for intrusion 
detection in complex and imbalanced network environments. By unifying deep representation 
learning, prototype-based classification, and adaptive attention within a single framework, this 
work provides a practical, extensible approach toward more reliable, deployable intelligent 
intrusion detection systems. 
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