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Abstract: This research proposes a combination of Quantum Key Distribution (QKD) based on the
BB84 protocol with Improved Logistic Map (ILM) to improve data transmission security. This method
integrates quantum key formation from BB84 with ILM encryption. This combination creates an ad-
ditional layer of security, where by default, the operation on BB84 is only XOR-substitution, with the
addition of ILM creating a permutation operation on quantum keys. Experiments are measured with
several quantum measurements such as Quantum Bit Error Rate (QBER), Polarization Error Rate
(PER), Quantum Fidelity (QF), Eavesdropping Detection (ED), and Entanglement-based detection
(EDB), as well as classical cryptographic analysis such as Bit Error Ratio (BER), Entropy, Histogram
Analysis, and Normalized Pixel Change Rate (NPCR) and Unified Average Changing Intensity (UACI).
As a result, the proposed method obtained satisfactory results, especially perfect QF and BER, and
EBD, which reached 0.999.

Keywords: Hybrid BB84; Post-Quantum Key Exchange; Secure Data Transmission; Quantum Cryp-
tography; Quantum Key Distribution.

1. Introduction

The development of internet technology is increasingly rapid and has become a human
need today to speed up message sending and data transmission. Cyber attacks are the main
challenge in sending messages and data transmission [1]—[3]. Cryptographic technology is es-
sential to data security [4], where cryptography will be directly related to data. If the comput-
et's protection has been breached, then cryptography is the only last bastion. Chaos systems
are a cryptographic method that is very popular in use today. This is due to its extreme level
of sensitivity to initial conditions and control parameters, pseudorandom properties, ergodic-
ity, and aperiodicity [3]—[6]. Logistic maps are chaotic systems that are very popular and are
continually being developed to produce higher levels of randomness. One of the develop-
ments in the logistic map method is the improved logistic map (ILM)[4], [6], [7]. One indica-
tor of ILM's superiority is the increase in Lyapunov exponent (LE) compared to traditional
logistic maps. Like a logistic map, ILM only has one dimension, parameter, and initial value,
so it is relatively uncomplex and can be efficient for encryption.

The key is the most important component in the encryption process. In chaotic algo-
rithms, parameters and initial values can be used as keys. Even though the key has been made
complex and has a large key space, if there is a man-in-the-middle attack during the key trans-
mission process, the unprotected key is easily known to third parties. However, if the key has
fallen to a third party in an encrypted state, the key needs to be decrypted so the message
cannot be immediately known. Quantum computing significantly impacts cryptography be-
cause it can compromise cryptographic security, especially in key cracking. Quantum compu-
ting has characteristics such as superposition and entanglement to solve difficult mathemati-
cal problems quickly[8], [9]. Quantum algorithms such as Shor[10] and Grover[11] can
threaten the classical encryption algorithms commonly used today. Shot's algorithm, which is
designed to solve factorization problems at high speed, threatens asymmetric cryptography
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such as Rivest Shamir Adleman (RSA), while Grovet's algorithm can solve search problems
with quadratic speed and can speed up symmetric key searches in hash functions[12].

According to Vernam's theory[13] which is confirmed by Shanon[14], One-Time Pad
(OTP) encryption is considered absolutely safe because it uses a random key that is only used
once. However, there are obstacles in implementing OTP practically because key distribution
problems and the existence of true random numbers are difficult to achieve. So truly secure
key distribution over insecure channels is impossible because information can be repli-
cated[15]. This can be solved with quantum key distribution (QKD) technology. The QKD
protocol has a foundation of the quantum no-cloning theorem|16], which is related to supet-
position and entanglement. In the context of no-cloning, these quantum states cannot be
copied perfectly because the cloning process would involve separating one state from a su-
perposition, which is impossible without disturbing the other states[17], [18]. An entangled
state is a condition where the states of several quantum particles depend on each other. Per-
fect cloning is impossible to produce from an entangled state, because the cloning process
will damage the entangled state. Quantum cryptography also has the characteristic of true
randomness, this is closely related to the probabilistic properties of quantum mechanics. This
characteristic differs from the pseudorandom generator (PRNG) in classical encryption,
which has deterministic properties. So, with quantum mechanics, "OTP" can be done to pro-
vide very safe protection in the key distribution process.

One of the well-known QKD methods is the BB84 protocol developed by Charles Ben-
nett and Gilles Brassard [19], [20]. BB84 is a protocol that relies on quantum principles to
securely secure the exchange of cryptographic keys between the sender (Alice) and the recip-
ient (Bob). After receiving the qubits from Alice, Bob randomly selects a measurement base
for each qubit received and performs measurements on those qubits. Bob's use of a random
basis is important to avoid incorrect measurements, which could occur if Alice and Bob did
not use the same basis. After taking measurements, Alice and Bob share public information
about the bases they used for each qubit. They then compared the basis they used for a par-
ticular qubit and discarded the measurement results on those qubits that did not have a match-
ing basis. The appropriate measurement results will form the cryptographic key used for en-
cryption and decrypting messages that will be sent classically in the future. The advantages of
the BB84 protocol include reliability in distributing quantum keys, resistance to intercept-
resend attacks because quantum properties cannot be measured or observed without inter-
ference, and efficiency in exchanging quantum keys using relatively simple qubits [21]—[23].
The BB84 protocol became the basis for developing other QKD protocols and is one of the
earliest and best-known examples of real applications of quantum cryptography in infor-
mation security. Based on the literature above, this paper contributes to combining a combi-
nation of the QKD method and the ILM chaotic system. This provides double protection for
messages and keys, so it can provide protection that is more resistant to attacks.

2. Preliminaries

2.1. Quantum Protocol BB84

BB84 is a quantum protocol used for quantum cryptographic key exchange between two
parties, Alice (sender) and Bob (receiver). The basic concept of BB84 involves the principles
of quantum mechanics, such as using qubits and measurements on a specific basis. A qubit is
a basic unit of quantum information that can be represented by a photon, a particle of light
that functions as a qubit in a quantum system. The general representation of a qubit ( [i))
can be described by Equation (1).

[¥) = a|0) + B[1) 1)

Where Equation (1) represents the quantum superposition state of the qubit. Here, |0)and
|1) are the basis of the quantum system (usually associated with the base of classical compu-
ting in quantum computing), which represents the ground state of the qubit (usually associ-
ated with the "up" and "down" spins in a given quantum system), @and fare the complex
coefficients that each represents the amplitude or probability of finding a qubit in state |0)and
|1), provided that @® + B2 = 1 corresponds to the normalization condition for quantum
states.
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Furthermore, regarding the practical implementation of BB84 on quantum hardware,
Hadamard gates ( H) and Rx gates (for x-axis rotation) can be used to manipulate qubits in
x-basis or to adjust the polarization of photons, which creates the necessary polarization an-
gles. Equations (2) and (3) refer to the mathematical representation of the H gate and Rx gate
in the context of their use for qubit manipulation in the BB84 protocol.

11
H=—7 L @)
G) -tsn(3)
cos|= —isin(=
_ 1 2 2
Rx(0) = =l (6) <9> 3)
~isin|> cos |
Where 6 is the angle of rotation, —i is a complex imaginary unit, where i% = —1.

Here, Rx(0) is an x-axis rotation gate that manipulates the qubit phase by 6 (in radians)
along the x-axis in its matrix representation. Hadamard (H) gates are used in BB84 to prepare
qubits on an x basis before sending or measurement.

The development of the BB84 protocol focuses on the exchange of quantum infor-
mation and the application of quantum mechanical principles to create secure cryptographic
keys based on measurements in the base. How BB84 works in general is as follows:

1. Alice generates pairs of quantum qubits. Each qubit can be in one of four quantum states
representing two bases, usually Z-basis: {|0), |1)}and X-basis {| +), | —)}. The gate His
applied to each qubit that is in base X, creating a superposition between | +)and —| —),
while the Rx gate is not applied to qubits that are in base Z, so they remain in state
{10}, 11)}.

2. For each qubit, Alice randomly chooses one of two bases (Z or X) to measure that qubit.
Alice sends the qubit along with the base used to Bob. For example, if there is a message
11011010, and the base chosen by Alice is ZXXZXZXZ or 01101010, then the resulting
qubit, polarity and angle are in Table 1.

Table 1. Alice Qubit.

Message Base Qubit Polarity Polarity Angel
1 V4 1) | T) 0°
1 X | —) | =) 90°
0 X | —) | =) 90°
1 V4 1) | T) 0°
1 X | —) | -) 90°
0 Z 1) | T) 0°
1 X | —) | =) 90°
0 Z 1) | T) 0°

3. Bob receives qubits from Alice, and for each qubit, he randomly chooses one of the
bases to measure it with. The base chosen randomly by Bob is ZXXZXZXZ or
11011010, so the measurement results are presented in Table 2.

Table 2. Bob Measurement.

Base Measurement Polarity Polarity Angel Results
7 [1) | T) 0° Match
X | =) | =) 90° Match
X | =) | =) 90° Match
Z [0) [ 1) 180° Not Match
X | =) | =) 90° Match
Z [1) | T) 0° Match
X | +) | 7) 45° Not Match
Z [1) | T) 0° Match
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Figure 1. Illustration of BB84 Protocol implementation (based on steps 1-3)

4. Alice and Bob exchange information about the basis they used to measure each qubit,
but do not provide measurement results.

5. Alice and Bob retain measurement results only when the bases used by both match. This
creates a subset of exchanged qubits that can be used for cryptographic key formation.
From  the example above, a  subset of qubits is  produced
|1>r | _>' | _>r |1>r | _>' |1>; | +): |1>

6. The same subset of qubits is used to form a cryptographic key, which in the example
above produces the key 10111011. This key is secure because quantum properties pro-
hibit measurements that do not strictly correspond to the quantum state being measured,
and involve XOR operations.

2.2 Improved Logistic Map (ILM)

ILM is a development of the traditional logistic map introduced by and has now been
implemented in several encryption studies such as [24], [25]. ILM was introduced in the con-
text of information security and image encryption. In ILM, an iteration formula differentiates
it, namely, the one presented in Equation (4).

Xpy1 = 2@ — aj/a )

Where x, isinitial, and « is the parameter for iteration, @, is a constant parameter, and a full
mapping range of X, € [—2a, 2a].

Equation (3) will produce a chaotic sequence that can be used for permutation and sub-
stitution operations. The advantage of ILM lies in its ability to create a more expansive key
space and a more extensive mapping range compared to standard logistic maps. This can
increase the complexity and level of chaos in generating values during the iteration process,
thereby providing a better level of security. In addition, using the Lyapunov exponent concept
in ILM provides a deeper understanding of the chaotic nature of its iterations, which can be
an additional advantage in improving the security of encryption systems.

3. Proposed Method

The BB84 algorithm has been modified in research [9]to improve its performance by
combining it with the Sailfish Optimization Algorithm (SOA), AES and RC4. This research
proposes to improve the performance of BB84 by hybridizing it with the ILM method. How-
ever, BB84 has provided security by converting bits to qubits, which can be in a state of
superposition or rotation. ILM is implemented to add permutation effects to the BB84
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encryption process, which only uses the XOR operation by default. A combination of XOR-
substitution and permutation operations can produce super encryption on BB84. What super
encryption means is an encryption method that consists of at least two layers to combine
substitution and permutation operations [25], so that encryption becomes increasingly diffi-
cult to crack and intercepted by irresponsible parties. The BB84-1LM hybrid method is illus-
trated in Figure 2, and the stages of the proposed method are explained in detail in sections
3.1to3.3.

|

v
Change to bits Generate
forms Quantum keys

v

XOR operation
encrypted_message_1

A 4

Sort
Xo
Permutation
v

Generate ILM
Final Encrypted sequence

Figure 2. Proposed Hybrid BB84-1LM.

3.1. Read Message and Generate Quantum Key

1.

Read the message, then break the message into several blocks, in this case, each block
only consists of 8-bits due to limited quantum resources used. For each bit in the mes-
sage that Alice will encrypt, it is randomly selected between 0 and 1.

Each of these bits becomes part of the quantum key that will be sent to Bob. Use Hada-
mard basis if bit equals O or Rx basis with a random angel if bit equals 1, according to
the bits generated by Alice.

The selection of bases and the resulting bits form a quantum key (qubit). In other words,
the quantum key Alice generates consists of a number of qubits that represent the bits
of the message to be encrypted. Alice's choice of basis on each qubit creates a quantum
representation of the classical bits.

3.2. Encrypt Message

1.
2.

Quantum messages and keys are used as input at this stage.

Encrypt each bit of the original message using an XOR operation with the correspond-
ing quantum key bit, thus obtaining encrypted_message_1.

Convert each bit of encrypted_message_1 to an integer, then calculate the standard de-
viation (0) value of encrypted_message_1. Use the values oas aand x,as ILM input,
while the number of iterations is the length of encrypted_message_1, so get the ILM
sequence and calculate it with Equation (3).

Use the ILM sequence for permutation operations on encrypted_message_1 to get fi-
nal_encrypted_message. Please note that the permutation operation does not change the
value 0, so the value oof final encrypted_message will be the same as encrypted_mes-
sage_1
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3.3. Decrypt Message

1. At this stage final encrypted_message and quantum key are used as input. Bob receives
the quantum key by reading the qubits with the appropriate basis.

2. Calculate the standard deviation (0) value of final_encrypted_message. Use the values
o as aand x,as ILM input, while the number of iterations is the length of final_en-
crypted_message.

3. After obtaining the same ILM sequence as the encryption stage, do inverse permutation
on final_encrypted_message to get decrypted_message_1.

4. To obtain a decrypted message, perform an XOR operation with the appropriate quan-
tum key.

4. Implementation and Results

This research used a Jupyter notebook with the Python programming language to im-
plement the proposed method. The implementation is not carried out with quantum hardware
but uses a quantum simulator, namely Qiskit. In order to activate this simulator, you need to
import several libraries, such as QuantumCircuit Aer, and execute from Qiskit. Apart from
that, the random and numpy libraries are also used. The random library generates random bit
selections, while numpy is used to process array data. The implementation of the proposed
method described above is explained in the stages below:

4.1 Dataset Gathering

In the research, a text dataset was used, which was generated from the URL www.lip-
sum.com. Five types of messages were generated with lengths of 128, 512, 1024, 4096, and
images with dimensions of 128X128. Next, we remove all entered characters from the text so
that the number is precisely the same. Sample message generated by lorem ipsum generators
and standard image used are presented in Table 3.

Table 3. Sample Message Dataset.

Message Length Message
128 bytes Lorem ipsum dolor sit amet, ... eu dapibus leo posuere accumsan.
512 bytes Lorem ipsum dolor sit amet, ... Aenean id erat non tortor efficitur.
1024 bytes Lorem ipsum dolor sit amet, ... gravida vitae, sagittis a tellus.
4096 bytes Lorem ipsum dolor sit amet, ... , odio ac gravida dapibus cras amet.

128x128 pixels

4.2 Encryption Results and Quantum Assessment

In Table 4, the encryption results and quantum assessment are presented. In the encryp-
tion column field, the encryption results are presented at the beginning and end of the text
because the text is very long if written in full. The following fields contain an assessment of
quantum bit error rate (QBER), polarization error rate (PER), quantum fidelity (QF), eaves-
dropping detection (ED), and entanglement-based detection (EBD). Each assessment is ex-
plained in sections 4.2.1 to 4.2.5.

4.2.1 Quantum Bit Error Rate (QBER)

QBER is a parameter used to assess the extent to which the quantum key sent from the
sender to receiver Bob is error-prone. QBER is calculated as the ratio between the number
of mismatched key bits and the total number of key bits sent on a certain basis [20], see
Equation (5). QBER is important to tell how well the quantum key is working. The smaller
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Table 4. Encryption Results.

Message Encryption Results QBER PER QF ED EBD
[INAZA AYV.
Text 128 BAIMA 04511 0.3333 1.0 0.25 0.9999
bytes e
cAOA'AY2_AY
&éczEWDbL X7jWyE En~. ..
Text 512 © 04936 0.1666 1.0 03333 0.9999
bytes
0 "»bqUL i JiCY
ij* E'GOVd®
Text 1024 ED 0 +Ag*s1 0.4946 0.5 1.0 0.375 0.9999
bytes
¢ oz Bubl >a—~OH
1002/, iGN Hi&e®6uVs
Te;‘t:‘OQG . ) 0.4891 0.5 1.0 0.25 0.9999
yees TaSAn<W}A.60¢ fif]
RS R, 5
\,'/-._,’Y 5
Image
128x128 04619 03333 1.0 0.25 0.9999
pixels
Y *g 5 D )
Average 0.4781  0.3666 1.0 0.2917  0.9999

the QBER value, the better. The QBER value needs to be managed because a low value
indicates that the quantum keys sent and received are almost identical, so they are safe from
tampering. However, the QBER value is difficult to approach zero because the sender
chooses a base randomly to send qubits, and the receiver also chooses a base randomly to
assess the qubits received. Due to choosing different bases, some measurement results will
not match. Therefore, the focus is not on an absolute value of zero, but on minimizing the
QBER so that the risk of interference is as minimal as possible.

Number of mismatched bits

QBER = )

Total number of bits measured in a specific basis
QBER is typically measured during the decryption process, where the number of mismatched
bits refers to the count of bits that do not match between the expected and assessed values,
and the total number of bits measured on a specific basis is the total number of qubits meas-
ured by the receiver (Bob) using a specific basis.

Table 4 shows that the QBER value is relatively high but does not exceed 0.5. However,
it is important to note that QBER does not necessarily indicate a protocol failure or an irrep-
arable error. Essentially, quantum key protocols are designed to detect possible interference
or eavesdropping but cannot always correct every error. More sophisticated error correction
and the use of more robust intrusion detection methods may be required to reduce QBER
further.

4.2.2 Polarization Error Rate (PER)

PER is a metric that can assess how often the polarization of photons sent in a quantum
protocol experiences errors during transmission. In the context of quantum key protocols
such as BB84, photon polarization represents the quantum bit value, and PER assesses how
often this polarization does not match the expected one [26]. PER is calculated as the ratio
of the number of incorrectly measured quantum bits to the total number of quantum bits
measured on a specific basis. Equation (6) represents the PER calculation.

Number of incorrect bits
PER

(6)

" Total number of bits measured in a specific basis
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It should be noted that PER is measured on each basis, and PER values can vary depending
on the basis used. Generally, PER values range from 0 to 1. Low PER values are more desir-
able because they indicate higher accuracy in measutring photon polarization.

PER measurements are usually carried out at the decryption stage after the photons sent
by Bob arrive. When Bob receives a photon, he matches the polarization of the received
photon with the basis he chose during the sending phase by Alice. If the polarization of the
photon does not match the basis chosen by Bob, a polarization error occurs, which is calcu-
lated in PER. In other words, PER gives an idea of how often the photons received by Bob
do not match the polatization he should have chosen. These assessments help assess the
quality of the quantum key distribution. The PER values presented in Table 4 show fluctuat-
ing and different results, although the average value is relatively smaller than QBER.

4.2.3 Quantum Fidelity (QF)

QF is a assess of the similarity between two quantum states. It measures how close one
quantum state is to another. In the context of quantum information and computing, QF is
often used to assess the quality of quantum operations, gates, or algorithms. This provides a
way to evaluate how well a quantum system can replicate a targeted quantum state. QF be-
tween two quantum states |YP)and |¢)can be calculated with Equation (7) [27].

QF (¥, ¢) = (Y| 9)l @)

Where (1|¢)is the inner product of the two states, and [(1|¢)|?is the square of the modulus
of the inner product. Fidelity has a value range between 0 and 1, where 1 indicates perfect
similarity between the two states, 0 < F < 1 indicates states that are similar but not identi-
cal, and 0 means orthogonal states.

Fidelity can also be used to detect snooping attempts (eavesdropping) in the BB84 pro-
tocol. Interactions with the quantum system may affect fidelity if a third party attempts to
intercept the transmitted quantum key. Low-fidelity measurements can indicate the presence
of snoopers. The value 1.0 in Table 4 indicates very good performance results of the proposed
method.

4.2.4 Eavesdropping Detection (ED)

ED involves a comparison of the expected quantum key with the received one. The
Mismatch Ratio measures how big the difference is between the supposed and received keys,
and high values can indicate potential information theft attempts. Quantum security protocols
are designed to detect and overcome eavesdropping to maintain the confidentiality of infor-
mation sent over quantum channels [9]. The Mismatch Ratio value for eavesdropping detec-
tion ranges from 0 (no mismatch) to 1 (all key bits do not match). The higher the Mismatch
Ratio value, the greater the indication of an eavesdropping attempt or interference with the
sent quantum key, and vice versa. Therefore, a low Mismatch Ratio value is desirable to ensure
the security of quantum communications. ED can be calculated using Equation (8).

ED Number of mismatched bits

= 8
Total number of bits in the quantum key ®)
Where the number of mismatched bits is the number of key bits that do not match between
the supposed quantum key and the received quantum key, while the total number of bits in
the quantum key is the total number of bits in the quantum key used for communication.

4.2.5 Entanglement-Based Detection (EBD)

EBD is used to assess the extent to which two qubits in a state generated by a Bell circuit
are related to entanglement and detect interference in the quantum channel. Entanglement is
a phenomenon in quantum mechanics in which the states of two or more particles are quan-
tum related such that the state of one particle cannot be explained independently of the state
of another particle. In the context of the Bell circuit being created, the main goal is to generate
a Bell state, which is a type of entangled state for two qubits. The most general Bell state is

(|00) +|11)/ \/E), which is a superposition of two different elementary states. Concurrence
measurements provide information about the degree of entanglement between two qubits.
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Concurrence values range between 0 (no entanglement) and 1 (full entanglement). The higher
the concurrence value, the stronger the entanglement [27]. Equation (9) is used to calculate
the concurrence value.

C, =max (0,43 — A, — A3 — Ay) )

Where pis the reduced state matrix reflecting the quantum state of the two qubits.
A1, A2, A3, A4 is the singular value of the reduced matrix in non-decreasing order.

In Table 4, it appears that the total EBD value is 0.9999, this is very close to 1 (full
entanglement), where full entanglement can ensure that the particles involved in the quantum
key distribution are quantum related. This means that any measurement attempt by a third
party will change the state of the particle, and the communicating party can detect this. There-
fore, entanglement can provide an additional layer of security against potential eavesdropping.

4.3 Classical Assessment
4.3.1 Bit Error Ratio (BER) and Entropy

BER and Entropy testing on the classical side of QKD implementations have an im-
portant role in evaluating the security and performance of quantum cryptographic systems.
After the quantum key exchange process, the key is used to secure the classical message. BER
testing of classical messages after classical encryption and decryption processes helps asses
the extent to which the message can maintain its integrity during transmission over a quantum
channel. By comparing the messages before and after the classical process, a number of bit
errors can be identified. BER encryption can be calculated by comparing each bit in the en-
crypted and original messages. Meanwhile, decryption BER can be calculated by comparing
each bit in the original and decrypted messages. The BER values for encryption and decryp-
tion are generally the opposite, for encryption, it must have a value of around 0.5, which
means that the desired uncertainty in the encryption process can work well. Meanwhile, the
ideal decryption BER value is close to or equal to zero [28]. However, the decryption BER
value does not guarantee security but proves data integrity or in other words the decryption
process can run perfectly. BER can calculate with Equation (10).

In addition, Entropy testing on classical messages that have been encrypted with quan-
tum keys measures the level of uncertainty or complexity of the information contained in the
message. Entropy is also included in the category of statistical tests on encryption. A message
with high Entropy means it carries a lot of information that is difficult to predict. This com-
bination of tests helps ensure the reliability and security of the quantum cryptographic process
on the classical side, confirming that messages remain secret and their integrity is maintained
after going through classical encryption and decryption steps. A good entropy value, in this
case, should be close to 8 because the value calculation uses 28. Entropy can calculate with
Equation (11).

Table 5. BER and Entropy Results.

Message BER Entropy
Encryption Decryption Original Encryption
Text 128 bytes 0.51465 0 4.0186 6.5389
Text 512 bytes 0.51277 0 41232 7.5808
Text 1024 bytes 0.49841 0 41776 7.8402
Text 4096 bytes 0.50058 0 4.2121 7.9568
Image 128128 pixels 0.49969 0 7.0451 7.9888

Based on Table 5, all encryption BER values are close to 0.5, this shows the success of
the quantum protocol in providing random properties to encrypted messages. Meanwhile, all
decryption BERs are 0, meaning the proposed method can work perfectly. The increase in
Entropy in encrypted messages emphasizes the additional uncertainty obtained from quan-
tum protocols. Overall, these results illustrate that the quantum protocol provides good se-
curity and integrity in the encryption and decryption process on the classical side based on
BER and Entropy.
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Number of Bits in Error

BER = 10
Total Number of Transmitted Bits (10
n
= plelog, ! ) a1
= ci)log, | —=
i=1p i g2 p(ci)

Entropy H is computed by considering the overall count of symbols (n), the infor-
mation conveyed by each ciphertext element ¢;, and the probability of occurrence for eachc;

denoted by p(c;).

4.3.2 Normalized Pixel Change Rate (NPCR) and Unified Average Changing Inten-
sity (UACI)

NPCR and UACI assessments are generally used to analyze the resistance of encryption
methods to differential attacks[6]. NPCR is used to assess the percentage of pixel changes
between two different encrypted images, while UACI assesses the average intensity of pixel
changes, where both encrypted images are produced by modifying a small portion of the
plaintext.[6], [29]. In this study, plaintext changes were made to the very first byte by subtract-
ing one. The NPCR and UACI values should ideally be = 0.9961 and = 0.3340, respectively.
Table 6 shows the results of NCPCR and UACI assessments, where based on the results of
these measurements, the proposed method gets results that are very close to the ideal value,
thus showing that this method is proven to be resistant to differential attacks.

NPCR = |- i MZZDiff(i,j) ,
i=1j=1 (12)

err (00 CL(L,J) = C2(i,))
lef(l’]){l if C1Gi,)) # C2(i, )

N M
1 €16, ) — €260 )
= 13
vACt =i 0 2 o &

i=1j=1

C1 and C2 denote the initial cipher and the modified cipher, respectively. N and M
refer to the width and height dimensions, respectively, while i and j specify the coordinates
of individual pixels.

Table 6. NPCR and UACI Results.

Message NPCR UACI
Text 128 bytes 0.9922 0.3421
Text 512 bytes 0.9941 0.3347
Text 1024 bytes 0.9941 0.3326
Text 4096 bytes 0.9968 0.3303
Image 128x128 pixels 0.9959 0.3354
4.3.3 Histogram Analysis

Histograms can provide insight into how even or varied data distribution in classical
messages is before and after quantum encryption and decryption processes. By observing the
histogram, the distribution pattern of pixel or bit values in the message can be identified,
allowing the observer to see changes that may occur during the cryptographic process.

On the classical side, histogram analysis can help detect potential interference or oddities
in messages after going through a quantum protocol. The even distribution of the histogram
indicates that the quantum encryption and decryption process does not cause major changes
in the message values. On the other hand, a significant change in the histogram distribution
could suggest interference or modification of the message during quantum processing. The
histogram of the original and encrypted messages is presented in Figure 3, where it can be



Journal of Computing Theories and Applications 2023, vol. 1, no. 2, Setiadi, et al.

198

seen that the histogram of the encrypted image has a relatively uniform distribution, which
indicates that the proposed cryptography method can work well.
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Figure 3. Message Histogram (a) Original Messages 128 bytes; (b) Encrypted Messages 128 bytes; (c) Original Messages 512 bytes; (d)
Encrypted Messages 512 bytes; (e) Original Messages 1024 bytes; (f) Encrypted Messages 1024 bytes; (g) Original Messages 4096
bytes; (h) Encrypted Messages 4096 bytes; (i) Original Images 128128 pixels; (j) Encrypted Images 128%X128 pixels.
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5. Conclusions

This research has successfully implemented a combination of the QKD BB84 protocol
and the ILM chaotic system. So the encryption algorithm becomes more complex. Not only
does the XOR operation between the quantum key and the message but also permutation
operations are carried out based on ILM. This adds a layer of security to the data transmission
system. This method has been tested with quantum and classical assessments, where satisfac-
tory results were obtained based on the assessment results. The encryption and decryption
process can work as expected, especially for QF and EBD assessments. Meanwhile, the
QBER and PER values may need to be increased again because the values are still relatively
high. However, QBER does not always indicate a protocol failure or an uncorrectable error.
Quantum key protocols are designed to detect interference or eavesdropping, although they
cannot always correct every error. To further reduce QBER, more sophisticated error correc-
tion methods and more robust fault detection are needed, as well as PER. Testing under
classical conditions has also shown satisfactory results based on BER, Entropy, histogram
analysis, NPCR and UACI values.
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