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Abstract: Burglary involves forced or unauthorized entry, which leads to damage or loss of property 

having monetary or emotional value and, more severely, puts lives at risk. The dire need for the safety 

of lives and properties has attracted so much research on burglary alert system using Internet of Things 

(IoT) technology. Most of the research focused on alerting the users of burglary attempts using any or 

a combination of two notification methods: SMS, call, and email. This study emphasizes three-mode 

notification that combines SMS, call, and email using the application of IoT technology in a burglary 

alert system, which uses a Passive Infrared (PIR) sensor for burglar detection to ensure that 

Homeowners or authorized personnel get alerts in events of imminent attempt to break-ins. The study 

also details the sensor integration with its supporting components, such as the central hub or 

microcontroller, buzzer, LED, and network interface in the development of the system. The software 

was developed to facilitate seamless integration with the hardware, ensuring timely and accurate event 

detection and subsequent alert generation using Arduino IDE programming language, a framework 

based on the C++ language. The system effected the 3-mode notification to ensure that users get 

notification in case of an imminent break-in since the failure of the three modes simultaneously is 

extremely rare. The system’s performance based on its responsiveness on the 3-mode notifications was 

evaluated, and an average of 83.56% responsiveness was obtained, indicating an acceptable response 

time. 
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1. Introduction 

Conventional burglar alarm systems have served as a basic deterrent to intruders and 
served the security needs of many [1]; however, they have been found to lack real-time 
monitoring capabilities and diverse notification methods [2]–[4]. The birth of the Internet of 
Things (IoT) has proffered fledging new possibilities as wireless sensor networks to provide 
the capabilities for intelligent and interconnected burglary alert systems. The sensors are 
strategically placed at critical points of the protected premises (to include and not limited to) 
doors, windows, and other spotted vulnerable areas. They are equipped to detect motion, 
environmental changes, and unauthorized access attempts. It achieves this by continuously 
monitoring these parameters so that a minor anomaly or change in the system is promptly 
identified as a potential intrusion cum security breach [5]. IoT gateways act as central hubs 
within the system to facilitate seamless communication and data transfer. They collect data 
from various sensors and transmit securely to a cloud-based processing platform [5], [6].  

Internet of Things (IoT) technology has been increasingly used in developing home 
security systems, particularly in creating burglary alert systems. The integration of IoT in these 
systems enables homeowners to monitor and control their homes remotely using mobile 
devices and receive real-time notifications in the event of an intrusion. IoT-based burglary 
alert systems use a combination of sensors and alarms to detect and deter potential burglars 
and can be customized to suit the specific needs of each homeowner [7]. In recent years, there 
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has been an increase in the adoption of IoT-based home security systems due to their ease of 
installation, cost-effectiveness, and reliability. The ability to remotely monitor and control 
homes has made IoT burglary alert systems a popular choice among homeowners. Also, IoT-
based burglary alert systems offer an added layer of security as they can be integrated with 
other home automation systems, such as smart locks, lighting, and thermostats, to create a 
more comprehensive and connected home security solution. This integration enables 
homeowners to automate their homes and create personalized security scenarios that respond 
to their unique needs. The integration of IoT technology in burglary alert systems offers 
homeowners a more comprehensive and connected home security solution that is both cost-
effective and reliable. As IoT technology continues to advance, more homeowners are 
expected to adopt IoT-based security systems to protect their homes from potential intruders. 
This expectation has attracted much research, though none in the literature we studied 
integrated the three-mode notification. Instead, they employed either one or a combination 
of any two, as is seen in [3],[5],[8]. 

Our study seeks to implement an IoT-based burglary alert system with three (3) 
notification modes, providing enhanced security measures and prompt response to potential 
threats by integrating the blynk server service to the Gmail server for email. SMS and call 
notifications are enabled using TinyGsm and Python Libray for an Arduino SIM900 GPRS. 
The Gmail server is chosen due to its availability, cost-effectiveness, and maintainability. The 
cornerstone of the proposed system lies in integrating multiple notification modes in 
deploying smart sensors to ensure prompt alertness that facilitates security. 

2. Review of Related Literature(s) 

2.1. IoTs in Burglar Alert System: A Review 

In [8] a smart IoT security for smart homes was deployed. It explored a Raspberry Pi 
with a No-Infrared (NoIR) Pi Camera for image capturing with a passive infrared (PIR) 
motion detection sensor. It uses motion sensor data and NoIR camera images to predict 
security threats via a face-recognition classification technique and a custom algorithm. The 
system ensures user notification in emergencies [8] and agrees with [9]–[11].  

In [12] deployed a motion-based camera-active surveillance system for real-time home 
security monitoring. It uses a motion-detect sensor synchronized with an ESP32-CAM 
microcontroller to offer a low-cost solution. It interfaces with an IoT-Cayenne to provide a 
customized user interface for real-time notification, with rapid responses from emergency 
services or security forces, enhancing overall security [12]. This system agrees with [13]–[15]. 
A system to allow each customer to connect a home security system to a distant network 
using a piezoelectric buzzer, an LCD board, and a PIR sensor at residences and workplaces 
was designed in [16]. The UNO microcontroller serves as the sole constraint for the 
framework. Various types of connection point circuits are used to connect each sensor and 
finder to the microcontroller chip. The microcontroller will continuously control each sensor. 
If the microcontroller detects any safety risk, it will signal the associated buzzer, which will 
then turn on. The gatecrasher's availability is indicated on the LCD board. Each 
interconnected sensor is interfaced with the microcontroller via a variety of connection point 
circuits. The microcontroller will unendingly direct every sensor. If the microcontroller 
faculties any kind of safety issue, then it will send a sign to the buzzer connected, and the 
buzzer turns on. The LCD board shows the gatecrasher's side availability [16]–[18]. 

An intelligent home automation system with multiple functionalities, including appliance 
control, environmental monitoring, and intruder detection, was developed in [20]. It uses a 
deep learning model for recognizing and classifying motion patterns. This model focused on 
organizing individuals detected by surveillance cameras as either intruders or home occupants 
based on their walking patterns using an ESP32 camera for surveillance, a PIR motion sensor, 
an ESP8266, a relay module, and a DHT11 sensor for temperature and humidity 
measurements. The DHT sensor's accuracy in monitoring environmental conditions and its 
potential for future weather prediction were found to be excellent [19]–[22]. This agrees with 
[23]–[25]. 

An affordable home security system that rapidly notifies users through their GSM cell 
phones by making phone calls. This security system integrates cutting-edge technology while 
maintaining a low cost and was designed by [26]. The hardware components include a Passive 
Infra-Red (PIR) motion sensor, an Arduino sensor for motion detection, and a GSM module 
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for initiating calls to the user. The programming of this system is accomplished using the 
Arduino IDE to configure the GSM module. The PIR detects unauthorized individuals access 
and triggers a phone-call when it senses motion in its vicinity, thereby enhancing home 
security. 

An integrated IoT system aimed at enhancing building safety and security. It uses GSM 
alerts to notify users of detected anomalies and ensure timely responses to potential threats, 
which was developed in [27]. Its authentication mechanism restricts unauthorized access of 
resources to unauthorized users; And the system deploys a Network Intrusion Detection 
System (NIDS) to detect and provide real-time alerts in the event of malicious activities on 
the IoT network [26]. This improved building security and user access control, offering 
enhanced protection against potential threats, is supported by [28]–[30]. 

2.2. Burglar Security Systems Notification: The Nigerian Frontier 

Burglary involves forced entry damaging access points [31]. This poses a significant 
threat to both homes and facilities, with negative effects on victims ranging from loss of 
property to loss of money and lives [32], [33]. Thus, this has continued to provoke research 
interests. The advent, adoption, and adaptation of techs and informatics has led to a rise in 
the exploration of wireless sensor tech (i.e., IoTs). Together with alert systems, they are now 
deployed in facilities as anti-burglary systems. Its innovativeness is in its capacity to accurately 
sense the environment and promptly alert authorized users of intrusion anomalies via real-
time notifications [34]. Many burglary systems use a combination of communication modes 
that improve communication and system resilience in the event of communication 
component failure. This can be quite the case for a country like Nigeria, where 
communication channels are both unstable, epileptic, and, in some cases, not available, 
especially in remote areas [35], [36]. If timely communication fails, the system's aim is 
completely defeated. So, our study will propose and seek to achieve a multiple-mode alert, 
anti-burglary system that integrates the four modes to alert its users of intruders, this is to 
ensure that the user receives timely information for immediate action even if any mode should 
fail. It is extremely rare for all the communication modes to fail at the same time.  

Burglar systems notification modes were reviewed as a foundation to yield a home 
security system that notifies via the web application. The enhanced intelligent smart home 
control and security system in [37]–[39] classified intruders based on movement patterns. 
There was no specified notification mode. But, [34], [40]–[42] detect intruders via motion 
detection and face recognition. An intelligent home with automated environmental control 
developed as in [43]–[46] notifies using video calling and Facebook images. The home security 
systems in [47]–[49] use only email notifications with a photo of the detected object or 
intruder, while [50]–[54] use SMS as notification mode. Phone calls were used by [55]–[60] to 
notify the presence of an intruder when movement is detected. Other studies combined 2-or-
more modes [61]–[64] to ensure real-time notification for timely action. 

3. Proposed Material and Method 

3.1. Proposed Architecture 

Figure 1 shows how the system is logically related to its environment; its interaction with 
its environment, and remote notifications on events of intruder detection. It depicts the 
interaction between the components of the proposed system as supported by [65]–[69]. The 
proposed system was designed using IoT design methodology to successfully integrate IoT 
devices with a central control system to process data and trigger notifications based on 
predefined criteria. The system adopts a three-mode notification form (i.e., email, SMS, and 
phone call) to establish a robust communication framework that greatly amplifies remote 
monitoring and alert mechanisms. 

3.2. Testbed Specification / Set-Up 

The proposed system uses a PIR (Passive Infrared) sensor, which is cost-effective, 
energy-efficient, and more reliable than a camera for detecting motion or changes within its 
field of view. Blynk Server Service was employed as an intermediary (third-party server) to 
provide SSL / TLS encryption between  Arduino Boards and  the Gmail  server since  the  
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Figure 1. The Proposed System Architecture. 

Arduino boards have no SSL/TLS support, which is an important requirement to interface 
with the Gmail server to ensure security. An account was created on Blynk with the Gmail 
address to which email notifications will be sent after creating the notification event. SMS and 
call notifications are enabled using TinyGsm and Python Libray for an Arduino SIM900 
GPRS.    

The credentials issued by Blynk were then inputted into the system so as to establish a 
secure connection between Arduino Boards and the Gmail server. The output from the 
system is the responses to the sensed environment, which include these actions when an 
intruder is detected. 
1. Sending an SMS: The system sends a text message to the homeowner's mobile phone, 

notifying them of the intruder. 
2. Initiating a Call: When an intruder is detected, the system pulls a call across to the 

designated phone number. 
3. Sending an email alert: The system sends an email alert to the homeowner, providing 

detailed information about the break-in. 
This model provides a detailed mathematical representation of a burglary alert system 

using PIR sensors and multiple notification methods. It includes decision variables, 
parameters, constraints, and the objective function. The model can be implemented and 
customized using optimization techniques and appropriate software to find values for the 
decision variables that minimize the response time while adhering to the constraints. 
1. Notification Indices provide notification mode parameters. We have the indices for 

notification set as 𝑖1 for email, 𝑖2for SMS, and 𝑖3 for phone calls respectively. Also, we 

have the k-index set for phone numbers and the 𝑚-index set for email addresses. 
2. Decision variable(s): these parameters reflect the underlying outcome. We have set 

that 𝑋𝑖𝑘 yields the binary variable (0 if notification is not sent, and 1 if/when it 

is sent) indicating whether a notice of type 𝑖 is sent to phone number 𝑘. also, 

we have that 𝑌𝑖𝑚 yields a binary variable (0 if not sent or 1 if sent) indicating 

whether a notification of type 𝑖 is sent to email address 𝑚. 

3. Testbed Ensemble Parameters – we have that: (a) 𝐴 is a binary variable (0 or 1) 
on activation status for a PIR sensor (1 if activated, 0 if not), Bi is a budget 

constraint for notifications of type 𝑖, 𝑃𝐵  : Probability of a burglary event being 

detected by the PIR sensor, 𝐷𝑖  : Maximum allowable delay for sending 

notifications of type 𝑖, 𝑃𝑃  : Probability that a phone is available (e.g., not in use), 
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𝑃𝐸 : Probability that an email address is available, 𝑁𝐴  : Set of active phone 

numbers and 𝑀𝐴  : Set of active email addresses. 
 
We make the following assumptions: 

1. The PIR sensor has two states: activated (1) and not activated (0). It can detect a burglary 

event with a probability 𝑃𝐵   when activated. 

2. The system has budget constraints on the number of notifications (𝐵𝑖) that can be sent 

for each notification type 𝑖. 
3. Notifications (Email, SMS, call) can be sent or made immediately upon the detection of 

a burglary event. 
4. The maximum allowable delay for sending each type of notification is 𝐷𝑖  for 

notification type 𝑖. 
5. Phone availability is considered, and a phone is available with probability 𝑃𝑃. 
6. Email address availability is considered, and an email address is available with probability 

𝑃𝐸 . 
 
We also explore the following constraints: 

1. Budget constraints for each notification 𝑖 yields ∑ 𝑋𝑖𝑘 +𝑘 ∑ 𝑋𝑖𝑘 < 𝐵𝑖  𝑘  for all 𝑖. 
2. Activation constraint for the PIR sensor: 𝐴 ∈ {0,1}. 
3. Delay constraints for each notification type 𝑖: ∑ 𝑋𝑖𝑘𝑘 ≤ 𝐷𝑖 for all 𝑖. 
4. Constraint for active phone numbers (if a call is made): If 𝑖 = 3, then the phone number 

must be active: ∑ 𝑋𝑖𝑘𝑘 = 1 for all 𝑘 ∈  𝑁𝐴𝑐𝑡𝑖𝑣𝑒 .  

5. Constraint for active email addresses (if an email is sent): If 𝑖 = 1, then the email address 

must be active: ∑ 𝑌𝑖𝑚𝑚 = 1 for all 𝑚 ∈  𝑀𝐴𝑐𝑡𝑖𝑣𝑒 
 

Thus, the function 𝑓(𝐵) maximizes the probability of detecting a burglar event by 
optimizing the activation of the PIR sensor and the selection of notification type while 
considering phone and email address availability and 𝑓(𝑇) minimizes the total time for 
notifying recipients as seen in Equation (1) and (2) respectively. 

 𝑓(𝐵) = 𝐴 ∙ 𝑃𝐵 ∙ (𝑖 ∑ 𝑋𝑖𝑘

𝑘

+ 𝑖 ∑ 𝑌𝑖𝑚

𝑚

) (1) 

 𝑓(𝑇) = 𝑖 ∑ 𝑋𝑖𝑘

𝑘

∙ 𝐷𝑖 + 𝑖 ∑ 𝑌𝑖𝑚

𝑚

∙ 𝐷𝑖  (2) 

This mathematical model uses indices to represent the decision variables, parameters, 
and constraints, maximizing the probability of detecting a burglary event and minimizing the 
total time for notifying recipients while adhering to budget, delay, phone, and email address 
availability considerations. The general algorithm for the burglar alert system is seen as in 
Algorithm 1. 

 

Algorithm 1. The IMuNoBAS algorithm 
INPUT: phone number configuration, internet, and Blynk credentials  
OUTPUT: buzzer/siren activation, Led activation, activation of alert sending (SMS, Call, 
email) 
1: Initialize Arduino-Uno microcontroller unit 
2: Initialize GSM module 
3: Initiate connection to PIR sensor 
4: Check continuously for intrusions (objects, individuals) 
5: If intruder is detected: Do 
6:     activate the siren/alarm to alert people of the intruder 
7:     activate the yellow LED to alert people of the intruder 
8:     GSM module establishes the internet connection using internet credentials 
9:     set Arduino board for Blynk communication using <BlynkSimpleTinyGSM.h> 
10:     establish communication with Blynk server using <Blynk.begin.h> 
11:     refresh the GSM module using ‘updateSerial()’ command 
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12:     run Blynk service using ‘Blynk.run()’ 
13:     activate the alert event for email notification 
14:     set the GSM module to SMS mode (AT+CMOS) 
15:     send SMS to home_owner or authorized personnel to notify of intrusion 
16:     Set GSM to call mode (AT+CMOS) 
17:     place call to home_owner or authorized personnel to notify of intrusion 
18: Elseif (no intruder detected) Then Do: 
19:     activate the green LED to normal functioning 
20:     deactivate yellow LED if previously activate. 
21:     deactivate previously activated buzzer 
22: continue search for intrusion: Stop 

3.3. Experimental Procedure 

Our Arduino unit ATmega328p has 14 digital I/O pins, 6-of-which are used as PWM 
(Pulse Width Modulation) outputs, another six used for analog inputs, a 16MHz oscillator, a 
USB connection, a power jack, an ICSP header, and a reset button. The buzzer is used for 
audio notification, to be triggered by a microcontroller based on predefined criteria. The PIR 
sensor detects motion via sensing changes in infrared radiation emitted by objects due to their 
temperature. The SIM900 helps provide GSM/GPRS communication capability using its 
SIM900 Shield to facilitate SMS, voice calls, data connectivity, and remote 
control/monitoring of devices. A SIM card (Subscriber Identity Module) is also integrated 
for authentication and connection of users to mobile networks for communication using 
machine-to-machine (M2M) communication. Light-emitting orange and green diodes were 
used to indicate the system at rest and when a motion has been detected, respectively. We 
used a 12V adapter to supply the 12V direct current (DC) with a rocket switch to toggle 
between the “ON/OFF” state. 

The software was developed to facilitate seamless integration with the hardware, 
ensuring timely and accurate event detection and subsequent alert generation using Arduino 
IDE programming language, a framework based on the C++ language. The IDE compiles 
our C++ code into assembly language, which is used by Atmel chips mounted over Arduino 
boards, also known as microcontrollers. 

4. Results and Discussion 

All the hardware units of the system were first tested to ascertain their good working 
condition. Then, each unit was interfaced and implemented individually with the 
microcontroller board and driven with the software according to the necessity of the 
application. The testing of the application was not done at once after it was completed. 
Rather, each unit of the application was tested individually. The second unit was not tested 
until the first unit has given the expected result. Lastly, the units were integrated into full 
system, which was also tested. Table 1 shows the sensor’s coverage in meters. The system is 
installed 3m above the ground level, hence starting from 3m. 

Table 1. Functionality test detection range  

Range in mm 
Sensor states 

Final adopters 
Trial 1 Trial 2 Trial 3 Trial 4 

3 On On On On This is the expected action 

4 On On On On This is the expected action 

5 On On On On This is the expected action 

6 On On On On This is the expected action 

7 On Off Off On This is the expected action 

8 Off Off Off Off This is the expected action 

9 Off Off Off Off This is the expected action 

10 Off Off Off Off This is the expected action 
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Table 1 concludes that the PIR sensor detects an intruder within the coverage 3m to 7m. 
The intruder beyond this distance is outside the sensor’s coverage and cannot be captured. 
Trial1 to Trial4 is the number of times its coverage for each time it is tested.  

Table 2. Functionality Test on Notifications on Intruder Detection 

Sensor  

State 

LED 

Green / Yellow 

Sensor states Final adopters 

Buzzer Call  SMS Email  

Low Green: ON 

Yellow: Off 

Off Standby Standby Standby This is the expected action 

Low Green: ON 
Yellow: Off 

Off Standby Standby Standby This is the expected action 

High Green: Off 

Yellow: On 

On Call Sent SMS sent Email Sent This is the expected action 

High Green: Off 
Yellow: On 

On Call Sent SMS sent Email Sent This is the expected action 

Low Green: On 

Yellow: Off 

Off Standby Standby Standby This is the expected action 

High Green: Off 

Yellow: On 

On Call Sent SMS sent Email Sent This is the expected action 

 
Table 2 concludes that when the PIR sensor detects an intruder, the system activates the 

buzzer and yellow LED, sends an SMS and email as well as places a call. The system's action 
when an intruder is detected is shown in Figure 2. 

   
(a) (b) (c) 

Figure 2. Sample Notification Results (a) by calling; (b) by SMS; (c) by email. 

Table 3. Performance Testing (Researchers) 

Alert Name 
Time before the alert arrived 

Email (𝒕𝟏) SMS (𝒕𝟐) Call (𝒕𝟑) 

Alert 1 12 seconds 21 seconds 38 seconds 

Alert 2 8 seconds 23 seconds 41 seconds 

Alert 3 13 seconds 20 seconds 46 seconds 

Alert 4 10 seconds 18 seconds 55 seconds 

Alert 5 9 seconds 20 seconds 37 seconds 

Alert 6 14 seconds 16 seconds 50 seconds 

Average time (in seconds) 11 seconds 19.7 seconds 44.5 seconds 
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Table 3 shows the time to send an alert using the three notification modes. Alert1 to 
Alert6 are six different alerts sent by the system on different occasions of intruder detection, 
and it was observed that it takes longer to communicate with users through phone calls.  

 

Figure 3. Time taken for different notification modes (Researchers) 

Figure 3 is a pictorial representation of what is shown in Table 3, depicting the time 
taken by the three notification modes, t1, t2, and t3, representing email, SMS, and call, 
respectively. The X-axis is the different alerts sent, while the y-axis is the time taken to deliver 
the alerts in seconds. It can be observed that in all the alerts, delivery by Call took most time 
than others.  

System performance evaluation using responsiveness (RESP) can be calculated with 
Equation (3). 

RESP = 1 −
1

𝑛
∑

𝑡(𝑖)

𝑡(𝑚𝑎𝑥)

𝑛

𝑖=1

 (3) 

Where 𝑛 =3 (the total number of notification modes), 𝑡(𝑖) is the response time of 𝑖-
th event or request (i.e., the time it takes for the system to respond to a specific event. 

(Average Response time for Email (𝑡1) = 11 seconds; SMS (𝑡2) = 19.7 seconds; Call (𝑡3) = 
44.5 seconds), and 𝑡(𝑚𝑎𝑥) is the expected maximum response time which is set at 60 
seconds.  

Thus, responsiveness RESP = 1 −
1

3
∑

11+19.7+44.5

60

3
𝑖=1  ≈ 0.83555, which is 83.56% 

This indicates that, on average, the system's responses are about 83.56% as fast 
as the maximum acceptable response time of 60 seconds. This agrees with [68]–[71].    

5. Conclusions 

This study enhanced remote monitoring and alert capabilities via 3-distinct modes: SMS, 
call, and email, thereby creating a robust, real-time communication system to notify users of 
critical events or status changes detected by their IoT devices. The adaptability offered by this 
triple notification system can also be reasoned as a failover mechanism for notifications, 
ensuring reliability. If one notification mode fails, the system ensures that notification is 
delivered to the user through the other modes. This adaptability proves its valuability, 
especially in scenarios where immediate awareness of status changes, security incidents, or 
environmental shifts is paramount. We found from the study that using other MCUs like 
Raspberry Pi will yield better results by reducing turnaround time as it has an operating system 
and can run concurrent processes. Email is the fastest delivery mode compared to SMS and 
Calls. Arduino Uno is used as the MCU due to its low cost since the research is self-sponsored. 
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