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Abstract: Blockchain platforms propagate into every facet, including managing medical services with
professional and patient-centered applications. With its sensitive nature, record privacy has become
imminent with medical services for patient diagnosis and treatments. The nature of medical records
has continued to necessitate their availability, reachability, accessibility, security, mobility, and confi-
dentiality. Challenges to these include authorized transfer of patient records on referral, security across
platforms, content diversity, platform interoperability, etc. These, are today — demystified with block-
chain-based apps, which proffers platform/application services to achieve data features associated with
the nature of the records. We use a permissioned-blockchain for healthcare record management. Our
choice of permission mode with a hyper-fabric ledger that uses a world-state on a peer-to-peer chain
— is that its smart contracts do not require a complex algorithm to yield controlled transparency for
users. Its actors include patients, practitioners, and health-related officers as users to create, retrieve,
and store patient medical records and aid interoperability. With a population of 500, the system yields
a transaction (query and https) response time of 0.56 seconds and 0.42 seconds, respectively. To cater
to platform scalability and accessibility, the system yielded 0.78 seconds and 063 seconds, respectively,
for 2500 users.

Keywords: Electronic Health Records; Blockchain; Records Exchange; Interoperability; HIPAA.

1. Introduction

Advances in informatics have contributed immensely to healthcare delivery — even with
its inherent challenges [1]. Healthcare systems and platforms today are poised to yield patient-
centric apps [2]. Patients today are not limited to receiving medicare at specific hospitals.
Especially during emergencies or when a patient is unconscious 3] — exchanging patient rec-
otds is a panacea to improved healthcare. Tracking a patient's medical history becomes criti-
cal, mandatory and imperative [4]. Thus, there is a need for electronic medical records (EMR).
Patient records and history are often not readily available to expert personnel to medical fa-
cilities other than where such records are created [5]. Other include: (a) issues of care coordi-
nation, (b) non-provision of telemedicine, as patients have access and control of their medical
records [6]—[8], (c) corruption of patient records via tampering, stealing, or mishandling [9],
and (d) patient record exchange with unauthorized medical experts with or without a patients’
consent [10]—[12]. With EMRs — critical platform interoperability issues for data exchange,
confidentiality, privacy, and security must be addressed urgently.

Traditional collection, storage, and processing of electronic health records utilize cen-
tralized techniques that pose several risks and lean systems toward a number of data breaches
and attacks that compromise data availability [13]—[15]. The blockchain is gradually resolving
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these challenges with its immutability feat that prevents records alteration. Adapting block-
chain in healthcare will improve user-trust and dissemination of private healthcare records
[16], [17]. Blockchain is today advanced as a solution with a plethora of features such as trans-
parency, improved authentication, and consensus verification, amongst other unique record
sharing capabilities [18]. Blockchains have addressed many challenges to healthcare; While,
offering businesses a chance to leverage, harness, and fuse with other emerging technologies
[19], [20]. Besides interoperability, the lack of standards for developing blockchain healthcare
apps must be addressed as it will ensure a transformative approach for practitioners and re-
searchers [21]—[23].

A blockchain is an incorruptible, distributed database — maintained and validated over a
network of interconnected nodes globally [24], [25]. Blockchain quickly resolves the inherent
challenges experienced with conventional databases. It records a timestamp to a node to avoid
data tampeting [26]. There are various blockchain types, namely the private/permissioned,
public/permissionless, consortium, and hybrid. Each of these has its ideal uses, numerous
benefits, and drawbacks [27]. For the study, we adopt a permissioned blockchain, which: (a)
supportts controlled access as extra security to patient medical records from unauthorized
(non-stakeholder) access, (b) supports customization and identity verification that grant stake-
holders access on the networks — as opposed to having users approve each other, (c) supports
a network of known participants and high-yield in fault tolerance that supports the platform
to keep running always, (d) it yields a higher transaction throughput as participants are pre-
selected, and (e) it requires low energy consumption during mining and with its business
transaction logic [28]. In all, the permission mode has less complicated algorithms and a less
complex, ease-to-secure model as users (i.e., patients, medical experts, medicare officers, and
a host of medical care facilities) are the only stakeholders who can have access to patients’
medical records as well as involved in the exchange therein.

The public blockchain is a major type that is both open and decentralized, as it is acces-
sible to anyone. Each validated person helps validate transactions using proof-of-work and
proof-of-stake. They are non-restrictive and use distributed ledgers that require no permis-
sion, as any user can be authorized to access any part of data they wish to access. The con-
sortium blockchain is semi-decentralized for organizations wishing to manage effectively their
own network. Thus, the blockchain can exchange data and mine as well. The hybrid block-
chain is a merger of both the public and private blockchain. Better control is required to
achieve higher goals as they are centralized with decentralized nodes/systems, which are not
open. It yields better security than a public network (though not better than the private block-
chain), greater integrity and transparency, and various benefits [29].

With peer-to-peer participation on consensus, there are 2-modes: permissioned and per-
missionless. For permissionless, any node may participate to reach a consensus over the order
of transactions. This is true for Ethereum, But Fabric/Corda is used when users are selected
in advance with restricted access to the network [30]. Corda allows better access control to
records and enhances privacy; it achieves greater performance only when all transaction par-
ticipants have reached a consensus [31]. Conversely, the consensus within the fabric ledger
starts from proposing to committing a transaction on ledger. Each node (with roles as clients,
peers, and orderers) assumes different tasks in reaching a consensus. A client creates and
invokes a transaction, communicating this with other peers/orderers. The peer maintains the
ledger, while the orderers provide a channel to clients and peers over which message is broad-
casted. The channel then ensures that all connected peers deliver the same message in the
same logical order [32]. To ensure each record is a complete keyset, with its state initialized
as a record in the world state, we use a hyper-fabric ledger. Thus, the record supports several
states with attributes that allow the same ledger in its world state to hold various records of
the same patient. This will ensure the system evolves and updates its state(s) and structure
with the addition of mote records [33]-[35].

The study implements an electronic medical information system for improved service
delivery with transaction authentication and validation that ensures confidentiality, interoper-
ability, etc., to comply with the regulations and standards of the Health Insurance Portability
and Accountability Act (HIPAA) in Nigeria. HIPAA compliance ensures healthcare providers
in Nigeria adhere strictly to standards (i.e., policy framework) targeted at the protection of
patient health records to ensure privacy and data security
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2. Related Literature(s)

2.1. The Blockchain Technology

The blockchain has become one of the greatest innovations. It is designed to foster peet-
to-peer financial portfolios [360] and is used as smart contracts in vatrious robust and flexible
domains. It is a shared database ledger of digital transactions distributed among intercon-
nected nodes called a blockchain [37]—[39]. Each node on the blockchain refers to a compu-
ting (physical and/or virtual) device, as in Figure 1. Its benefits are inherent in its feats and
characteristics, including records immutability, data decentralization, consensus validation,
data security, etc [40]—[42]. Adopting and adapting the blockchain platform for new applica-
tions helps to decentralize data storage and render it immutable so it cannot be owned, edited,
controlled, or manipulated by a central authority. A blockchain is a network of nodes (or a
chain of blocks) containing information [43]. Stored data in each block depends on block-
chain type, and each block consists of (a) data, (b) hash, and (c) a hash of the previous block.
Blockchain uses hashing, distributed peer-to-peer networks, and proof of work schemes to
ensure data security, non-repudiation, integrity, and immutability in the chain [44]—[46].

S=sl I =2

Figure 1. An illustration of cryptographically linked blocks (source: [47])

Each new data or node to be added to the blockchain — is broadcasted first throughout
the blockchain for audit and verification via the peer-to-peer network. Using pre-approval
rules in the chain, addition approvals are achieved via a consensus mechanism prior to the
addition, and each new data or node added to a chain is referred to as a new block. And to
ensure its security, records of this new block are distributed across the chain. At the same
time, the smart contract supports the chain’s performance to ensure that all transactions re-
main credible with(out) a middle party. Thus, by default — the blockchain was designed from
the ground up to help ensure non-repudiation, protection cum transference of valuable data

[48]-[51].

2.2. The Electronic Health Information System

An electronic health record (EHR) is an electronic mode to document and store patient
records and clinical workflows [52] — allowing patient data to be readily and securely available
to users. Widespread adoption of EHR is encouraged [53] with the rise in the cost of
healthcare [54] and the continuous request for patient records with a variety of encounters
with other healthcare experts. The records include a patient’s progress, prescriptions, vital

signs, previous medical history, laboratory results, and radiological reports [55], as in Figure
2.
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Figure 2. Key components of the EHR (Sources: [62], [63])
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An EHR automates a clinical workflow and can yield an exhaustive patient record of
clinical encounters — to assist (in)directly in care-related tasks via the interface with decision
support, quality management, and outcome teports [56]—[58]. Healthcare practitioners and
facilities use EHR to improve the coordination of care, the quality and safety of treatment,
the efficiency of care delivery, and patient access to information to encourage patient involve-
ment in health-related choices [59], [60]. Protecting patient data is paramount and critical in
adopting EHR, as its maintenance tries to dissect and examine noticeable security procedures
for healthcare associations trying to implement a safe EHR platform [61].

Health data exchange secks to offer medical practitioners and facilities the ability to elec-
tronically transfer patients' medical records from one facility to another while maintaining
data security and confidentiality during such exchange [64], [65]. Patients records today (even
when electronically available) are reposited by various healthcare facilities using a variety of
formats, especially when they explore applications from various (disparate) healthcare ven-
dors. Also, these records are accessed by a community of healthcare practitioners; Thus, many
of these applications are interoperable [66], [67]. This can make it difficult — a practitioner’s
complete access to a patient’s medical records, especially when referred or hospitalized in a
facility not of their choosing. By extension, such patients can be made to repeat tests already
initiated in their major healthcare facility of choice due to non-access to prior patients’ records
[68], [69]. Healthcare providers cannot afford to take an application-centric approach to in-
teroperability by migrating major clinical applications to new systems or performing major
upgrades. This is bound to cause new performance issues, scalability, and other features that
seek to consume computing resources to emerge [70], [71].

Data exchange protocols are critical as they help ensure a data-driven response, especially
if there are interoperability gaps [72]. The interoperability gap yields non-harmonized patient
health needs, Leading to poorer outcomes and higher medicare costs [73]—[75]. For effective
data exchange amongst medical organizations, providing interoperable systems to help attain
better patient care has become imperative. And thus, adopt a uniform standard for data ex-
change — poised to interface and integrate a variety of data structures to help achieve interop-
erability [76]. Interoperability is a secure access, integration, and timely adaptation of clinical
data explored to help optimize health outcomes in all scenarios [77]—[79]. Its goal is to pro-
mote tretrieval/access ease of clinical records to yield timely, equitable, and efficient patient-
centric care [80], [81]. Some benefits of adopting medical data exchange standards: (a) data
integration across all systems and platforms in a variety of healthcare facilities, (b) improved
data for faster, effective decision-making, (c) yields quicker and more reliable billing and
claims processing, and (d) better compatibility and compliance to reduce data inconsistencies
on referrals [82].

3. Material and Method

3.1. The Electronic Health Information Dataset

The study was conducted at the Asaba Specialist Hospital (ASH), Delta State in Nigeria.
ASH has a range of healthcare personnel with operational 24-hour, 7-days-a-week healthcare
services. As a flagship healthcare center, her administrators ensure patients’ records are main-
tained both digitally and in paper forms in filing cabinets. This also poses a range of compli-
cations, such as privacy, missing records, confidentiality, and other inefficiencies. ASH cur-
rently has over 287 healthcare professionals (HCPs) to serve an estimated 123,273 residents,
and it is growing. Her healthcare officers at various levels retrieve and maintain patient rec-
ords with various departments. We sampled 34 participants (n=9, 21% physicians; n=11, 36%
midwives and nurses; and n=14, 43% health records officers) via purposive sampling as they
were directly involved with patient data at ASH Asaba. The study commenced with remote
scoping in November 2022, to include readiness assessment via an open-ended interview with
our ASH contact person, initial workflow analysis, and risk analysis through email or Zoom
consultation with the management team of ASH Asaba. Also, to ensure the network uses the
consensus mechanism to authenticate data addition, amendments, and deletion — we added
464 patients, totaling 500 users for the blockchain system.

3.2. The Proposed System

Deciding permission needs on a blockchain is the first critical and pivotal architectural
step to deploy the blockchain solution as a distributed ledger technology (DTL). A confluence
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of societal forces, economic norms, and business logic confronts businesses with renewed
urgency regarding when, how, and whether to employ/deploy the blockchain-based applica-
tion/platform. DTLs in record keeping aid transaction security, interaction, validation, and
authentication of records verified across a network [83].

In contrast to the permissionless blockchain for which (a) transactions are fully trans-
parent, (b) are open-source development, (c) have a greater level of anonymity, and (d) ex-
plores tokens and other digital assets as incentives — our study will explore the permissioned
(private) blockchain for which transactions: (a) yield controlled transparency in lieu with the
goals of participating businesses (i.e., healthcare facilities), (b) does not require complex algo-
rithms to implement its smart contracts, (c) requires a level of anonymity (as patients are
interested in experts handling their medical records), (d) uses decentralized authority for
which medical facilities authorize and decide on exchanged records [84].

We use a 3-tier framework for our medical records exchange blockchain to create secure,
transparent storage for medical records. It serves as its hidden database to aid exchanged data
authentication and security. As in Figure 3(left), the blockchain, and 3(right) its chain-codes,
respectively, our 3-tier n-client framework aids the effective transfer of medical records via
the blockchain. The logic layer processes data by interfacing with the hash-codes in each
blockchain to ensure the integrity of the medical records. Each hash-code is generated via the
hyper-ledger fabric, which maps an input of varying length (i.e., a patient’s medical data) to a
hashed output of a fixed length. This hashed output value record then morphs as the block
of data for the medical record, changes. The blockchain nodes then inspect and validate any
new medical record as a store or retrieve transaction requests. Each request is filed via a
distributed consensus by various validating nodes (as no single node on a chain validates or
has central control of the network). Thus making it tedious for medical records to be altered,
distorted, corrupted, compromised and/or stolen [12].

We created a user interface to help effectively manage data memory access, server-side
procedures, and storage while keeping each as an autonomous segment on isolated stages
using the n-fat client framework. Our 3-tier design allows each layer to be redesigned or sup-
planted freely without system downtime. The design architecture is thus [85]: (a) the client
module, which identifies data with allowable services accessible on the app. This layer enables
a user to interact with other layers in the system by sending user query results via a P2P
network, (b) the application Server yields the business logic of the blockchain. It controls the
application and yields smart contracts using the hyper-fabric ledger, and (c) the blockchain
database houses the business logic — acting as a database server for data storage and recovery.

user.go

P2P Blockchain

key-value:
patientID: {patient_record, batch, practitioner_name,

patient_list, medical_facility, ...}
Patient Practitioner
function: getUserInfo()
getPractitionerInfo()
Application User getPatientRecord()...

~ " .

Figure 3. (left) BEHeDaS Blockchain, and (right) BEHeDaS chain-codes

3.3. The BEHeDaS$ Activity Diagram

An activity diagram represents a series of actions or flow of control in a system similar
to a flowchatt or a data flow diagram. The activities performed by each entity/class of the
system are modeled as in Figure 4 and further explained thus:

1.  The health personnel and patients attempt to log in by entering their respective
usernames and passwords and awaiting authorization from the blockchain database. If
the username and password are invalid, it aborts the operation, but if valid, the users
(health personnel and patient) gain access into the system and are assigned individual
privileges [85].
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2. The health personnel views patients’ medical history, diagnose, run tests on the patient,
and then uploads the medical results into the system. The blockchain encrypts the med-
ical result and shares it with multiple network participants for consensus.

3. The patient views the medical result uploaded by the health personnel and can request
modification in biodata. The request is sent to the blockchain database and propagated
across the network for subsequent approval or decline of the request. If the request is
approved, the changes are then amended; Otherwise, the operation is aborted. One par-
ticipant cannot make changes without the consensus of other participants in the network
otherwise, the data is said to be compromised.

Health Personnel Blockchain Technology Patient
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Figure 4. The BEHeDaS Activity Diagram

3.4. The BEHeDaS Structure and Chaincodes

The chain code (s), as in Figure 3 (right), details the transition of records between actors
(i.e., patient, practitioner, database) and how medical records are distributed and change their
state from one stakeholder to another. These transactions use the smart contracts' logic to
execute and regulate these transitions and yield traceability, transparency, and efficiency of
these records as they move between these unique states [86]. The BEHeDaS records and
states are stored in the hyper-fabric ledger. Details of the chain-code structure is as thus [87],
(88].
Stage 1: Ledger State — The medical record represents a set of properties with assigned
values that create a unique keyset as well as the state of the patient record. The patient_list is
the complete keyset, initializing its state as a record in the world state on the hyper-fabric
ledger. This record supports several states with attributes that allow the same ledger in its
wortld state to hold various records of the same patient. This ultimately makes it possible for
the system to evolve and update its state(s) and structure.
Stage 2: Proof-of-Trust — With a variety of roles to include (and not limited to) patients,
practitioners, application, users (i.e., medical personnel, nurses, etc.), and the varying transac-
tion(s) — the smart contract must have enshrined therein it procedures for () transition of the
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patient records between the actors, (b) how different business interests must approve a trans-
action, and (c) how each individual state keys work. It implies that BEHeDaS must set a rule
in the namespace to define a business logic/transaction that processes a specific patient_rec-
ord as well as set another to update all retrieved/processed record assets to portray trust
relations of the transactions.
Stage 3: Smart Contract — Here, a smart-contracts code sets all valid states for a patient
record and the logic that transitions it from one state to another. The smartt contract sets up
key business processes and information to be shared across various actors interacting on the
network. It defines the various states of a business manages the various processes to move
an asset/record between these states. In the BEHeDaS network, the same smart contract is
shated and used by the different nodes and by the different applications connected therein.
Thus, it jointly executes a shared business data and processes. All members of the network
must agree a specific version of smart contract to be used
The BEHeDaS framework ensures the system complies with the HIPAA. This is demon-
strated via robust implementation of the blockchain traceability processes to manage and se-
cure patient records effectively. It aligns and takes into account Nigeria's healthcare landscape
in lieu of its regulatory and business environments. It also covers a range of activities, including
patient information processing, storage, transmission and traceability management, and secu-
rity via the confidential handling of protected health information. Thus, will improves patient
trust, healthcare expert collaboration, traceability, and care quality [89]—[91].

4. Results and Discussion

4.1. The BEHeDaS Throughput / Availability

We used the Riverbed 18.0 to test for throughput (and determine the data transfer rate
between nodes on the network system over a period. Thus, we measure the number of trans-
actions performed on the network per second for BEHeDaS, as shown in Figure 5. TPS for
private chains is often low (i.e., not above 30tps) [92] — as they are specifically for consensus
users by adopting a less complex proof of work that enables users to compute the problem
during mining. Thus, it requires a lot of computational power and processing time. It takes
Ethereum about 420 seconds for public chains to generate a block [93] — making such public
chains ineffective in meeting management needs. The observed TPS is about 1105.

System Throughput

]

= 1500

1000

500

Transaction per Second

1 3 5 7 9 1113 1517 19 21 23 25
Elapsed Time in Seconds

Figure 5: The BEHeDaSE Ensemble Throughput

4.2. Scalability / Application Response Time Performance Evaluation

This petformance metric secks to determine the time interval between a uset's request
and application response time for feedback to a user. Thus, we measure the response time for
each query. To measute the system's scalability, we present 2-cases with (a) 500 users and (b)
2500-users. Querying a record means reading data from the hyper-fabric ledger, stored as a
world state (the database that records only key-value pairs). Using the world state, a query
retrieves directly current key-value(s) of record sought for without traversing the whole
ledger. This improves the effectiveness and efficiency of BEHeDaS [51], as shown in Table
1.
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Table 1. Application Response Time / Scalability

Ttems Case-1 Case-2
Time Population Time Population
Query 0.56secs 500 0.78secs 2500
File 0.48secs 500 0.69secs 2500
Https 0.42secs 500 0.63secs 2500

With a size of 500 users, it yields a response time of 0.56 seconds and 0.42 seconds,
respectively, for both queries and page retrieval [16]. With a 500-percent increase in user size,
the system yielded a longer response time of 0.78secs and 0.63secs for queries and HTTP
page retrieval.

4.3. Result Findings

To validate the efficacy of the proposed system — folders are created and populated with
various categories of medical health records either for the health expert professionals’ access
(i.e., doctors, nurses, etc) or the patient, as in Figure 6. The generated hash value is then used
to perform operations such as copying and sharing the folder across the peer-to-peer network.
Both the health personnel, such as the doctors and nurses, and the patients can participate in
viewing the shared folder. At the same time, the folder can be opened in a browser to view
the stored records, including the ability to download it to a local machine, as in Figure 7.
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Figure 7. Adding File to the Encrypted Folder

Next, various created files are added onto the encrypted folders for each entity partici-
pating in the blockchain. The added files are encrypted using the generated hash values as-
signed to them to protect the integrity of their contents. The newly encrypted files are then
imported across the network and stored locally using the same generated hash values that
were created earlier for each file. Thus, health personnel and patients have transparent access
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to the health records, and file modifications are flagged when the hash values change. All
transactions (activities) in the blockchain by the different participating parties as well as the
processes on data, are also transparent and available to all nodes in the blockchain [93].

Furthermore, we can view the total amount of data stored by multiple nodes participat-
ing in the network as well as the number of nodes connected to the blockchain per unit time.
This number increases as more nodes patticipate in the blockchain. In this sense, it is possible
to maintain a transparent and distributed health records database, which are cryptographically
secure and immutable over time [12].

5. Conclusions

We present an electronic health blockchain-based support system based on a permis-
sioned blockchain framework. Our contribution is thus: (a) we used the hyper fabric ledger
for permissioned blockchain ledger to record world-state key values of generated blocks on
the chain, (b) transformed each records using the key-pair value for the world states to identify
patient(s) record, and (c) we used the BEHeDaS support system for patient medical records
as Health Information system to aid interoperability [94], [95]. The ensemble tackles the se-
curity, interoperability, and privacy of patient records in healthcare facilities in Nigeria — via a
high-performance, open-sourced, and user-friendly permissioned chain support [96].
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