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Abstract: Nowadays, robots in the modern world are playing an important and increasingly popular 

role. MRA (Mobile Robotic Assistant) is a type of mobile robot designed to support humans in many 

different fields, helping to improve efficiency and safety in daily activities, work, or medical treatment. 

The number of MRAs is increasing and diverse in function, in addition to the ability to collect and 

process data, MRAs also have the ability to physically interact with users. Therefore, security is one of 

the important issues to improve the safety and effective operation of MRA. In this paper, through a 

com-prehensive literature review and detailed analysis of the prominent MRA security attacks in recent 

years (based on criteria such as: attack targets, technologies used, impact level, feasibility, and contri-

bution to addressing overall MRA security issues), a systematic classification by MRA activity fields is 

conducted. Security attacks, threats, and vulnerabilities are examined from various perspectives, such 

as hardware attacks or network/system-level attacks, operating systems/application software. Addi-

tionally, corresponding security solutions are proposed, compared, and evaluated to enhance MRA 

security. The paper also addresses challenges and suggests open research directions for the future. 

Keywords: Cryptographic protocols; Hardware attacks; Intrusion detection; Mobile Robotic Assistant; 

Security attacks.  

 

1. Introduction 

Mobile Robotic Assistants (MRAs) are designed to assist humans in many fields such as 
industry, medicine, services, etc. to replace human labor and improve the quality of life. MRA 
systems are equipped with advanced technologies, such as artificial intelligence to increase 
operational efficiency and the ability to perform complex tasks. Modern MRAs allow for 
close interaction with users, the ability to physically interact highlights the importance of 
MRAs in today's life. 

 In addition to the potential benefits of MRAs, there are concerns about privacy and 
security. MRAs are often designed with many types of sensors that collect different types of 
data (including important information), and can work in sensitive places[1]. The study by 
Fosch-Villaronga et al. shows that security attacks on MRA often cause property damage, 
psychological harm to users, or disrupt the operation of MRA systems[2], [3]. In practice, 
MRA systems typically have limitations in authorization/ authentication [4], encryption [5], 
and physical protection [6], which are often the main reasons these systems are vulnerable to 
security attacks. Fosch-Villaronga [2] conducted research on cybersecurity challenges and 
their impact on the integrity of MRA systems in the healthcare sector. Dóczi addressed the 
availability of MRA systems [7] and colleagues, who proposed an application-layer solution 
to control and protect the data flow between nodes. Staffa’s [8] study suggested a security 
solution based on using safety zones, allowing developers to implement preventive measures 
during the robot design phase. Moreover, other notable attacks in the MRA field include 
sensitive information theft [9], interference[6], robot behavior control[10], spoofing, and es-
pionage[5], among others. 
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In MRA systems, implementing robust security measures not only prevents common 
cyberattacks but also ensures that data exchange, storage, and robot operations are not com-
promised. The aforementioned studies have highlighted prominent MRA security attacks in 
recent years, based on criteria such as attack targets, technology used, impact level, feasibility, 
and contribution to overall MRA security solutions. However, gaps remain in these studies, 
particularly in thoroughly analyzing attacks from hardware, network, and operating sys-
tem/application software perspectives. Additionally, corresponding security methods need to 
be considered holistically based on criteria such as cost optimization, resource efficiency, en-
ergy savings, and ensuring system availability. 

Given the diversity and complexity of modern attacks, continuously updating and 
strengthening security measures is essential to ensure that MRA systems operate safely, effec-
tively, and reliably. In this paper, through a comprehensive literature review and detailed anal-
ysis of prominent MRA security attacks in recent years, the importance of MRA systems is 
highlighted based on their applications across various fields. Security issues in MRA systems 
are examined, and related security attacks are classified into hardware, network, and operating 
system/application software attacks. From there, corresponding security solutions are pro-
posed, compared, and evaluated to minimize security attacks, threats, and vulnerabilities in 
MRA systems. The rest of the paper is organized as follows: In Section 2, security issues and 
the importance of security in MRA systems are described, along with their requirements and 
constraints. Section 3 classifies the attacks in MRA systems, security solutions and protection 
of MRA systems are presented and compared and evaluated in Section 4. In Section 5, open-
ing challenges and some future research proposals are specifically mentioned. Finally, conclu-
sions are provided in Section 6. 

2. MRA and security issues 

2.1. General structure of MRA 

Robots play an important role in today's life, including MRA systems, which are mobile 
robots designed to support people in many different fields, helping to improve their capabil-
ities, efficiency, and safety in daily activities (tour guides, receptionists, health care, etc.)[11].  

 

Figure 1. MRA system components 

Advances in manufacturing technology: The ability to move flexibly, interact with people, 
communicate naturally, or integrate with AI makes MRA increasingly intelligent, perform 
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better, and be able to perform many complex tasks. MRA has modern sensors to collect many 
different types of data, even sensitive information. 

The important components of the MRA system are described in Fig. 1. The control 
system is designed based on the level of automation of the application: MRA can operate 
according to a pre-set program; or require human intervention in some tasks; MRA can be 
integrated with AI to be smarter and improve operational efficiency. Physical components 
(with modern sensors, motors, actuators, movement systems, robotic arms, etc.) and network 
components use wireless connections, cloud computing, etc. In addition, the MRA system 
also has functions such as localization and mapping, motion planning, computer vision, and 
development of field-specific sensors. MRA systems have advantages in data storage capacity, 
real-time processing speed, or management of heavy computing tasks such as navigation, 
object recognition, etc[12], [13]. 

2.2 Classification of assistive robot applications 

Nowadays, MRA systems have been implemented, and their applications are very di-
verse. Fig. 2 illustrates the applications of MRA in different areas. [14], [15] [16]–[19] 

 

Figure 2. Applications of MRA in a number of fields 

• Agriculture field: MRAs perform tasks efficiently, reduce human labor, and increase ag-
ricultural productivity, especially when handling large farming areas. MRAs can operate 
in various agricultural environments, from large fields to greenhouses. MRAs can per-
form tasks such as sowing and planting, tending crops, harvesting, or monitoring and 
managing farms.[14]; 

• Industrial field: MRAs perform tasks faster, safely, and with high efficiency[15]. MRA 
with flexible mobility can transport goods or move into hard-to-reach areas to inspect 
and maintain equipment; 

• Military field: MRA in the military field is developed to perform reconnaissance, patrol, 
monitor important areas, bomb disposal, and combat support. In particular, unmanned 
aerial vehicle applications are researched and developed to perform special missions[20]; 

• Medical field: MRA is deployed in activities such as telemedicine, patient care, and sup-
port [17]. MRA is also used in surgeries that require high precision and minimal inva-
siveness[16]; 

• Social security field: MRA plays an important role in enhancing social security and order, 
especially the ability to respond quickly to emergency situations. These robots are 
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designed to assist police forces in patrolling, monitoring, handling dangerous situations 
and protecting the community[18]; 

• Disaster field: With the ability to operate flexibly on many different terrains, MRA is 
capable of supporting relief in natural disasters and catastrophes, such as: search and 
rescue; aid and transportation of supplies, and disaster impact assessment[19]. 

2.3. Security in the MRA system 

2.3.1. Security issues in the MRA system 

Security in the MRA system is an important factor to ensure safety and privacy for users, 
data information is strictly secured against sharing, interference, or changing information con-
tent; at the same time, it also prevents MRA from being illegally violated and controlled, 
distorting operations. This not only maintains the continuous and reliable operation of MRA 
but also protects the assets and information of organizations and users (see Fig. 3). 

 

Figure 3. Overview of security issues in the MRA system 

Threats to the MRA security system come from adversaries, malicious manufacturers or 
malicious users. These actors launch attacks to illegally collect information, interfere with the 
system or manipulate the MRA system to malfunction. Attacks can be carried out through 
applications masquerading as legitimate applications developed by third parties. Such ap-pli-
cations include various types of malware attached, such as Ransomware, backdoors, spyware, 
botnets, worms, trojans, etc. In addition, MRA devices are also vulnerable to theft or hijack-
ing: Thieves are able to perform de-authentication and disconnect the legitimate owner to 
regain control of the robot[10]. 

• Security threats and vulnerabilities: Including issues of privacy, authentication, security, 
authorization, etc. This affects the processing and performance of the robot. It can even 
lead to system congestion, blocking, data extraction, and damage to MRA. MRA appli-
cations with weak security capabilities are susceptible to user privacy attacks[21]; 

• Network risks of MRA systems: Unsecured remote access, wireless communication 
ports, and open communication ports can be used to remotely access a certain robot 
system to launch a network attack[22]. Some common attacks in MRA systems are: Var-
ious wired/wireless connection and communication attacks (including replay attacks, 
man-in-the-middle attacks, eavesdropping, spoofing, etc.). 

• In addition to the issues listed, there are many other threats targeting MRA systems and 
system security vulnerabilities, such as[23]: 

•  Threats aimed at analyzing traffic, spoofing, modifying data/information, injecting ma-
licious data or malware, and compromising the hardware of robotic devices. In particu-
lar, with the integration of AI technology in MRA, attacks aimed at modifying 
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information are common threats that affect the performance of AI (ability to distinguish 
between images, accuracy in performing tasks, etc.); 

• Availability threats include service data theft, denial/disruption of service, resource de-
pletion, interference, and various types of malware (Trojans, botnets, etc.). MRA avail-
ability threats can cause hardware damage and interference with MRA sensors or actua-
tors. In addition, cyber threats to MRA can be selective replay and forward attacks, 
wormholes, blackholes, and sinkholes; 

• Authentication threats include malicious third-party applications and services, phishing 
and social engineering (deceiving MRA employees or operators to gain unauthorized 
access to MRA systems), privilege abuse, information theft, spoofing attacks 

2.3.2. The importance of security in MRA systems 

The number of attacks on robot systems in general or MRA in particular is increasing, 
so security in MRA systems is an important factor in protecting assets, information and safety 
for users: 

• For individual users: MRA systems in the civil field often collect data, process personal 
information of users such as images, surveillance videos, or personal information, health 
status, etc. Security for MRA systems is to comply with regulations on privacy and pro-
tection of user data, avoid illegal data abuse or unauthorized monitoring of users[21]; 

• In business and industry: MRA support brings significant growth and efficiency due to 
higher productivity, optimized time and human resource costs[21]. However, MRA at-
tacks in this field will cause loss of customer confidence and economic losses to organ-
izations, businesses and individuals; 

• In healthcare: MRA systems in this field are of concern because when the system is 
compromised, it will be possible to perform hardware attacks (causing loss of control) 
or logic attacks (modifying/injecting malicious data)[24]; 

• In social security and military: In this field, MRA can be upgraded to carry lethal weapons 
[25]. Therefore, without ensuring the deployment of safer and more secure robots, MRA 
systems can be compromised or reprogrammed to perform actions that are dangerous 
to humans. 

2.3.3. Security requirements and constraints 

Some important security requirements that need to be considered in MRA systems are 
described in Table 1. 

Table 1. Security and privacy requirements of MRA systems: 

Requirements Motivation 

Transparency Users will grasp and control the robot's operations 

Channel security Avoid data leakage 

Data integrity and 

availability 

Ensure accurate and reliable data. Detect and minimize the impact 
of attacks to increase data availability. 

Access control Only authenticated users and authorized users have valid access. 

Network and 

storage security 
Storage and remote access do not leak user data. 

Scalability 
MRA system can serve many users, performance is not degraded, 

low cost and fast response time. 

 
In addition, MRA security solutions need to meet the following constraints: 

• Adaptive security: Security solutions in MRA systems must be proactive and adaptive. 
These adaptive security solutions can be divided into two main types: threat-focused or 
data-focused to know which data needs to be secured (even AI-resistant)[26]; 

• Security programs and software: Use firewalls and anti-virus software to protect the sys-
tem from threats. The system must be periodically assessed for security, penetrated, and 
regularly updated for software to improve and enhance protection against the latest se-
curity attacks. In addition, when attacks occur, the system program needs to identify and 
respond promptly; 
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• Low-energy security: To build energy-efficient security services, low-energy security pro-
tocols provide an alternative to heavy cryptographic systems that consume many energy 
resources[27]. However, designing a lightweight, robust, and efficient crypto-graphic 
protocol for MRA applications is not easy due to the constraints on robot performance, 
such as communication costs, latency, resource usage, etc., so the balance between se-
curity and cost also needs to be considered; 

• Authentication and authorization: Use strong authentication methods (such as multifac-
tor authentication) to ensure that only authorized users can access the system. Manage 
system user permissions to limit unnecessary access. 

3. Classification of attacks in MRA system 

MRA systems face many different types of attacks, especially when MRA is integrated 
with IoT technology in fields such as industry, medicine, and the military[28]. In the frame-
work of this article, we focus on common attacks related to MRA, classified as: Hardware 
attacks, network attacks, and operating system/application software attacks (see Fig. 4). 

 

Figure 4. Classification of attacks in MRA 

3.1. Hardware attacks 

Attacks against the hardware of MRA systems, including invasive attacks and side-chan-
nel attacks. Invasive attacks aim at physically interfering with the device, commonly involving 
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full access to the hardware[30]. Hardware attacks can affect the motor or battery's perfor-
mance, giving incorrect instructions or even causing damage to the MRA's components [31]. 

Side-channel attacks exploit information leakage during device operation. These attacks 
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attacks, they are usually performed by passive attacks or active attacks: 
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and the actions taken will be collected to infer sensitive information[32]. Cryptographic 
modules perform encryption or decryption; secret keys can be discovered from the side-
channel information. Electromagnetic analysis attacks are typically performed by meas-
uring and analyzing the electromagnetic radiation of the device[33]. Detailed measure-
ments and analysis are performed to detect patterns in the electromagnetic radiation; 
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• Active attacks are typically performed by Clock/power fault injection; Electromagnetic 
fault injection (EMFI) using high-energy, short-wavelength (nanosecond range) electro-
magnetic pulses to change the state of data memory cells; Injecting faults using a focused 
laser beam to change the state of a transistor on a microcontroller; Changing the oper-
ating temperature of the MRA leading to abnormal robot behavior, even causing errors 
in the memory cells. 

3.2. Cyber attacks 

Cyber-attacks in MRA are performed by remote connection without direct access to the 
physical port, further expanding the attacker's modus operandi. Common attacks include 
eavesdropping, data interference, Man in the Middle (MITM) attacks, spoofing attacks, denial 
of service, etc[31]. 

• Jamming attacks disrupt communication between MRA and MRA and between MRA 
and users; 

• Deauthentication attacks aim to temporarily, periodically or disable the ability of MRA 
devices to reconnect to users or even take control of MRA by gaining control; 

• Eavesdropping and traffic analysis attacks target ongoing traffic between MRA and con-
troller and retrieve important information of MRA. In fact, advanced eavesdropping can 
take the form of “clone and replay” attacks or data recovery through information-gath-
ering processes; 

• False data injection attacks by intercepting and modifying packet payloads[34] by inject-
ing false data and information, making it impossible for the MRA to perform its opera-
tions correctly; 

• Replay attacks replay old messages sent between the MRA and the user to disrupt the 
ongoing transmission channel and can compromise the location or routing table of de-
vices in the system[35]; 

• Man-in-the-Middle attacks occur when an attacker is able to eavesdrop and intercept 
communications between two entities or MRAs, changing the information. Thereby 
controlling the information transmitted/received between legitimate entities[36]; 

• Denial of service attacks aim to prevent legitimate users from accessing MRA systems 
and devices by sending a large number of requests for the network to re-authenticate 
[37]. Common attacks include DDoS/DoS, volume-based attacks, protocol attacks, ap-
plication layer attacks, black hole attacks, Zero-day DDoS attacks, etc[24]. 

3.3. Operating system/application software attacks 

Operating system upgrades are performed over a network connection, as the firmware 
code is typically stored on flash memory[38]. On the other hand, since applications rely on 
running software programs to perform their tasks, software programs can be exposed to a 
variety of attacks including viruses, worms, trojans, buffer overflow attacks, and malware in-
jection attacks[24]. 

• Worm attacks target MRA systems by exploiting vulnerabilities in network-connected 
devices before propagating and replicating themselves to infect other MRA devices or 
control systems[39]; 

• Ransomware attacks aim to encrypt all data associated with MRA systems, devices, and 
applications, as well as lock down backed-up data. Some of the attacks include: 
WannaCry (2017), GandCrab (2018), LockerGoga (2019), CovidLock (2020)[40]; 

• Trojans are often masquerading as a legitimate application. This attack can be linked to 
Botnets to conduct DDoS attacks. Many trojans include Storm Worm (2006), Zeus 
(2007), Plug X malware (2008), and Emotet (2018); 

• Rootkit attacks allow attackers to gain administrator-level access with the ability to access 
information and data related to MRA and MRA systems; 

• Botnet attacks can rely on malware to infect unprotected MRA devices. Botnets can also 
be linked to worms, ransomware, and trojans to conduct attacks against the privacy se-
curity of MRA systems and data. Some types of botnets include Methbot (2016), Mirai 
(2016) and Glupteba (2019); 
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• In addition, other attacks against MRA system application software include: Password 
cracking attacks aimed at authenticating MRA systems[41]; Attacks via malicious MRA 
application software (malicious third-party applications disguised as legitimate applica-
tions) to spy on users or to gain control and hijack robots[42]; Malicious code injection 
(MCI) attacks or remote code execution (RCE) attacks via software vulnerabilities[43]. 
Application software attacks of Linux or ROS-based operating systems[41], [44]. 

4. Security Protection Schemes in MRA systems 

Security not only protects data and personal information but also prevents remote at-
tacks, protects control software, and ensures the physical safety of MRA (Table 2). 

Table 2. Evaluation of security criteria in MRA systems 

Criteria Hardware protection Network Security 
Operating System/ 

Application Software Security 

Interest Level High High High 

Reliability High Medium High 

Implementability Medium High Low 

Compatibility High High Low - Average 

Cost High Low - Average Medium 

Management, Maintenance Low Medium High 

Human Resources Medium High High 

Technology Used 
Physical locks, shielding control 

techniques. 
Firewalls, encryption. 

Antivirus software, 

operating system updates. 

 
In the encryption methods for MRA security discussed in studies[45]–[50], the selected 

criteria for comparison include reliability, cost, complexity, deployability, scalability, and se-
curity features. These criteria play a crucial role in creating an overall and effective security 
design for MRA systems. Each criterion functions independently and must be closely inter-
connected to enhance MRA security effectiveness against current threats and provide a solid 
foundation for future security solutions. 

In Table 2, the encryption methods compiled from the literature include AES, ECC, 
KATAN, KLEIN, mCrypton, Piccolo, and PRESENT. Based on understanding the struc-
ture, algorithms, and applicability of security in MRA systems, each encryption method will 
be evaluated and categorized according to the established criteria. For example, the AES en-
cryption method can be rated as "High" in terms of reliability because AES has been widely 
used in robotics and has demonstrated its security through numerous studies. The compari-
son results show that each encryption method has its strengths and weaknesses, making it 
suitable for specific MRA security applications. 

4.1. Hardware Protection 

Hardware (physical) protection ensures the overall integrity of MRA systems, as unau-
thorized physical access can cause damage such as cyber-attacks. Methods for protecting the 
hardware of MRA are proposed to prevent invasive attacks and side-channel attacks (see Fig. 
5). 

For invasive attacks, anti-tampering techniques include anti-tampering, tamper detec-
tion, tamper feedback, etc. In [51], Bilhan et al. describe a method to measure the resistance 
change of a conductive grid covering sensitive hardware to protect the hardware.  

A random (non-replicable) signal is transmitted through the conductive grid without 
reaching the receiver. The processor determines the system’s response to the detected ma-
nipulation. This method can detect attacks using high-frequency EM signals. In Cherukuri et 
al’s [52] study, tampering detection is performed by measuring the change in the resistance 
difference of the conductive grid. This method is implemented using an amplifier or voltage 
comparator with multiple inputs.[53][52][54]–[56][57][58][59] 
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Figure 5. Hardware protection layer 

Sion et al.[53] proposed a system with anti-tampering properties and a decoupled archi-
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of Busby et al.[54] a method of protection against reverse engineering is described. The dis-
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nections are readily visible through X-ray analysis but do not provide a conductive connection 
between circuit components. In the study of Razaghi [55] described a method of detecting 
tampering by integrating a conductive grid into the device housing. The tamper detection 
circuit also detects tampering by monitoring the voltage at the reference points. This method 
allows for detecting tampering if a short circuit occurs. 

Methods based on PUF (Physically Unclonable Functions) to prevent physical tamper-
ing have also been developed and mentioned in various studies. A system for tamper detec-
tion includes a device in a telecommunications network and an apparatus secured to the de-
vice, the apparatus including: a fastener, an adhesive secured to the fastener, and an electric 
circuit con-figured to measure a property value, wherein the property value is stored on the 
device, wherein the apparatus is configured to: measure a reference property value of the 
circuit; store the reference property value of the circuit in the device; measure a current prop-
erty value of the circuit; compare the reference property value of the circuit to the current 
property value of the circuit; and initiate an alarm at the device if the current property value 
does not match the reference property value [56]. Falk et al. [57] proposed a distributed 
memory protection method by continuously recording new values and checking previously 
recorded values. The tamper protection device includes a carrier and at least one electronic 
memory, wherein the at least one electronic memory is disposed of in at least one partial area 
on the carrier, and the at least one electronic memory stores at least one definable security 
information item. The at least one electronic memory is configured to modify the pre defin-
able security information item in the event of at least partial damage to the tamper protection 
device. The disclosure further relates to a method for producing a field device with a tamper 
protection device, to a field device comprising a tamper protection device, to a tamper pro-
tection system, and to use a tamper protection device. 

Another solution to protect the hardware of MRA is proposed by Mazzeo et al. [60] with 
the solution combined with the ROS operating system, the hardware-assisted Trusted-ROS 
(TROS) to protect the data managed by ROS, which would otherwise reside in the robot's 
memory unencrypted. 
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Table 3. Comparison of hardware protection solutions for MRA systems 

Method Complexity Estimated price Protection Applicability Battery required Memory required 

Bilhan [51] Low Low Low Medium Medium Medium 

Cherukuri[52] Low/Average Low 
Low/ 

Average 
Medium Medium Medium 

Sion[53] High High High Medium Medium Medium 

Busby [54] Medium/high Medium Low Medium/high Low Low 

Razaghi [55] 
Low/ 

Average 

Low/ 

Average 
Low Medium Medium Medium 

Hasan [56] Low Low Low High Low High 

Falk[57] Medium/high Medium/high Medium Low Low High 

 
For side-channel attacks, the proposed techniques are based on data obfuscation to hide 

sensitive information, using reduced signal amplitude and injecting noise into the power anal-
ysis data (power analysis protection) [58], [59]. These mechanisms provide tamper resistance 
by increasing the number of samples required for a power analysis attack, which generates a 
large number of samples that reduce the feasibility of attacks. Active shielding techniques and 
methods that disrupt the chip layout and allow components on the chip to be distributed over 
the entire surface of the chip. 

Hardware protection in MRA systems prevents unauthorized physical access from the 
outside. However, physical security methods often require high costs (purchase, installation, 
and maintenance of security devices), and maintenance, updating, and upgrading of hardware 
protection measures also require costs and resources (Table 3). [45]–[50], [61]–[63] [64]–[69][70]–[73] 

4.2. Network Security  

The network security solutions of the MRA system are described in Fig. 6. [74]–[82] 

 

Figure 5. Network security layer 

4.2.1. Encryption protocols and solutions  

Cryptographic protocols used for user authentication or MRA typically use crypto-
graphic algorithms. Designing an efficient cryptographic algorithm will help reduce latency, 
communication overhead, and required resources. Therefore, improving key management 
techniques and ROS management layer security in MRA systems can help achieve better se-
curity. Symmetric cryptographic protocols are more suitable because they are lighter than 
asymmetric cryptography, especially with the Advanced Encryption Standard (AES), which 
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is faster than the Elliptic Curve Cryptography (ECC) standard [45]. Furthermore, symmetric 
protocols are more energy efficient, especially when using optimized AES block ciphers. 
Some popular crypto-graphic methods include KATAN [46], KLEIN [47], mCryptton[48], 
Piccolo[49], PRESENT[50], TWINE[61], and EPCBC[62]. 

Breiling[83] presented a solution to secure the communication channels of the MRA 
operating system (ROS) using encryption to mitigate DoS attacks. In [63], Hussein introduced 
the transport layer security (TLS) and transport layer security (DTLS) methods in the ROS 
core to secure the communication of MRA. 

Hussaini proposed a security model to enhance the level of network security [84] along 
with the optimal key selection. First, the secret information is grouped using the K-Mediod 
group algorithm based on the data distance measure. Then, the grouped data is encrypted 
using Blowfish Encryption (BE) and stored in the cloud to improve network security. Elfaki 
[85] presented a Cloud-Based framework for enhancing the intelligence and autonomy of 
MRA system, enabling flexible and compliant feedback control for MRA's physical 
interactions with humans. This solution is tested on various MRAs to minimize network la-
tency. Another encryption and authentication mechanism is also presented by Chavhan [86] 
to implement access to MRA services hosted on a secure server. The proposed solution uses 
the Kerberos module and the Elliptic Curve Integrated Encryption Scheme (ECIES) to en-
crypt data. 

Encryption protocols and solutions play an important role in ensuring the security of 
MRA systems, and security in MRA networks. The choice of encryption solutions depends 
on many factors, especially the MRA's computing, processing and resource capabilities. In 
this study, some management protocols and encryption solutions are proposed, the analysis 
and comparison results are presented as in Table 4. 

Table 4. Comparison and evaluation of encryption methods for MRA systems 

Encryption 

Method 
Type 

Key size 

(bits) 

Trust 

level 
Cost Complexity Implementation Scalability Features 

AES [45] Symmetric Key 
128, 192, 

256 
High High Medium High High 

Data, Network, Software 

Security 

ECC [45] Public Key - High Medium High Medium High 

Network, Communica-

tion Security, Embedded 

Systems 

KATAN 

[46] 

Light Symmetric 

Key 
80 Medium Low Low Medium Medium 

Embedded Systems with 

Limited Resources 

KLEIN[47] 
Light Symmetric 

Key 

64, 80, 

96 
Medium Low Low Medium Medium 

Embedded Systems with 

Limited Resources 

mCrypton 

[48] 

Light Symmetric 

Key 
96 Medium Low Medium Medium Medium 

Embedded Systems with 

Limited Resources 

Piccolo [49] 
Light Symmetric 

Key 
80, 128 Medium Low Low High Medium 

Embedded Systems with 

Limited Resources 

PRESENT 

[50] 

Light Symmetric 

Key 
80, 128 Medium Low Low High Medium 

Embedded Systems with 

Limited Resources 

AES [45] 
Light Symmetric 

Key 
80, 128 Medium Low Medium Medium Medium 

Embedded Systems with 

Limited Resources 

 

4.2.2. Intrusion Detection Systems and Firewalls 

Intrusion detection systems provide a level of protection and response to known or un-
known threats around the MRA domain. Network-level MRA protection can be implemented 
early by detecting anomalies and intrusions. Machine Learning (ML) and statistical methods 
are techniques used to secure MRA at the network level. In addition, Bayesian network-based 
techniques can also be used to detect security attacks against MRA[87]. 

Fagiolini [64] proposed a synthesis technique used to build a distributed IDS to secure a 
multi-agent MRA layer. This IDS model includes a decentralized monitoring mechanism and 
a consensus mechanism. Another IDS model was implemented by Yeung [65] using the 
PMRAzen window estimator with Gaussian multiplication to build an intrusion detection 
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system using only regular data. Vigna [66] proposed a WebSTAT solution, a new intrusion 
detection system based on analyzing web requests and searching for evidence of malicious 
behavior. WebSTAT showed effectiveness with a low false positive rate. An anomaly-based 
IDS solution was proposed by Nguyen [67] using a binary logistic regression (BLR) statistical 
tool to classify local sensor activities and detect malicious behavior of MRA. Another IDS 
approach was implemented by Gudadhe [68] using enhanced decision tree. The results were 
compared with other algorithms such as Naive Bayes, k-Nearest Neighbor (kNN) showing 
superiority. Om [69] proposed a hybrid IDS solution to overcome the false alarm rate when 
detecting anomalies. This hybrid IDS combines k-Means, kNN, and Naive Bayes to detect 
anomalies. 

Develop an intrusion detection system to detect anomalous behavior and prevent mali-
cious intrusions. The comparison and evaluation results of network security methods in MRA 
are presented in Table 5. 

Rivera [70] presented the ROS-Immunity solution that allows ROS users to harden the 
system against attacks with low cost, automatic rule generation, and distributed defense with 
firewalls. Zhou [71] proposed a new overall system based on a modified adaptive boosting 
algorithm with area under the curve (M-AdaBoost-A) to detect network intrusions more ef-
fectively. Additionally, some other studies by Gorbenko [72] proposed an IDS model to de-
tect zero-day phishing attacks. Almalawi [73] proposed an additional anomaly threshold to 
identify any anomalous deviations and improve the performance of unsupervised IDS meth-
ods. 

Table 5. Comparison and evaluation of IDS approaches in network security 

IDS method Reliability Cost Complexity 
Imple-

mentablity 
Scalability 

Ability to 

detect new 

attacks 

Features 

Fagiolini [64] High High High Medium High High 
Distributed Networks, Parallel Pro-

cessing 

Yeung [65] High Medium Medium High Low Medium Statistical Analytics, Machine Learning 

Vigna [66] Medium Medium Medium High High Low Web Security, Traffic Analytics 

Nguyen [67] High High High High Medium High Behavioral Analytics 

Gudadhe [68] High Medium High Medium High High Machine Learning 

Om [69] High Medium High Medium Medium High 
Network Traffic Analytics, Network 

Monitoring 

 

4.2.3. Honeypots Security Solutions 

Honeypots are tools that can be used as a standalone system to complement security 
technologies. Honeypots can be used in conjunction with IDSs and firewalls to detect, pre-
vent, and respond to attacks. Sacrificing an unnecessary or unwanted system to a decoy host 
allows the system to trap attackers[88]. Some honeypot system solutions are used to improve 
MRA's security effectiveness. Irvene [74] proposed the HoneyBot solution based on a hybrid 
interactive honeypot designed specifically for MRA systems. HoneyBot can accurately deceive 
intelligent attackers by relying on HoneyPhy and traditional honeypot techniques. Based on a 
freely distributed lightweight honeypot, Hecker [75] proposed Backofficer Friendly, which 
ensures accurate extraction of log information, sends alerts to identify attacks clearly, and can 
also respond with fake responses whenever a user connects to HTTP, FTP, and Telnet ports. 
Another honeypot-based solution is Spectre [76], which can simulate about 13 different op-
erating systems (including Windows and Linux) and provide about 14 different network ser-
vices and traps. This provides the opportunity to collect information about attackers actively. 
Another honeypot approach called “Honeyd” [77] uses a mixed defense strategy to keep the 
attacker’s attack success rate low. 

The advantage of these approaches on Honeypots is the ability to reduce the false posi-
tive and false negative rates; while ensuring high dynamism and flexibility to respond to vari-
ous types of attacks. The comparison results of honeypot-based security solutions are pre-
sented in Table 6. 
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Table 6. Comparison of evaluation of Honeypots approaches  

Honeypots methods Reliablity Cost Complexity Implementablity Scalability 

Honeypots [74] Medium Low Medium Medium Medium 

Backofficer Friendly[75] Medium Low Low High Low 

Specter [76] Medium Low Low High Low 

Honeyd [77] High Medium High High High 

 

4.2.4. Some other network security solutions 

Blockchain technology provides an effective solution to the challenges faced by MRA 
systems. This technique establishes a distributed network capable of performing peer-to-peer 
network operations, distributed file distribution, and independent coordinating devices that 
allow the system to monitor multiple nodes in the network. Transactions between nodes in 
the network are conducted cooperatively, improving security and reliability. Studies have per-
formed cryptanalytic testing on their solution using the Proverif tool, showing the ability of 
the system to overcome various security threats and attacks. Strobel [78] compares the con-
sensus protocols used in swarm MRA. However, the presence of malfunctioning and mali-
cious robots can make it impossible to reach consensus using classical consensus protocols. 
With the ARGoS-blockchain solution, it is possible to provide secure coordination for the 
MRA swarm through blockchain-based smart contracts. Nguyen [79] proposed specific se-
cure nodes in the network based on integrated blockchain security technology to mitigate 
hacker attacks from outside the network. Authentication is performed by public blockchain 
and private blockchain. This method identifies the most secure nodes in the network system. 

Some advantages of blockchain technology when integrated with the MRA network sys-
tem: allows peer-to-peer communication, allowing faster information transmission/ reception 
(instead of communication through a centralized server); data information is tamper-proof, 
ensuring reliability (because transaction history is stored in a distributed ledger); self-executing 
processes through smart contracts and a distributed file distribution system (eliminating the 
dependence on a single centralized server). 

Selecting AI-based solutions to ensure a highly secure MRA environment with high ac-
curacy and less cost. Terra [80] deployed fuzzy logic system (FLS) and reinforcement learning 
(RL) to build risk mitigation modules for user-MRA collaboration scenarios. Wang presented 
the main security threats to autonomous mobile MRA and their mitigations [81], implemented 
a directed fuzzing method, and designed RoboFuzz to study the critical environmental pa-
rameters affecting the state transition of MRA and inject the robot control program with 
reasonable but harmful sensor values to compromise MRA. In a study by Nguyen [82] further 
provides secret encryption, data aggregation, data protection, and communication for net-
work addressing and target control of MRA devices. The method implements Minimized 
Multi-Valued Logic (MVL) functions to analyze aggregated objects. To ensure full utilization 
of MVL, a heterogeneous network architecture is also presented using three levels of distrib-
uted AI as logic models for discrete multi-valued, Boolean, and fuzzy logic. 

The application of artificial intelligence in MRA system security brings many benefits, 
such as the speed of detection through abnormal behavior and the ability to respond quickly 
to threats to minimize losses. The ability to continuously learn and improve to detect new 
threats, enhance analysis and monitoring capabilities, and optimize resources and costs. How-
ever, the cost of implementing AI in MRA systems is a challenge that needs to be considered 
during the design process. 

4.3. Operating system/application software security 

The operating system is the system software that manages the hardware and application 
software, providing services for the applications to operate. The robot's application software 
is the program developed to perform specific tasks. Some methods to improve the security 
of operating systems and software are described in Fig. 7. 

4.3.1. ROS Operating System Security 

Most MRAs equipped with operating systems such as Linux or ROS are exposed to 
various vulnerabilities. Some proposed solutions to overcome ROS are as follows: 
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ROS-Immunity solution consists of a set of tools proposed [89] by Rivera, aiming to 
develop a modular security framework for ROS, providing internal system protection, exter-
nal system verification, and automatic security vulnerability detection. Next, the extended 
version of ROS-FM is proposed[90] with Berkely packet filter and fast data path to build a 
network monitoring framework for ROS. Also in a study by Rivera [91], ROS-Defender pro-
posed integrating a security event management system, intrusion prevention system, and fire-
wall. A security framework supporting secure communication between autonomous MRA 
systems such as TurtleBots is proposed by Chauhan [92] to ensure confidentiality of commu-
nication, integrity of information, secure availability of data, and access to services. Data dis-
tribution service standard proposals are implemented by Fernandez [93] as a middleware to 
ensure security and QoS policies, analyzing the costs associated with security and QoS set-
tings. [94] 

 

Figure 7. Operating system/application software protection layer 

Some solutions to secure ROS based on the use of cryptographic techniques to secure 
communications between ROS nodes are as follows: 

A study proposed by White [95] is SROS1 with ROS1 APIs to support encryption and 
security precautions such as: over-the-wire encryption, zero access control, and record han-
dling using Linux security modules to enhance resource access. A solution based on both 
encryption and ROSRV was proposed by Balsa-Comerón[96], in which the Advanced Cryp-
tographic Standard algorithm was used in conjunction with a framework to define semantic 
rules for ROS messages. DoS detection rules were introduced to counter the attacks tested 
on a real-time positioning system. A cryptographically-based distributed infrastructure is de-
ployed to maintain the MRA workflow proposed by Breiling [97], a separate entity will pro-
vide a digital signature, which can be verified by the MRA before executing the task. 

4.3.2. Application software security 

MRA's application software must undergo a security testing phase to identify security 
vulnerabilities and minimize and prevent exploitation and attacks. In addition, access control 
methods [98] aim to establish clear authorization mechanisms for authorized users to access 
software parts, especially by limiting access to essential programs and sensitive data. 

A text-based user authentication technique proposed by Nizamani[99] enhances security 
by changing the password input mechanism and adding a password conversion layer. Alpha-
numeric password characters are represented by random decimal values to resist online secu-
rity attacks such as keyloggers. 

Operating System Security (ROS) 

Text Password 

Authentication 

(Nizamani 

[99]) 

Multi-Factor 

Authentication 

(Kang [100], 

Diego [101]) 

Based on the 

certificate 

(Vu [102]) 

Token-based 

authentication 

(Vu [102]) 

Biometrically 

Based (Sarah 

[102], Aly 

Khalifa 

[103]) 

OS/APPLICATION SOFTWARE PROTECTION LAYER 

(Rivera [89-91], Chauhan [92], 

 Fernandez [93], Amini [94], White 

[95], Balsa-Comerón [96], Breiling 
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Application software security 
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Table 7. Applied authentication and analysis mechanisms. 

 
Multifactor authentication techniques based on different factors can be combined to 

enhance security. Kang's study proposes the method of combining face authentication and 
password[100]. In addition, Diego's study [101] proposed a multifactor authentication 
method that requires the user to identify specific images in a set of randomly selected images, 
and then the user is required to establish a pre-configured relationship between two specific 
images to complete the authentication. 

Certificate-based authentication methods use digital certificates with keys (public and 
private)[98] to authenticate the user or system that holds this certificate. In addition, another 
technique, token-based authentication, is used to allow the user to enter their credentials into 
the server, and the server provides a unique encrypted random string (token) that the system 
recognizes [98]. However, anyone with this token can compromise the system, and this 
method is also vulnerable to various types of password-based attacks. 

Biometric-based authentication uses the user's biometric data to identify the person 
uniquely. Sarah proposed an offline authentication method that uses biometric data to au-
thenticate users on a mobile robot[102]. This method uses a smart card to authenticate au-
thorized people on a mobile robot. The smart card is equipped with a fingerprint reader, and 
only valid users can pass the authentication. In order to enhance human-robot interactions, 
Aly Khalifa [103] proposed a lightweight CNN-based authentication solution for all stages of 
face recognition, including face detection, alignment, and feature extraction, to achieve higher 
accuracy. In addition, biometric-based authentication methods can use factors such as voice, 
retina, gait, heart signals, and electroencephalogram[98], but the disadvantage of these meth-
ods is the requirement for the stability of the biometric factor (stable parameters, normal 
body, etc.). The positive aspect of biometric authentication is the ability to combine multiple 
factors to enhance security or be combined with technologies such as AI to enhance the 
accuracy and reliability of the authentication process. Different techniques for user authenti-
cation are compared in Table 7 to consider the feasibility of applying authentication mecha-
nisms. 

Authentication 

Mechanism 
Reliability Cost Complexity 

Implement 

ability 
Scalability Features 

Password 
Low/  

Average 
Low Low High Medium 

Depends on the 

strength of the 

password 

Multifactor 
Medium/  

High 

Medium/  

High 

Medium/  

High 
Medium High 

Depends on the 

integration factors 

Certificate High Low Medium Medium Medium 
Requirements on the 

management system 

Token High 
Medium/  

High 
Medium High High 

Depends on each type 

of code 

Biometrics 

Face High Medium 
Medium/  

High 
Medium 

Depends on the 

environmental 

conditions 

Dependent on 

environmental 

conditions 

Fingerprint High 
Medium/  

High 

Medium/  

High 

Medium/  

High 

Device and 

software 

requirements 

Equipment and 

software requirements 

Voice High Medium 
Medium/  

High 

Medium/  

High 

Device and 

software 

requirements 

Equipment and 

software requirements 

Retina High High High 
Low/  

Average 

Device and 

software 

requirements 

Equipment and 

software requirements 

ECG High High High Low 

Device and 

software 

requirements 

Equipment and 

software requirements 
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5. Some challenges and future research directions 

While the proposed solutions have addressed some urgent issues regarding data security, 
user information protection, and defenses against attacks on MRA operations, several limita-
tions remain in the research. These include: 

• Lack of empirical deployment data: Many studies are based on theoretical analysis or 
simulations, which may reduce the feasibility of comprehensive security solutions for 
MRA systems. 

• Compatibility and integration of security solutions: The studies do not address the com-
patibility between various security solutions and their simultaneous integration, likely 
due to the lack of experimental data. 

• Looking ahead, several challenges must be addressed: 

• Privacy and data protection in multimodal MRA systems: Ensuring privacy and protect-
ing user data is challenging, as there are multiple alternative interaction channels (e.g., 
audio, video, gesture actions) that could be exploited to access personal information. 
These channels often have few or no security mechanisms. 

• Lightweight Intrusion Detection Systems (IDS): There is a need to develop efficient, 
lightweight IDS using anomaly-based techniques as part of detecting unknown attacks 
in MRA contexts. These lightweight IDS techniques can enable quick decision-making 
in resource-constrained environments or real-time applications like MRA. Therefore, the 
focus should be on designing effective anomaly classifiers to balance performance and 
detection accuracy. 

• Authentication processes for MRA systems: These should aim for the highest security 
level by using mutual multifactor authentication programs. This would reduce the risk 
of unauthorized access to MRA systems or users. Lightweight cryptographic algorithms 
and protocols at the network or physical layer are essential to ensure secure wireless 
com-munication with minimal latency and resource usage. Furthermore, non-crypto-
graphic solutions, such as lightweight intrusion detection or prevention systems, should 
be designed for better protection of MRA applications. 

6. Conclusions 

This article classifies firstly MRA by applications and fields of operation. Security issues 
for the MRA system are analyzed and determined in details with the security requirements 
and constraints. All the attacks, threats, and security vulnerabilities are also classified in as-
pects such as: hardware, network system, operating system/application software. The authors 
compare and evaluate corresponding security methods to improve the security capabilities of 
MRA. Most of challenging issues in MRA system security are considered including open re-
search directions in the future. In the future work, the authors continue to develop new se-
curity methods to respond to the changing threat landscape, and to focus on adaptive, model-
based, resource-optimized strategies that would be the key to secure and effective MRA sys-
tems. 
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