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Abstract: The paper evaluates potential applications of blockchain technology in enhancing the secu-

rity and reliability of Wireless Sensor Networks (WSNs). The existing vulnerabilities in WSNs, such as 

concerns regarding data integrity and security, demand innovative security solutions. Through system-

atic analysis, this paper provides valuable insights to expand understanding of WSNs security, explain-

ing the feasibility and benefits of deploying blockchain technology. Possible attacks in the networks 

are classified to point out either risks or potential solusions to protect the networks. By exploring the 

integration of Blockchain within WSNs, the paper highlights its potential to minimize various security 

risks. In addition, this work discusses the challenges and considerations associated with implementing 

Blockchain in WSNs. Overall, this paper contributes on securing WSNs and underscores the role of 

blockchain technology as a promising way for enhancing security of WSNs. 
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1. Introduction 

Wireless sensor networks (WSNs) facilitate many applications in different fields [1], [2]. 
The networks collect and process data and provide sensing values, including warnings for a 
lot of systems with high performance. WSNs are often deployed in areas that may not be 
accessible easily. This causes problems with maintaining and protecting the networks. In ad-
dition, the networks contain a huge number of small and low-cost devices that show a low 
capacity of security either at sensor nodes or the whole system. The operating system and the 
software may not be updated frequently with advanced technologies to protect the networks 
as well. This section aims to show the motivation for applying Blockchain to such networks 
and review the literature to clarify the applications of Blockchain in WSNs. Possible attacks 
and potentials of using Blockchain in WSNs are also provided. 

1.1. Motivation 

The roots of WSNs can be traced back to the late 20th century when advancements in 
Micro-Electro-Mechanical Systems (MEMS) and wireless communication laid the foundation 
for creating networks of small, autonomous sensors [2], [3]. Early applications focused on 
military surveillance and environmental monitoring, utilizing the ability of sensor nodes to 
collect data and communicate wirelessly over vast areas. Over time, WSNs found applications 
in various fields, including monitoring the environment, energy and resource management, 
smart monitoring and control within homes, healthcare monitoring, traffic and transportation 
monitoring, fire management and safety, water supply and water quality measurement, appli-
cations in smart agriculture, etc. To gain a better understanding of WSNs, let's analyze the 
structure of this network. In studies[4]–[6], the authors presented in detail the architecture of 
a WSN, including key components such as sensor nodes, sink nodes, the internet, data serv-
ers, and the analytics block, according to Figure 1. The process begins with the sensor nodes, 
which continuously monitor their surroundings and collect data using the built-in sensors like 
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temperature, humidity, pressure, etc. Once the data is collected, the sensor nodes transmit it 
to other nodes or directly to the sink node in the network. Sink nodes are specialized nodes 
in the WSN that aggregate and process data before sending it to the internet or a local server 
for further analysis. The data transmitted by the sensor nodes to the sink node is then sent to 
the internet, making it accessible for various applications, such as real-time monitoring, data 
analytics, and visualization. The data can also be stored in a big data server or data center for 
historical analysis and long-term storage. Finally, data analytics tools and software are used to 
extract valuable insights and actionable information from the collected data. These insights 
can then be used to optimize processes, improve decision-making, and enhance overall sys-
tem performance. 

 

Figure 1. Traditional WSN architecture. 

Despite the advancements in WSN technology, security challenges persist. Current liter-
ature often focuses on traditional security mechanisms that may not fully address the unique 
challenges posed by WSNs. Hence, this work aims to fill this gap by exploring the potential 
of blockchain technology to enhance the security and reliability of WSNs 

1.2. Attacks in WSNs.  

WSNs are vulnerable to various types of attacks due to their inherent characteristics, 
such as limited resources, distributed nature, and often hostile deployment environments. 
Attacks on WSNs can be classified into various categories based on different criteria. Cate-
gorizing attackers based on goals, performers, and layers. Goal-based attacks classify between 
passive and active attacks [7]–[9]. Performer-based attacks can be outside or inside [10]–[12]. 
Layer-based attacks target different network layers, including physical layers[11]–[13], data 
link layers[14]–[17], network layers[10], [14], transport layers[11], [18], and application layers 
[17], [19].  

In order to classify the whole security problem, Figure 2 illustrates various possible at-
tacks that may affect WSNs. Since the networks have many resource limitations, the attacks 
may happen in many ways, simultaneously in different parts.  

Understanding these vulnerabilities is crucial for devising effective security measures, 
ensuring the network's security requirements in Section 1.3, and knowing how Blockchain 
can overcome these risks. 

• Goal-Based Attacks: Attacks can be categorized as passive or active. Passive attacks 
involve eavesdropping, traffic monitoring, and traffic analysis on communication 
channels to intercept sensitive data without altering it. On the other hand, active 
attacks involve malicious manipulation of data or network operations to disrupt nor-
mal functioning or gain unauthorized access. 

• Performer-Based Attacks: Attacks can originate from both outside and inside 
sources. Outside attackers may exploit vulnerabilities in the network from outside, 
while inside attackers may compromise nodes within the network to launch attacks 
or leak sensitive information. 
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• Layer-Based Attacks: Attackers may target different layers of the network protocol 
stack, including the physical, data link, network, transport, and application layers. 
Each layer presents unique vulnerabilities that attackers can exploit to compromise 
the network's security and integrity. 

Routing-Based Attacks: Attackers specifically target the routing protocols to disrupt the net-
work's communication and data transfer. 

 

Figure 2. Possible Attacks in WSNs. 

These attacks pose significant challenges to the security and reliability of WSNs, requir-
ing robust cryptographic mechanisms, intrusion detection systems, and secure routing proto-
cols to mitigate their impact and ensure the integrity and confidentiality of the data collected 
by the sensor nodes. 
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1.3. Security requirements  

In [7], [9], [20]–[24], a sensor network must meet particular needs to ensure safe com-
munication. Basic security needs for WSNs include availability, confidentiality, integrity, data 
freshness, and authentication. Additionally, self-organization, time synchronization, and se-
cure localization are important aspects: 
• Data Authentication: WSNs are susceptible to various security threats due to their dis-

tributed and resource-constrained nature. Data authentication is crucial in WSNs to en-
sure the integrity and authenticity of the information collected from sensor nodes. 

• Data Confidentiality: Ensuring data confidentiality in WSNs is crucial to protect sensitive 
information from unauthorized access or eavesdropping. WSNs often operate in open 
and potentially hostile environments, making data encryption and confidentiality 
measures essential. 

• Data Integrity: Ensuring data integrity in WSNs is essential to guarantee that the data 
collected and transmitted by sensor nodes has not been altered or tampered with during 
its journey through the network. 

• Availability: Ensuring availability in WSNs is critical to maintaining the functionality and 
reliability of the network. Availability refers to the ability of the system to provide ser-
vices and operate effectively, even in the face of various challenges, such as node failures, 
communication disruptions, or malicious attacks. 

• Data Freshness: Data freshness in WSNs refers to the timeliness or recency of the data 
collected by sensor nodes. In many applications, having up-to-date information is crucial 
for making informed decisions. 

• Self-Organization: Self-organization in WSNs refers to the capability of the network to 
autonomously and dynamically organize itself without external control or central coor-
dination. The goal is to adapt to changing conditions, optimize network performance, 
and efficiently achieve common objectives. 

• Time Synchronization: Time synchronization is essential in WSNs to ensure that sensor 
nodes consistently and accurately perceive time. Accurate time synchronization is crucial 
for coordinating data fusion, event ordering, and scheduling tasks in a distributed and 
collaborative environment. 

• Secure Localization: Secure localization in WSNs involves ensuring the accuracy and 
trustworthiness of the location information obtained by sensor nodes. Localization is 
critical for many WSN applications, such as tracking, monitoring, and environmental 
sensing. However, it is susceptible to various security threats, including attacks on the 
localization algorithms or the compromise of location information. 

1.4. Potentials of using Blockchain in WSNs 

Blockchain technology can be used in WSNs to enhance data integrity and security. In 
[25]–[27], The concept of Blockchain emerged in 2008 with the publication of a whitepaper 
by an individual or group operating under the pseudonym Satoshi Nakamoto. It introduced 
the idea of a decentralized, distributed ledger that records transactions across a network of 
computers. The first practical implementation of Blockchain came with Bitcoin in 2009, serv-
ing as a decentralized digital currency. Blockchain technology gained traction due to its ability 
to ensure transparency, immutability, and security in recording transactions without the need 
for intermediaries like banks or governments. Beyond cryptocurrencies, Blockchain has found 
applications in various sectors, including supply chain management, healthcare, finance, and 
now, in securing WSNs. The Blockchain system acts as the base layer for data integrity, en-
suring accurate and secure data transmission from the sensors to the analytics node. In Figure 
3, The blockchain system consists of several interconnected nodes. Each node maintains a 
copy of the entire Blockchain. These nodes validate new transactions and add them to the 
Blockchain once verified. These systems provide secure, transparent, and efficient means of 
recording and managing data. In the context of the Internet of Things (IoT) and WSNs, 
blockchain technology can provide powerful tools for collecting, storing, and analyzing sensor 
data. 

In [28], [29], the paper explores three categories of blockchain networks: public, private, 
and consortium. A fully decentralized structure characterizes the public Blockchain, enabling 
unrestricted participation from any node. In contrast, the private Blockchain operates on a 

https://publikasi.dinus.ac.id/index.php/jcta/issue/view/388/


Journal of Computing Theories and Applications 2024, vol. 2, no. 1, Nguyen, et al. 106 
 

 

permission-based model, selectively allowing nodes to participate. The consortium block-
chain represents a semi-decentralized network collectively managed by multiple organiza-
tions. In [30], [31], the paper delves into the role of miners in the Blockchain, highlighting 
their responsibility for transaction verification through consensus. The discussion encom-
passes various consensus algorithms, such as Proof of Authority (PoA), Proof of Work 
(PoW), and Proof of Stake (PoS). PoW involves nodes solving a mathematical puzzle to iden-
tify miner nodes, with the first solver adding a new block, incurring high computational costs. 
In contrast, PoA relies on preselected validators for block and transaction validation, reducing 
the need for extensive computational capabilities in miner selection. PoS entails miners with 
the highest coin holdings validating and mining blocks. In [32]–[35], the key concepts include: 

 

Figure 3. Blockchain-based WSN architecture[33]. 

• Transaction: A representation of a user's operation, denoted as a tuple (from, to, value, 
sig). Here, from the sender's public key to is the destination public key, value denotes 
the transaction content, and sig stands for the digital signature. For example, data sent 
from Node A to Node B can be treated as a transaction. 

• Block: Essentially a compilation of transactions (T) enriched with additional data, in-
cluding a timestamp and the previous block's hash. All transactions find their record 
within blocks, serving as concise containers for transactional data. 

• Blockchain: Depicted as a tuple (G, B), where G symbolizes the original state, and B = 
[b1, b2, b3, ...] forms an ordered list of blocks. Establishing and sustaining a blockchain 
necessitates collaborative contributions from all participating nodes. 

• Merkle Tree: Known as a hash tree, it deploys a hash function for mapping variable-
length data into fixed-length data. Each block holds a hash value stored in the leaves of 
the Merkle tree. 

• Consensus Protocol: This entails collaborative computation to secure agreement across 
all blockchain members. The consensus method determines the inclusion of a block in 
the chain. 
Comparison of WSN systems without blockchain technology to WSN systems that in-

clude Blockchain. Traditional WSNs with a centralized control mechanism can be vulnerable 
to tampering and attacks. These systems often lack traceability and transparency, which are 
crucial for ensuring trust and accountability in WSN operations. On the other hand, WSNs 
incorporating Blockchain technology offer enhanced security through decentralization and 
immutability. This decentralized approach eliminates the risk of a single point of failure and 
enables dynamic trust establishment and consensus mechanisms. Additionally, Blockchain-
based WSNs provide improved traceability through blockchain ledgers and offer self-execut-
ing security policies. 

This paper is a systematic analysis of existing literature. The review process is precise 
and transparent, with clearly defined inclusion criteria to capture relevant studies effectively, 
so one potential limitation lies in the coverage of existing literature. The urgency of this review 
is driven by the increasing importance of securing WSNs and the potential of blockchain 
technology to address security concerns. The rest of this paper is organized as follows. Section 
2 explores secure Blockchain applications in WSNs, detailing encryption methods, security in 
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the routing, security models, detecting compromised nodes, and consensus algorithms to en-
hance WSN security. Section 3 evaluates the problems. Section 4 discusses WSN security 
challenges and suggestions for future research directions. Finally, conclusions and future work 
are provided in Section 5. 

Table 1. A security comparison between without Blockchain and without Blockchain in WSNs. 

Security Aspect  WSN With Blockchain  WSN Without Blockchain 

Traceability and trans-

parency 

 Providing high traceability through a 

distributed ledger, preventing transac-

tion tampering 

 Lack of traceability and transpar-

ency, high risks for fraud and 

data loss 

Centralization and trust 

 Decentralized, reducing attack risks 

from a single point, uniform in transac-

tion validation 

 Vulnerability to single-point at-

tacks reduced reliability in case 

of incidents. 

Key management and 

authentication 

 Utilizing blockchain-based encryption, 

secure key management, robust authen-

tication mechanism 

 
Traditional key management is 

susceptible to attacks. 

2. Secure blockchain applications for WSNs 

2.1. Blockchain-based encryption methods 

Encryption methods for WSNs are designed to secure communication and data trans-
mission within these networks. WSNs often consist of numerous sensor nodes that collect 
and exchange data, making it essential to protect the information from unauthorized access 
or tampering. In [36], two encryption methods are introduced for securely transmitting secret 
information, with only the intended node able to decrypt it. In addition, the paper [37] pro-
poses a secure key management mechanism utilizing Blockchain for operations like registra-
tion and cluster formation among nodes. The Base Station (BS) is a central entity that assigns 
unique identities to nodes and generates public-private key pairs. 

Additionally, [38] addresses information security issues in WSNs and ensures the confi-
dentiality of transmitted data. The BCE-WSN algorithm, a block-based encryption solution, 
is proposed. The BCE-WSN algorithm aims to provide robust encryption mechanisms ex-
plicitly tailored for the resource-constrained nature of WSNs while maintaining high levels of 
security. Now let's examine an encryption method based on the BCE-WSN algorithm to gain 
a better understanding. 

 

Algorithm 1. BCE-WSN Encryption [38] 
INPUT: N: set of node; 1𝑘: a spatial variable; KeyGen(1𝑘): generate a pair key; Sign(sk,m): 
signature for node n; Ver(vk,m,𝜎): verification for the signature 
OUTPUT: hash value for transactions for node A to Node B 
1: Generate a spatial variable m ← setup(1𝑘) 
2: For  𝑡𝑥𝑖 ∈ 𝑇𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛[𝑖] do 
3: (𝑠𝑘𝑖, 𝑝𝑘𝑖) ← 𝐾𝑒𝑦𝐺𝑒𝑛(𝑚, 𝑡𝑥𝑖) 
4:   𝜎 ← 𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚_𝑖) 
5:    If Ver(vk,m,𝜎) = 1 
6:      Return true  
7:    else  
8:      Return false 
9:    End if 
10: End for 
11: Return 𝜎 

 
The algorithm comprises four components. In Figure 4, Key Pair Generation: An anon-

ymous method generates a key pair for each sensor node in WSNs, with the node's ID serving 
as the public key. Transmitted information is encrypted using the public key. Encryption: 
Utilizes an asymmetric encryption algorithm, taking plaintext and the node's private key as 
input to generate ciphertext. The ciphertext, though not guarded, is transmitted across all 
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WSN nodes. Signature: The sender node encrypts transaction data using its ID as the public 
key, generating encrypted ciphertext for transmission. This signature method prevents forgery 
and ensures data integrity. Verification: As all nodes' public keys in the WSNs are public, any 
node can verify information authenticity through the network's public keys. Determines 
whether the source node sends the information. If verification is successful, the information 
is transmitted to the target node and recorded in the blockchain system. In the event of veri-
fication failure, the information is rejected. By following this methodology, WSNs can employ 
Blockchain to secure data transmission, manage encryption keys, and ensure the integrity and 
authenticity of collected data. 

 

Figure 4. Four Steps of BCE-WSN Encryption 

2.2. Security in the routing 

It aims to enhance the reliability and accuracy of information by identifying and discard-
ing false or irrelevant data before it reaches its final destination. En-route filtering schemes 
play a crucial role in optimizing network efficiency, conserving resources, and ensuring the 
integrity of transmitted data in the context of Wireless Sensor Networks. A study [39] intro-
duces a novel blockchain-based deterministic en-route filtering scheme for WSNs. The pro-
posed scheme efficiently drops false reports without needing key exchange between sensor 
nodes, thereby reducing key storage overhead and communication overhead. Various filtering 
schemes have been proposed to address false reports in networks. 

In probabilistic schemes like SEF and PCREF described in [40] and [41], respectively, 
sensor nodes share keys with several intermediate nodes at a consistent probability. This en-
ables false reports to traverse diverse hops before being discarded. Nevertheless, this method 
results in a significant overhead in key storage. Alternatively, within deterministic frameworks 
like IHA and CDEF, as discussed in [42] and [43], sensor nodes exclusively exchange keys 
with intermediate nodes responsible for establishing the route to the sink. However, these 
approaches entail transmitting reports along a predetermined path, and the feasibility of im-
plementing such schemes in contemporary WSNs remains debatable. Hybrid schemes of 
LBRS in [42] and LEDS in [43] integrate both probabilistic and deterministic approaches, 
establishing key exchanges with select sensor nodes within a designated network segment. 

Table 2. The effectiveness of En-route filtering schemes [39]. 

Method 
Filtering 

Effectiveness 

Key Storage 

Load 

Communicati

on Load 

Dynamic 

Networks 

[39] Very good Very low Moderate Yes 

[40] Poor High High Yes 

[41] good High Very High No 

[44] good Low Moderate No 

[45] good Moderate Moderate Yes 

[42] Moderate Moderate High No 

[43] Moderate Moderate High No 

Step 1: Node 

Initialization 

Each node in 

the WSN is 

initialized with 

a unique ID 

and a 

generated key 

pair. 

Step 2: Data 

Collection and 

Encryption 

Each node in 

the WSN is 

initialized with 

a unique ID 

and a generated 

key pair. 

Step 3: Data 

Transmission 

with Signature 

Nodes sign 

their encrypted 

data and 

transmit it to 

the next node 

or Base Station. 

Step 4: Verification and 

Logging 

Receiving nodes verify 

the data’s signature using 

the sender’s public key. 

Verified transactions are 

logged onto the 

blockchain, ensuring 

immutability and 

traceability. 
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En-route filtering schemes in Table 2 reveal significant differences in performance and 

suitability for Wireless Sensor Networks (WSNs). In [39], The method emerges as the most 
efficient and adaptable option, demonstrating excellent filtering effectiveness, minimal key 
storage load, moderate communication load, and compatibility with dynamic networks. This 
method offers a balanced and practical solution for secure data transmission in WSNs. On 
the other hand, the SEF method in [40] is notably less effective, with poor filtering capability 
and high resource demands, making it less suitable despite its compatibility with dynamic 
networks. In [41], the PCREF method shows good effectiveness but imposes heavy burdens 
on key storage and communication, and its lack of support for dynamic networks further 
limits its applicability. The IHA method in [39] and the CDEF method in [40] achieve good 
filtering effectiveness with lower resource requirements, but only CDEF supports dynamic 
networks, making it a more versatile choice. LBRS method in [42] and the LEDS method in 
[43] offer moderate filtering effectiveness and key storage load but are hindered by high com-
munication loads and unsuitability for dynamic environments. Overall, the analysis under-
scores the importance of selecting an en-route filtering scheme that balances effectiveness, 
resource efficiency, and adaptability to dynamic network conditions. The method in [39] is 
highlighted as the most promising approach for optimizing security and performance in 
WSNs. 

These hybrid schemes demonstrate balanced filtering efficiency on average, accompa-
nied by a reasonable overhead in key storage. Research [46] presents a novel approach incor-
porating Blockchain into the routing phase, deploying stored transactions to optimize routing 
decisions. Blockchain acts as a decentralized ledger where transactions and network states are 
recorded in a secure and immutable manner. Each block in the Blockchain contains transac-
tions, which can include information about the status of nodes within the WSN. Each node 
in the WSN updates its status (active or inactive) on the Blockchain. When a node becomes 
inactive (due to low battery, damage, or any other reason), it sends a status update recorded 
in the Blockchain. These updates ensure that the network map remains current and reflective 
of the actual state of the network. When a node needs to send data, it queries the Blockchain 
to identify active nodes through the network map. This helps in selecting the optimal path 
for data transmission, avoiding inactive nodes that could cause delays or data loss  

Additionally, the Signal-to-Interference-plus-Noise Ratio (SINR) concept is introduced 
in the subsequent discussion to determine the quality of a wireless communication link. Equa-
tion (1) is applied alongside the load traffic to ascertain the routing cost to the next hop.  

 𝑆𝐼𝑁𝑅(𝑖,𝑗) = (
𝑃𝑖

𝑑𝑖,𝑗
𝑎 ) / (𝑁0 + ∑

𝑃𝑘

𝑑𝑘,𝑗
𝑎

𝑛
𝑘=1
𝑘≠𝑖

), (1) 

where, 𝑃𝑖 represents the transmission power of the 𝑖𝑡ℎ node, 𝑑𝑖,𝑗 denotes the distance be-
tween two nodes 𝑖 and 𝑗, 𝑎 signifies the path loss exponent, 𝑁0 stands for the power of 
additive white Gaussian noise. 

The cost function is defined as follows. 

𝐶𝑜𝑠𝑡𝑗 = 𝑆𝐼𝑁𝑅(𝑖,𝑗)/(1 + 𝜃𝑗), (2) 

where, 𝑗 represents the index of the subsequent hop, 𝑆𝐼𝑁𝑅(𝑖,𝑗)/(1 + 𝜃𝑗) refers to the Signal-

to-Interference-plus-Noise Ratio (SINR), 𝜃𝑗 represents the traffic load of the 𝑗𝑡ℎ node. 
The central aim is to achieve a balance in traffic distribution and minimize interferences 

in the routing phase. To accomplish this goal, emphasis is placed on formulating a cost func-
tion designed to optimize the selected path. 

Upon detecting an event, the source node (k) assembles a list of inactive nodes and 
computes the routing cost for each utilizing Equation (2). Subsequently, Dijkstra's algorithm 
is utilized to ascertain the most efficient path. Following this, a chain verification is conducted 
for each node along the chosen path. If the verification proves successful for all nodes, source 
node k asserts ownership, and the transaction is logged onto the Blockchain. In the event of 
verification failure, untrusted nodes are discarded, prompting the definition of a new optimal 
path. If a valid path to the sink cannot be established, the source node awaits active nodes, 
communicating with the sink through the first channel to join the waiting queue. 

In [47], the process of blockchain contractual routing entails source nodes employing 
smart contracts to solicit routes from gateways or destination nodes within a predefined 
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timeframe. In [48], the authors suggest a routing scheme that integrates blockchain and rein-
forcement learning, aiming to improve the efficiency and security of WSNs. In [46], after 
selecting the optimal path for each node, the source node performs chain verification, dis-
carding all untrusted nodes that have not been verified. This filtration approach ensures that 
each chosen node in a path connecting source nodes to the sink maintains a pristine connec-
tion history by excluding nodes associated with malicious peers. In [49], the authors propose 
a secure routing approach that utilizes blockchain-based encryption and trust evaluation. This 
proposed mechanism facilitates real-time and energy-efficient data delivery from Sensor 
Nodes (SNs) to Base Stations (BSs). 

2.3. Security models 

In [50], the authors presented a trust model for wireless sensor networks incorporating 
blockchain technology. This model utilizes an innovative approach to identify malicious 
nodes in WSNs, incorporating Blockchain, Smart Contracts (SC), and the QM method to 
pinpoint the precise location of detected malicious nodes in 3D space. The network is struc-
tured into clusters, where Cluster Heads (CHs) oversee network management and blockchain 
maintenance. Detection of malicious nodes is achieved through a voting process in a block-
chain-based distributed network. In [51], the authors utilize Blockchain to improve security 
within WSNs, with a particular emphasis on gateway nodes. The proposed model suggests 
deploying a blockchain at the mid-level of WSNs, utilizing gateway sensors as active nodes 
that store complete copies of the Blockchain. The Ethereum blockchain model is imple-
mented through the truffle framework, and the solidity language is employed to develop a 
Smart Contract (SC) designed to provide distinct functions for individual nodes, thereby en-
suring node authentication. 

  

Figure 5. Workflow of the model using truffle [46]. 

This workflow describes the process of using Truffle in Figure 5, a popular Ethereum 
development framework, to deploy and manage a blockchain-based wireless sensor network. 
Here's a breakdown of the steps: 
• Initializing Truffle for blockchain deployment: This step involves setting up and config-

uring a new Truffle project for blockchain deployment. This includes selecting a con-
sensus algorithm, setting up the network configuration, and defining the smart contracts 
that will be deployed on the Blockchain. 

• Compiling essential resources: Once the Truffle project is set up, the next step is com-
piling the smart contracts and other resources deployed on the Blockchain. This may 
include data structures, functions, and other components that are necessary for the op-
eration of the wireless sensor network. 
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• Deploying the Blockchain onto gateway nodes: After the resources have been compiled, 
they are deployed onto the gateway nodes that will form the backbone of the wireless 
sensor network. These nodes manage the Blockchain and facilitate communication be-
tween the sensors and the rest of the network. 

• Validating transactions: Once the Blockchain is up and running, transactions are submit-
ted to the network for validation. These transactions may include sensor readings, con-
figuration changes, or other data that needs to be recorded on the Blockchain. The gate-
way nodes are responsible for validating these transactions to ensure they are valid and 
conform to the network rules. 

• Invalid/valid: As transactions are validated, they are marked as either invalid or valid. 
The network rejects invalid transactions, while valid transactions are incorporated into 
the Blockchain. 

• Upgrading the Blockchain by incorporating the new block: The network is upgraded to 
incorporate the new data as new blocks are added to the Blockchain. This may include 
updating smart contracts, modifying network parameters, or implementing new features. 

• Flagging the transacting node as malicious: If a node is found to be submitting invalid 
transactions or otherwise behaving maliciously, it may be flagged and removed from the 
network. This helps to ensure the integrity and security of the wireless sensor network. 

2.4. Detecting compromised nodes 

Compromised nodes can be used to launch attacks, steal data, or disrupt network oper-
ations, so detecting compromised nodes in WSNs is a crucial task to ensure the integrity and 
security of the network. In [52], the authors propose a method to transform sink nodes into 
a blockchain system, utilizing three systems for identifying malicious nodes, including a based 
heuristic intrusion detection system (RNN-IDS), a signature-based system, and a voting-
based system, as illustrated in Figure 6. 

 

Figure 6. Transforming sink nodes into a blockchain system 

The sink node performs the workflow of malicious sensor node detection below using 
a Heuristic detection system and signature-based system to detect malicious sensor nodes. 

In Figure 7, the sink node receives a message from the sensor node (SN). This message 
is then processed to calculate its hash value. The sink node verifies if the hash value is already 
present and valid on the Blockchain. This step ensures the integrity and authenticity of the 
message. The sink node checks for potential malicious activity by applying heuristics to iden-
tify potential malicious activity. If the node doesn't exhibit suspicious behavior, it proceeds 
to the next step. Sink note uses a signature method to verify the message's authenticity and 
the sensor node further. If the sensor node is malicious based on the analysis and verification, 
the sink node updates the record on the Blockchain to reflect its status. This involves a voting 

Sensor Node Wireless Sensor Network 
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Blockchain 
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mechanism among network nodes to confirm the malicious node's status. If the malicious 
node is confirmed, the sink node drops the connection and prevents further communication. 

In [53], identifying and eliminating malicious nodes within a WSN have become crucial, 
and blockchain technology has been applied to address this task effectively. By utilizing smart 
contracts, where all system agreements are encoded, Blockchain becomes a feasible solution 
to tackle these challenges. In research [53], a blockchain-based model has been applied to 
identify malicious nodes. However, integrating the Proof of Work (PoW) consensus mecha-
nism into the model incurs significant computational costs. 

 

Figure 7. Workflow of malicious sensor node detection 

In [47], a new method is introduced, utilizing a lightweight blockchain to equip a WSN 
coordinator to identify compromised nodes and ensure robust protection for sensitive data 
and node activities in critical situations. This method is optimized for WSNs with numerous 
nodes and a flowing node. 

Specifically, the sink node monitors applications, collects and stores data from other 
nodes, and then transmits it to auxiliary networks. The system employs a blockchain system, 
supervised by a ledger within the sink node, managing tasks such as message verification and 
data storage. These blockchains are organized based on the diminishing trustworthiness of 
stored data. 

This method establishes trust levels for WSN device nodes, impacting the choice of 
Blockchain for storing node data in the ledger. Nodes below the trust threshold will face 
being rejected from participating in their consensus system by the flowing node until inter-
vention or verification from the operator occurs. Adjustments to trust scores are made based 
on the results of message checks from the ledger, and this threshold can be fine-tuned to suit 
application requirements and changing security needs. 
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2.5. Consensus algorithms 

Consensus algorithms are important in ensuring agreement in distributed or decentral-
ized networks. In [49], these algorithms ensure key aspects such as decentralized management, 
majority structure, authentication, integrity, non-repudiation, Byzantine fault tolerance, and 
performance optimization. While the public Blockchain of Bitcoin relies on the "proof of 
work" principle, there are various consensus protocols such as Proof of Existence (PoE), 
Proof of Stake (PoS), Delegated Proof of Stake (DPoS), Proof of Elapsed Time (PoET), 
Proof of Activity (combining proof of work and proof of stake), Proof of Importance, and 
Proof of Storage, providing alternative methods. 

In [54], a rapid deployment of a consensus-based blockchain system model has been 
proposed. This model supports fast verification of information sources and instant verifica-
tion of its accuracy for nodes in WSNs. The flexible integration of these consensus algorithms 
provides the ability to optimize the performance of the blockchain system in processing data 
from sensor nodes while ensuring integrity and reliability in distributed and fault-tolerant en-
vironments. 

In [38], The authors select a consensus algorithm, namely Hierarchical BFT (Byzantine 
Fault Tolerance), based on a private blockchain for implementation in WSNs. This choice is 
made due to its suitability for WSN environments, offering good scalability and the potential 
to enhance the output performance of the blockchain system. Hierarchical BFT ensures ro-
bustness against Byzantine failures, making it particularly suitable for use in scenarios where 
node reliability is crucial. By employing this consensus algorithm, the Author aims to optimize 
the overall efficiency and reliability of data processing within the WSN, thereby enhancing its 
functionality and effectiveness in real-world applications. 

 

Algorithm 2. The hierarchical BFT consensus algorithm [38]. 
INPUT: original network topology, the number of layers, the number in a cluster 
OUTPUT: consistency results of all nodes 
1: initialize the network topology of the current round 
2: for i =1 to k do 
3:    while(true) 
4:       if Node[i] is valid 
5:          if i<k 
6:             find k neighbors in the network 
7:             do BFT algorithm 
8:             find the leader node 
9:             return the leader node id and local result 
10:          end if 
11:       end if 
12:       form the second layer network topology 
13:    repeat do local BFT algorithm 
14:    until to the top level 
15: end for 
16: return consistency results 

 
The Hierarchical BFT Consensus Algorithm is designed to achieve consensus in a dis-

tributed network of nodes, even in the presence of Byzantine faults. Here is a description of 
how the algorithm works.  
1. The algorithm takes the original network topology, the number of layers in the hierarchy, 

and the number of nodes in each cluster as input. The output of the algorithm is the 
consistency of results for all nodes. 

2. Initialize the network topology for the current round. 
3. For each round, do the following: a. While true, repeat the following steps: i. If the 

current node is valid, find k neighbors in the network and perform the Byzantine Fault 
Tolerance (BFT) algorithm to ensure the node is not faulty. ii. If the number of nodes 
in the cluster (k) is less than the current node, find the leader node among the nodes in 
the cluster. iii. Return the leader node ID and local result. b. Form the second layer 
network topology and repeat the local BFT algorithm until reaching the top level. 

4. Return the consistency results. 
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The algorithm uses a hierarchical approach to achieve consensus. Each node is part of a 

cluster, and the clusters are organized into layers. The nodes in each cluster perform the BFT 
algorithm to ensure they are not faulty. Then, they elect a leader node and return its ID and 
local result. The leader nodes from each cluster form the second layer, and the process is 
repeated until reaching the top level. The algorithm ensures that all nodes in the network 
agree on the same result, even in the presence of Byzantine faults. 

3. Evaluations 

Evaluating various aspects concerning secure blockchain applications for WSNs reveals 
several strengths and areas for improvement. Firstly, the section on blockchain-based encryp-
tion methods provides a comprehensive overview of techniques, including the BCE-WSN 
algorithm.  

Secondly, the discussion on security in routing introduces deterministic en-route filtering 
schemes and compares filtering approaches but could benefit from deeper scalability analysis 
and exploration of security threats.  

Thirdly, the presentation of security models integrating blockchain technology offers 
detailed methodologies.  

Fourthly, the section on detecting compromised nodes introduces a lightweight block-
chain-based method.  

Finally, the exploration of consensus algorithms highlights their role in ensuring reliabil-
ity. Overall, while the sections provide valuable insights, further research is needed to address 
practical implementation concerns and enhance the credibility of discussed methods through 
empirical validation. 

4. Challenges and Opening Issues 

The deployment of Blockchain enhances traceability and transparency, but it also leads 
to increased data volume and processing requirements for nodes in the network. This can 
affect performance and energy consumption, especially in resource-constrained environments 
like WSNs. While Blockchain provides secure key management and robust authentication 
mechanisms, deploying and maintaining such a system can be complex. Consensus among 
nodes and key management in a distributed environment requires flexibility and efficiency, 
posing challenges in building a cohesive and manageable blockchain network infrastructure. 

Integrating Blockchain can impact the performance of WSN systems, especially in net-
works with a large number of nodes and high communication frequencies. Additionally, 
blockchain consensus mechanisms like Proof of Work can incur significant computational 
costs and energy consumption, posing challenges to network performance and fault tolerance. 
To be fair, another comparison between WSNs deploying Blockchain and traditional net-
works is provided in Table 3. 

Table 3. A comparison between two types of WSNs (with and without Blockchain) 

 Blockchain integrated WSNs  Traditional WSNs  

 High-security levels  Low-security levels 

 Requires more computational capacity for data pro-

cessing and data storage. 

 
Low computational capacity 

 Distributed ledger  Client-Server architecture 

 High energy consumption  Low energy consumption 

 Decentralized networks  Centralized networks 

 Complicated to implement and maintain  Quite simple to implement and maintain 

 
With the development of electronic and computing technologies, we believe that the 

problems, as shown in Table 3, can be solved to support the networks with Blockchain. Hence, 
the networks can provide higher quality of services as an increasing demand of all customers. 
In summary, applying Blockchain in WSNs offers many benefits but presents numerous chal-
lenges that must be addressed to ensure effectiveness and security in this complex and dy-
namic environment. 
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5. Conclusions and Future Work 

The paper presents specific applications of blockchain technology in WSNs, including 
blockchain-based encryption methods, security models, secure localization, intrusion detec-
tion, and consensus algorithms. These studies all emphasize the diversity and creativity in 
applying Blockchain to enhance the security and performance of WSNs. Additionally, the 
paper introduces some unique methods, such as integrating Blockchain into routing to opti-
mize processes and using smart contracts to identify malicious nodes. A consensus-based 
blockchain system model is proposed to verify information and ensure quick accuracy in 
WSNs. 

In exploring consensus algorithms, future research could involve conducting a compar-
ative analysis of their performance and applicability in WSNs, considering factors like scala-
bility, energy efficiency, and fault tolerance. Optimizing consensus algorithms tailored explic-
itly for WSNs or exploring novel consensus mechanisms to address emerging challenges 
would be important future research directions. 
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