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Abstract - Rivest Cipher 4 (RC4) has the main factors that make this algorithm widely used,
namely its speed and simplicity, so it is known to be easy for efficient implementation. The
nature of the key in the RC4 algorithm is symmetrical and performs a plain per digit or byte per
byte encryption process with binary operations (usually XOR) with a semirandom number. To
improve the visual image after the encryption process, in this article we use the Least Significant
Bit (LSB). In this study, the quality of the stego image and the original image has been calculated
using MSE, PSNR and Entropy. Experiments were carried out by images with a size of 128x128
pixels to 2048x2048 pixels. Experiments using imperceptibility prove that the stego image
quality is very good. This is evidenced by the image quality which has an average PSNR value
above 53 dB, while the lowest PSNR value is 48 dB with a minimum dimension of 128x128 pixels.
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1. INTRODUCTION

The development of internet technology makes it easy for everyone to exchange
information with others. Security and confidentiality are important aspects needed in the
process of exchanging files via the internet, because this exchange process cannot guarantee
that the files sent will be free from access by unauthorized parties. Without security,
unauthorized parties can easily get hold of files sent over the internet, therefore file security
techniques are needed. Various kinds of security techniques have been developed to protect
and maintain the confidentiality of files from unauthorized persons [1], [2]. Cryptography [3],
[4] is the science and art of studying how to secure files. How to secure this by encrypting files
With a certain key. Before the file is encrypted it is called plaintext, after it is encrypted it is
called ciphertext [5]. While steganography [6], [7] is the science and [5]art of hiding secret
messages where messages are contained in the media but their whereabouts are unknown to
the human senses. In this case, it is necessary to create a file security system so that the files
sent can be kept confidential.
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Cryptography makes data or messages coded first by the sender. This process is known
as encryption. Encryption is defined as the process of changing data or messages to be sent into
a form that is almost unrecognizable by third parties. After the data or message reaches the
recipient, the recipient performs decryption which is the opposite of encryption. Decryption is
defined as the process of changing the data or message back to its original form so that the data
or message can be understood by the recipient. The Rivest Cipher 4 (RC4) [8] algorithm is a
symmetric key algorithm in the form of a stream cipher so that the encrypted character length
(ciphertext) has the same character length as the original data (plaintext). With this algorithm
the process of encrypting and decrypting data can be done in a faster time. In terms of security,
this algorithm is generally stated to be very secure, because RC4 is included in the symmetric
algorithm, so key secrecy must be maintained. The RC4 algorithm works with three main stages,
namely the Key Scheduling Algorithm (KSA), the Pseudo Random Generation Algorithm (PRGA)
and the encryption and decryption process.

Steganography [9]-[12] is the study of techniques for hiding confidential messages or
information. Steganography is a branch of cryptography. Steganography requires digital media
to secure messages or information as a container for hiding messages in certain media, one of
which is image media. Image media was chosen as the insertion medium because the exchange
of data using images is more frequent so that the attacker will not suspect anything. Least
Significant Bit (LSB) is one of the most widely used steganographic methods. The LSB algorithm
is an algorithm that is relatively easy to implement in steganography techniques and has
advantages in terms of imperceptibility. Imperceptibility is very important in steganography,
because a high imperceptibility value means that embedded messages cannot be detected by
the human sense of sight. The Least Significant Bit (LSB) method only changes the last bit value
in an image that will be used with the bit value of a file. Replacing this last bit value will resultin
changes to higher or lower byte values, these changes do not change an image significantly so
that changes that occur cannot be caught by the human eye.

2. RESEARCH METHOD

2.1. Common Cryptography

Cryptography (Cryptography) comes from the Greek language, which has two syllables
namely "Kryptos" and "Graphein". Kryptos means hiding, and Graphein means writing.
Cryptography can also be called hieroglyphics. Cryptography was originally a science that studied
hiding messages. Cryptography has a meaning, namely the science and art of keeping messages
secure. Secure digital data exchange generates a number of different encryption algorithms and
can be classified into two groups, namely symmetric encryption algorithms (private key
algorithms) and asymmetric algorithms (public key algorithms) [13]-[17]. Symmetrical
algorithms are usually faster to execute electronically than asymmetric key algorithms.
Cryptography deals with the design of cryptosystems which essentially involve the use of
mathematically generated keys.

The main components of cryptography are divided into 4 parts, namely, plaintext,
ciphertext, keys and algorithms. Plaintext is a message that can be read directly by humans.
Ciphertext is a message that has been scrambled and cannot be read directly, because it contains
random messages. Key is the key to perform cryptographic techniques. And the last is the
algorithm, which is a method for converting data that is understood to be incomprehensible,
while decryption is the process of turning the ciphertext back into plaintext. Cryptography is a
study of mathematical techniques related to four aspects of information security including
confidentiality, data integrity, authentication, and non-repudiation.
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1. Confidentiality. Confidentiality is an aspect that has a relationship with the security of
messages from anyone except those who have the authority or secret key to open
encrypted information. An example is sniffing. Protection with encryption methods.

2. Data Integrity. Data integrity is an aspect related to security from unauthorized changes
to data. In maintaining data integrity, the system must be able to detect data
manipulation by unauthorized parties such as insertion, deletion or change of data.
Examples of attacks are spoofing, viruses, trojan horses or man in the middle attacks
protection by doing the signature, certificate, and hash.

3. Authentication. Authentication is an aspect that has a relationship with identification,
in the system unit as well as the information itself. An example of an attack is a fake
terminal or fake website. In such attacks can be protected with certificates.

4. Non - repudiation (reject denial). Non-repudiation is an attempt to prevent the sender
of information from being denied by the sender, or must be able to prove that a message
comes from someone, if he denies sending the information. A simple example is if
someone sends a message via e-mail, then that person cannot deny that he has sent the
e-mail. In solving ciphers, it is necessary to find errors in the design or implementation
of the cipher itself so as to reduce the number of keys that must be tried.

2.2. Rivest Cipher 4 (RC4)

The Rivest Cipher 4 (RC4) algorithm is a stream cipher designed at RSA Security by Ron
Rivest in 1987, RC has the official abbreviation "Rivest Cipher", but is also known as "Ron's Code"
The RC4 algorithm is actually not published but there are people who don't known for spreading
RC4 to the “Cypherpunks” mailing list then spreading widely on the internet. The deployment
started from a source code believed to be RC4 and published "anonymously" in 1994. RSA
Security never officially released the algorithm, but Rivest personally did. RC4 has become part
of a standard and frequently used encryption protocol [5].

Rivest Cipher 4 (RC4) has the main factors that make this algorithm widely used, namely
its speed and simplicity, so it is known to be easy for efficient implementation. However, this
algorithm is easily attacked by know-plaintext attack techniques and ciphertext-only attacks. A
know-plaintext attack can be interpreted that if the cryptanalyst has pieces of plaintext and
ciphertext, then it is easy to get the key stream by XORing the plaintext with the ciphertext. The
nature of the key in the RC4 algorithm is symmetrical and performs a plain per digit or byte per
byte encryption process with binary operations (usually XOR) with a semirandom number.

The RC4 algorithm works with three main stages, namely the Key Scheduling Algorithm
(KSA), the Pseudo Random Generation Algorithm (PRGA) and the Encryption and Decryption
Process:

1. The Key Scheduling process is carried out with the aim of recovering a random
number of 256 keys. This process is called the process of forming the S-BOX table,
which involves two array tables, namely the S array and the T array. The
randomization process is carried out by exchanging the previously calculated S array
values with the T array values.

2. 2.The Pseudo Random Generation (PGRA) process is a process that is carried out to
generate as many keys as the plaintext elements to be encrypted. This process
involves the values in the table array S which have been permutated (randomized).
The S-Box array table will be used in this process to generate a key stream whose
number is equal to the number of plaintext characters which will then be XORed
with plaintext.

3. 3. The process of encryption and decryption is carried out in a simple way, namely
with the XOR operation. The encryption or decryption process is carried out by
XORing the plaintext binary with the binary key that has been generated from the
PRGA process. Formula to perform the encryption and decryption process.
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2.3. Steganography

Steganography comes from the Greek word "steganos" which means closed/secret and
"graphy" which means to write or draw. So steganography itself is hidden or secret writing.
Steganography is the art of writing or hiding messages in such a way that, apart from the sender
and receiver, no one knows or is aware of the existence of the message. Steganography works
by inserting a message or file into a medium which can be a file, sound, video or image so that
the presence of the message is not directly visible to the human senses.

Steganography aims to keep secret, hide a message or an information. Messages in
steganography will be hidden and make changes that cannot be seen directly and do not attract
attention. Some examples of a text are hidden in images, so the text will not be seen directly. A
steganographer is someone who is an expert in steganography as the science of steganography
develops, the steganographer continues to make improvements to the steganography algorithm
which indirectly develops steganography techniques [18]. The advantage of steganography is
that messages in steganography do not attract the attention of others, in contrast to
cryptography which cannot be hidden and can attract the attention of others. Although
messages in cryptography are difficult to decipher, they can attract the attention of others and
raise suspicion. Hiding messages or files in other digital media can change the quality of the
media. For this reason, there are criteria that need to be considered in steganography as follows:

1. Fidelity. Fidelity means that the image or quality of the carrier file does not change
too much after adding a secret file or message.

2. Robustness. The secret messenger file must be resistant to manipulation of the
carrier file. Examples are changing the contrast, sharpness, cropping, compression,
and so on.

3. Recovery. Messages or secret files must be readable again (recovery), because
steganography aims to hide and secure the message or file in the carrier file which
at any time the message can be retrieved.

Security in steganography refers to the confidentiality of the encoding, decoding and
steganographic techniques. Steganography has two main concepts, namely embedding
(encoding/embedding) and extraction (decoding/extraction) [6], [7], [19]. Messages can be in
the form of plaintext, ciphertext, images, or others that can be embedded in the bitstream.
Encoding is the process of inserting a message into the original unmodified image or commonly
called cover media to produce stego media.2.5. Least Significant Bit (LSB)

The Least Significant Bit (LSB) algorithm is a steganographic algorithm that is simple and
easy to implement. To apply this method, for example, the carrier file to be used is in the form
of an image or digital image, each pixel in the image can be 1 to 3 bytes in size. The LSB method
used in hiding messages differs according to the file category. As an example in an image file,
the message is hidden by inserting the message at the lowest bit or the last bit (LSB) in the pixel
data file [10], [20], [21].

In a 24-bit bitmap image file, each pixel is composed of three colors namely red, green,
and blue or known as RGB, each RGB pixel is composed of 8-bit numbers (bytes) from 0 to 255
in binary format 00000000 to 11111111. To hide a message, each successive byte is not replaced
by a message bit, but a random byte arrangement is chosen. For example, if there are 50 bytes
and 6 data bits to be hidden, then the byte to be replaced by the LSB bit is chosen randomly.

Hidden messages can be read again by extracting the media. The position of the byte
holding the message bits can be found from the random number returned. With the results of
randomly inserted secret message bits can be collected again and arranged to be read again.
The following is the Least Significant Bit (LSB) process.
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2.4. Dataset

Image steganography takes advantage of the limitations of the human eye. Therefore,
this research uses color images as cover media to embed secret messages using the LSB method.
In this experiment, 5 *.jpeg images from (C:\Windows\Web\) were used as cover images with
the original size of 1920x1200 then resized using paint tools to 128x128 pixels, 256x256 pixels,
512x512 pixels, 1024x1024 pixels, and 2048x2048 pixels. All cover images used are jpeg
extensions.

2.5. Proposed Embedding and Extracting

Before embedding a message into an image, the message must be encrypted first using
the RC4 algorithm. In the first calculation of RC4 encryption, the thing that must be done is to
enter a message or commonly referred to as plaintext to indicate that the initialization of the
message begins. In this calculation, the plaintext is converted to a hexadecimal number. These
changes are intended to simplify the calculations. An example of the text to be encrypted is
"FASILKOMUDINUSOK" as plaintext, and the key used is "JAWATENGAHMANTAP". In the RC4
algorithm encryption process there are several steps in encryption, namely initializing the state
array, generating the encryption key and the encryption process. In the state array initializer,
there are 2 state arrays that must be initialized, namely S and K. The S array is initialized from 0
to 255 because the S array is @ 56 bytes. While the K array is initialized from 1 — 256 bytes. If
K<256 then do the padding to 256 bytes. For example, K = "hanif" 5 bytes then pad K =
"hanifhanifhanifhanif......" until it reaches 256 bytes.

Encryption step:

1. The first step is to initialize the S array (starting from the Oth array), from the
1st to the 16th iteration.

2. Plaintext conversion from decimal to hexadecimal and binary.

3. XOR process between plaintext and keystream.

4. The ciphertext insertion process on the cover image uses the Least Significant
Bit (LSB) method

Decryption steps:

1. The RC4 decryption process is XORing the ciphertext that has been obtained
from the encryption process with pseudo-random in the encryption process and
using the same key. The process of XORing between ciphertext and keystream.

2. Change the plaintext to decimal.

3. Changing Plaintext from hexadecimal to Character.

2.6. Results Testing

Standard testing to measure the quality of the image that has been modified (given
noise or special effects) with the original image is needed in testing. The modified image better
resembles the original image, so that the image quality is maintained. Peak Signal to Noise Ratio
(PSNR) is a comparison between the maximum value of the measured signal and the amount of
noise that affects the signal. The cover image is referred to as the signal, and the noise is
represented as the error. PSNR is often expressed on a logarithmic scale in decibels (dB). PSNR
values falling below 30dB indicate relatively low quality, where distortion due to insertion is
obvious. However, the high stego image quality lies at 40dB and above. PSNR can be calculated
by first calculating the MSE value.

3. RESULTS AND DISCUSSION
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In this chapter, we will discuss the results of research that has been carried out using
Least Significant Bit (LSB) steganography and a combination of Rivest Cipher 4 (RC4) encryption
in the process of embedding and extracting secret messages in cover images. In the image below
is an example of the output of the results of decryption and extraction using a .doc file that has
a size of 50.5 kb.
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Figure 1. Stego images in 128x128 pixels dan Histogram
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Figure 1 produces a PSNR value of 45.15 dB and an MSE of 3.35. The size of the stego
image is 34.0 kb with the size of the original image being 9.90 kb. Figure 2 produces a PSNR value
of 45.39 dB and an MSE of 2.28. The size of the stego image is 63.0 kb with the size of the original
image being 13.9 kb. Figure 3 produces a PSNR value of 54.80 dB and an MSE of 0.25. The size
of the stego image is 121 kb with the size of the original image being 25.6 kb. Figure 4 produces
a PSNR value of 49.72 dB and an MSE of 0.93. The size of the stego image is 1.27 Mb with the
original image size being 276 kb. Figure 5 produces a PSNR value of 58.18 dB and an MSE of 0.11.
The size of the stego image is 2.52 Mb with the original image size being 519 kb.
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This test is carried out to determine the quality of the stego image compared to the
original image or cover image. In this research, the quality of stego image and original image is
calculated using PSNR and MSE. PSNR is the ratio between the maximum value of the signal and
the amount of noise effect on the signal. Meanwhile, MSE is calculating the value of the
difference between the experimental estimated value and the actual value which indicates the
loss of image quality or quantity. The cover image is referred to as a signal, and noise is
represented as an error. PSNR is usually measured in decibels (dB). These values are used to
determine the quality of the original image with an image that has been inserted with a message.
The more similar the two images are, the closer the MSE value is to 0. Meanwhile, for PSNR, two
images are said to have a low degree of similarity if the PSNR value is below 30 dB. However,
the high stego image quality is at 40 dB. Below are the entropy, PSNR, and MSE values obtained
from the experimental results.
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Figure 6. MSE and PSNR Value
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Table 1. Entropy, MSE, and PSNR

No Type file and size Entropy PSNR MSE
XIsx (23.552 bytes) 3,4082 45,15 dB 3,35

.txt (810 bytes) 3,4905 45,15 dB 3,35

1 .pptx (256.903 bytes) 7,9329 45,15 dB 3,35
o i .docx (51.712 bytes) 4,1582 45,15 dB 3,35
128x128 pixels .pdf (582.340 bytes) 7,9736 45,15 dB 3,35

XIsx (23.552 bytes) 3,4082 45,39 dB 2,28

.txt (810 bytes) 3,4905 45,39 dB 2,28

2 { .pptx (256.903 bytes) 7,3929 45,39 dB 2,28
.docx (51.712 bytes) 4,1582 45,39 dB 2,28

256x256 pixels .pdf (582.340 bytes) 7,9736 45,39 dB 2,28

y XIsx (23.552 bytes) 3,4082 54,80 dB 0,25

.txt (810 bytes) 3,4905 54,80 dB 0,25

3 .pptx (256.903 bytes) 7,3929 54,80 dB 0,25
.docx (51.712 bytes) 4,1582 54,80 dB 0,25

.pdf (582.340 bytes) 7,9736 54,80 dB 0,25

XIsx (23.552 bytes) 3,4082 49,72 dB 0,93

.txt (810 bytes) 3,4905 49,72 dB 0,93

4 .pptx (256.903 bytes) 7,3929 49,72 dB 0,93
.docx (51.712 bytes) 4,1582 49,72 dB 0,93

1024x1024 pixels | .pdf(582.340 bytes) 7,9736 49,72 dB 0,93

/ Xlsx (23.552 bytes) 3,4082 58,18 dB 0,11

.txt (810 bytes) 3,4905 58,18 dB 0,11

5 .pptx (256.903 bytes) 7,3929 58,18 dB 0,11
.docx (51.712 bytes) 4,1582 58,18 dB 0,11

2048x2048 pixels | .pdf(582.340 bytes) 7,9736 58,18 dB 0,11

Based on the experimental results in Table 1, the RC4 algorithm with the LSB
steganography method using the blue channel is proven to work well. Experiments using
imperceptibility prove that the stego image quality is very good. This is evidenced by the image
quality which has an average PSNR value above 53 dB, while the lowest PSNR value is 48 dB with
a minimum dimension of 128x128 pixels. Histogram analysis also shows good stego image
quality. It is in this case that the proposed method can be applied to the process of hiding
messages in images.

4. CONCLUSION

Based on the research that has been done, we propose a blue channel LSB
steganography method combined with encryption using RC4, where the insertion process uses
bitwise AND and bitwise OR operations. The average PSNR value obtained in this study is more
than 30 dB, this proves that the stego image quality is very good and good stego image quality
has a minimum PSNR value of 30 dB. PSNR values obtained as a whole are more than 30 dB with
the lowest value being 45.15 dB with an image size of 128x128 pixels. The best image with a size
of 2048x2048 pixels. This image has the smallest MSE value of 0.11 and gets a PSNR value of
58.18 dB which is greater than the other images. During the encryption and embedding process,
the message file experiences a significant change in the size of the stego image from before it is
inserted to after it is inserted.

Suggestions that can be given from this research are for further research in terms of
improving the quality and functionality of this cryptographic steganography method. In future
studies, to maintain good stego image quality, it is recommended to use images with larger
dimensions, this is evidenced by the 2048x2048 image. To get better security, you can add or
replace cryptographic algorithms with more modern algorithms.
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